JlormpoBaHue u Docker.

Distributed tracing.
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e Cbop noros ¢ Docker kOHTeHepOB
 Distributed tracing
e Zipkin




Kak cobpaTtb noruv npunoXxeHuA B

Docker?

e Docker logging drivers
e Sidecar KOHTENHEPEI
e [lncaTtb U3 NPUNOXKEHNN B CUCTEMY NTOrMPOBaHNA




Logging drivers

e Cobupatotr STDOUT, STDERR BbIBOAbI KOHTENHEPOB
e [lobaBnAT MmeTanHdopmMmaLuio
e DopMUPYIOT COOBLLEHMA OS1A OTNpaBKN B CUCTEMbI JIOrMPOBaHUA

e ECTb HECKONBKO BCTPOEHHbIX, TaKXXe NOAK/Ito4YarTCcA B Ka4YecTBe
nnarnHoB
[1o ymonyaHuto ncrnonb3dyetca Json-File driver




Logging drivers

[paneep no ymonyaHuio 3agaeTcAa B dpanne:

/etc/docker/daemon.json

{

"log-driver": "json-file"

}

OnpepneneHve ppaveBepa [ONA OTOENbHOro KOHTeuHepa --log-
driver:

S docker run --log-driver Jjson-file alpine echo
hello world

-



Json-file

e ABnAeT gpanBepoM rno yMos4aHuo

e XpaHUT Norv 0 Kaxxaoro KoHTtenHepa B otaensHom JSON dhanne
e Jlorm yganArTcA BMECTE C KOHTENHEPOM

$ tail -f $(docker inspect -f {{.LogPath}} dockerpuma ui 1)

{"log":"* Min threads: 0, max threads: 16\n","stream":"stdout","time":"2017-11-
06T12:24:39.094400172z2"}

{"log":"* Environment: development\n","stream":"stdout","time":"2017-11-
06T12:24:39.0944025622"}

{"log":"* Listening on tcp://0.0.0.0:9292\n","stream":"stdout","time":"2017-11-
06T12:24:43.311598353z2"}

{"log":"Use Ctrl-C to stop\n","stream":"stdout","time":"2017-11-
06T12:24:43.3118831437Z2"}

{"log":"89.106.198.71 - - [06/Nov/2017:12:25:02 +0000] \"GET / HTTP/1.1\" 200 -
0.0323\n”,"stream":"stderr","time":"2017-11-06T12:25:02.1629514472"}
{"log":"89.106.198.71 - - [06/Nov/2017:12:25:02 +0000] \"GET /favicon.ico

HTTP/1.1\" 404 471 0.0013\n","stream":"stderr","time":"2017-11-
06T12:25:02.613096563Z2"}

-



Journald-gpansep

e [lnweT B 06NN CUCTEMHbBIN XYPHa
e Ecnun noros mMHoOro - journald.conf TpebyeT TIOHMHra

$ journalctl CONTAINER NAME=dockerpuma ui 1

Nov 06 13:14:41 docker-host dockerd[1264]: * Min threads: 0, max threads: 16
Nov 06 13:14:41 docker-host dockerd[1264]: * Environment: development

Nov 06 13:14:45 docker-host dockerd[1264]: * Listening on tcp://0.0.0.0:9292
Nov 06 13:14:45 docker-host dockerd[1264]: Use Ctrl-C to stop

Nov 06 13:15:23 docker-host dockerd[1264]: 89.106.198.71 - -
[06/Nov/2017:13:15:23 +0000] "GET / HTTP/1.1" 200 - 0.0378




GCP-gpauBep

e Pabotaet Tonbko B GCP
o ABTOMaTunyecku nuwet noru B Google Stackdriver

e He coBMeCTUM C YTeHnem ¢ nomoLlbio docker logs

/etc/docker/daemon.json

{
"log-driver": "gcplogs",
"log-opts": {
"gcp-meta-name": "docker-project-name"

}
}

insertId: "16gd7trg3aslipl”

id: "7797599594442294677"




Logging driver
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Sidecar KOHTenHepbl

App-container App-container

| |

Logging Agent
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JlornpoBaHue NpuUI0XKeHUA

1. STDOUT, STDERR
2. Ecnn npunoxeHue He ymeeT nucatb B STDERR, STDOUT:

ln -sf /dev/stdout /var/log/nginx/access.log \ &&
ln -sf /dev/stderr /var/log/nginx/error.log

3. Hanpamyto B cuctemy noruposanua (ELK, Graylog, Splunk, etc)

4. B Bind-Mount Volume (0CTOpPO>XHO, TOroB MOXET ObITb MHOI0):
docker run -v /var/log/nginx.log:/var/log/nginx.log

5. He nuwem norn B doansnbl BHYTPU KOHTEWUHepa!




Distributed tracing




Three pillars of observability

e Metrics - Konn4yecTBEeHHble NnokKasaTenn no codbITUAM,
doopmMupyoLne TpeHabl

e Logging - >xypHan cobbITU CepBnUCOB

e Distributed tracing - >xypHan cobbITUM C NPUYNHO-CNELCTBEHHON
CBA3bIO




Pa3Hble 3aga4yun, pa3Hble MHCTPYMEHTbI

Metrics
Aggregatable

Tracing
Request scoped

Logging

Events

NcTouHnk:Peter Bourgon's post



https://peter.bourgon.org/blog/2017/02/21/metrics-tracing-and-logging.html

Trace

OnucbliBaeT wuUCTOPUKO OOHOro cobbiTnA (B pacnpeneneHHomn

cucTeme)
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[Mpo6nemMmbl MUKpOCEPBUCOB

e 3anpoc OT K/IMeHTa NPOXoauUT Yepes3 HECKONTbKO MUKPOCEPBUCOB

e HeT BUOMMOCTW, Kak paboTaeT cuctema B LLe/IOM
e TpyoHocTn pnebara Latency
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Distributed tracing

e [losBonAeT npencraBnUTb rpadbl 3a0ep>kkm 3anpocos (traces) B

peanbHOM BpeMeHU
e Hanus rpadoB NOMoOraeT HaMTU NPUYNHBI OONTNX 3anNpPOCoB




Cucrtembl TpaCUpPOBKN

e Jaeger

e Appdash

e Zipkin

e Apache SkyWalking




e 2012 ropn
e PazpaboTtaH komnaHmnen Twitter
e Open source (hitps://github.com/openzipkin/zipkin)

Z|IPKIN



https://github.com/openzipkin/zipkin
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User Code

Trace Instrumentation

Http Client

Zipkin Collec
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Mpumep Zipkin

Duration: Services: ) Depth: €) Total Spans: €) @

‘ Expand All | Collapse All

Services 33.601ms 67.202ms 100.804ms 134.405ms 168.006

_m 168.006ms : get -
- . 106.294ms :/posts
post_app . 200p: db_find_posts




OCHOBHbIE NOHATUA

e Span - ogHa 3aBepLuMBLLAACA ornepauma B paMmkax 3anpoca,
COLOEPXKUT COObITUA N TArK

e Trace - rpad 3anep>xkm BCeEro 3arnpoca, COCTouT 13 span-oB

e Tracer - GBubnmuoTeka B Koae NPUNOXeHnA, KOTOpbIe MO3BONAIOT

cobupaTb 1 OTNPaBNATb MHPOPMaLIMIO O Span-ax
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