Kubernetes.
3anyck Knacrepa u

MPUOXXEHUS.
Moaoenb 6e30nacHOCTM.




| loaroroBka

Co3painTte HOBYIO BETKY B peno3suntopun Microservices 114
BbINO/IHEHUA AaHHOro [13. Tak Kak 3710 BTOpOE 3a4aHne no
Kubernetes, 10 Ha3oBuUTe ee kubernetes-2

[lpoBepka gaHHoro 13 oyaeT npon3BoantbCcsa vepes Pull
Request (PR HazoBuTe kubernetes-2 ) Betku ¢ [13 kK BeTKe
MacTep n godaBsneHmne B Hero kubernetes KoOH@Urypaumm

JloGaBbTe Labels Kubernetes 11 kubernetes-2 « Bawemy Pull
Request

[locne Toro, kKak oguH 13 NpenoaaBaTenen caenaet approve
Ny pekBecTa, BeTKy C [13 MOXHO CMepPaXUThb.
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Pa3BepHYTb /TOKa/IbHOE OKpYy>XeHne anga padoThl C
Kubernetes

PasBepHyTb Kubernetes B GKE

3anyctntb reddit B Kubernetes
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PasBopayuBaem

Kubernetes nokanbHoO

Ina pansHenwen padboTbl HAM HY>KHO MOArOTOBUTL
TOKA/IbHOE OKPYXXEeHKe, KOTopoe OyaeT COCTOATb U3:

1) kubectl - hakTnyeckun, rnaBHOM yTuanTbl A4nda PpadoThl
c Kubernetes API (Bce, uto genaet kubectl, MOXHO
coenatb ¢ nomouwlbto HTTP-3anpocos k AP| k8s)

2) HDunpektopun “/.kube - cogep>xnT Cy>XeoHyo MHQY
onsa kubectl (koHUMK, kewmn, cxembl API)

3) minikube - yTnaunTbl gna pasBopadnBaHng TOKabHOW
MHCTannaumm Kubernetes.
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eobxoammo yctaHoBUTL kubectl:

Bce cnocobbl YCTAHOBKWM AOCTYMHbI MO CChI/IKE
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https://kubernetes.io/docs/tasks/tools/install-kubectl/

ctaHoBKa Minikube

Hna padotbl Minukube BaM NnoHagoomnTca nokasbHblN
rMnepBU30pP:

1. Ona OS X: nnm xhyve driver, nnu VirtualBox, nnn VMware
Fusion.

2. 1na Linux: VirtualBox nam KVM.

3. dna Windows: VirtualBox nnn Hyper-V.
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https://git.k8s.io/minikube/docs/drivers.md#xhyve-driver
https://www.virtualbox.org/wiki/Downloads
https://www.vmware.com/products/fusion
https://www.vmware.com/products/fusion
https://www.virtualbox.org/wiki/Downloads
http://www.linux-kvm.org/
https://www.virtualbox.org/wiki/Downloads
https://msdn.microsoft.com/en-us/virtualization/hyperv_on_windows/quick_start/walkthrough_install

MHCTpYKUMA No ycTaHoBke Minikube ana pasHbix OC:
https://kKubernetes.io/docs/tasks/tools/install-minikube/

7 N36aBnsem 6usHec ot MT-3aBUCUMOCTH E



https://kubernetes.io/docs/tasks/tools/install-minikube/

3anyctum Haw Minukube-knacrep.

$ minikube start

Starting local Kubernetes v1.10.0 cluster. ..
Starting VM. ..
Downloading Minikube ISO
140.01 MB / 140.01 MB [=============————=————————————————-————=====| 100.00% 0s
Getting VM IP address...
Moving files into cluster...
Downloading localkube binary
148.56 MB / 148.56 MB [===================————=————=—————=————=====| 100.00% 0s
Setting up certs. ..
Connecting to cluster...
Setting up kubeconfig. ..
Starting cluster components. ..
Kubectl is now configured to use the cluster.

P.S. Ecnn Hy>xHa KOHKpeTHada Bepcud kubernetes, ykasbiBaite diar

--kubernetes-version <version> (v1.8.0)

P.P.S.I'Mo-ymonuaHuo ncnonsbayetcd VirtualBox. Ecnn y Bac apyronm runepsmn3op, To CTaBbTe nar
--vm-driver=<hypervisor>

8 N36aBnaem 6musHec oT MT-3aBUCMMOCTH




Haw Minikube-knacTtep pasBepHyT. [1pn 3TOM aBTOMATUUYECKM Obl/l
HACTpoOeH KoHMur kubectl.

[ lpoBEPUM, UTO 3TO TaK:

$ kubectl get nodes

NAME STATUS ROLES AGE VERSION
minikube Ready <none> 3h v1.10.0

9 N36aBnsem 6usHec oT MT-3aBUCUMOCTH E




KoHurypaumna kubectl - 3To KOHTEKCT.

KOHTEKCT - 3TO KOMOMHaUUa:
1) cluster - APl-cepBep
2) user - Nosb3oBaTtesib AN4a NOAKMIIOYEHUS K KNacTepy

3) namespace - 06/1acTb BUANMMOCTM (He 06Aa3aTeNbHO, NO-
ymonydaHuto default)

MHdhopmMauunto o KoHTekcTax kubectl coxpaHaeT B hanne

10 N36aBnaem 6usHec ot MT-3aBUCMMOCTHU %




Daiin SZIKUBE/EORFLG] - 7o Takoli e Marubect

kubernetes B YAML-opmarte (ectb u Kind, n ApiVersion).

apiVersion: vl
clusters: W

Cnuncok Knacrepos

- cluster:
certificate-authority: /Users/chromko/.minikube/ca.crt
server: https://192.168.99.100:8443

name: mini
contexts:
- context:
cluster: minikube
user: minikube
name: minikube
current-context: minikube
kind: Config
preference

- name: minikube
user:

as-user-extra: {}

client-certificate: /Users/chromko/.minikube/client.crt
11 client-key: /Users/chromko/.minikube/client.key N=6aB15eM 6UaHec o UT-3aBUCUMOCTH E

ube
" S CrnncoK KOHTEKCTOB

.
.
’

{}
ot e s b Cnucok nonb3oBaTtenen

%




Knacrtep (cluster) - ato:

1) server - agpec kubernetes API-cepBepa

2) certificate-authority - kKopHeBoOW cepTUdMKaT (KOTOPbLIM
nognuncaH SSL-cepTtudukaT camoro cepeepa), YToOobl
yoeantbcq, YTO Hac He oOMaHbIBaKOT U Neped HamMu ToT
caMblv cepBep

+ name (Nmq) onga ngeHtTnmnkaymm B KoHure

apiVersion: vl
- cluster:
certificate-authority: /Users/chromko/.minikube/ca.crt
server: https://192.168.99.100:8443
name: minikube

12 N36aBnsem 6usHec ot MT-3aBUCMMOCTH E




[lonb3oBaTtesnb (user) - 3T0:
1) [aHHble ong ayTeHTugumnkaymm (3aBMCcnUT OT TOrO, KaK HACTPOEH

cepBep). ITO MOTyT ObITh:
- username + password (Basic Auth

- client key + client certificate

- token
- auth-provider config (Hanpumep GCP)

+ name (Nmqa) onga ngeHtTnmnkaymm B KoHure

users:
- name: minikube

user:

as-user-extra: {}
client-certificate: /Users/chromko/.minikube/client.crt

client-key: /Users/chromko/.minikube/client.key
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KOHTEKCT (KOHTEKCT) - 3TO:
1) cluster - UMA kKnacTepa U3 cnncka clusters
2) user - MUMHA NMNOSib30BaTeNda U3 CnUcKa users

3) namespace - 06n1acTb BUANMOCTMN NO-YMOIYAHUIO (HE
o64a3aTeNbHO)

+ name (VImqa) gna ngeHtndukaunm B KoHdure

- context:
cluster: minikube
user: minikube
name: minikube
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OO6bIYHO NOPAAOK KOHUrypupoBaHus kubect!l cneayrowmnim:

1) Cosgartb cluster:
$ kubectl config set-cluster .. cluster_name

2) Co3pgaTtb gaHHble nonb3oBartens (credentials)
$ kubectl config set-credentials .. user_name

3) Co3aaTb KOHTEKCT

$ kubectl config set-context context_name \
--cluster=cluster_name \
--user=user_name

4) Wcnonb3oBaTb KOHTEKCT
$ kubectl config use-context context_name
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Taknm ob6pasom kubectl koHGUrypunpyertca ang NnoakKIto4YeHnsa K
Pa3HbIM K/actepam, Noa pasHbIMU MO/b30BaTENTIAMMN.

TeKyLMi KOHTEKCT MOXHO YBMAETb TaK:

$ kubectl config current-context
minikube

CrnncoK BCEX KOHTEKCTOB MOXHO YBNOETb TaK.

$ kubectl config get-contexts

CURRENT  NAME CLUSTER AUTHINFO NAMESPACE
kubernetes-the-hard-way kubernetes-the-hard-way admin
* minikube minikube minikube
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3anycTtuMm npusioXxXeHume

Ilna paboTbl B npunoxeHuna kubernetes, Ham HeobxoanMMoO
onncaTtb X xenaemoe cocrtoaHne nnbéo B YAML-maHndecrax,
MO0 C NOMOLLbIO KOMaHOHOW CTPOKMW.

Bcio koHdurypaumto nomectute B katanor ./kubernetes/reddit
BHYTPW BaLLEro penosntopusd.
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OCHOBHbIe 00BLEKTHI - 3TO pecypcbl Deployment.

Kak NOMHUM U3 npegblgywero 3aHdTnd, OCHOBHbIE €O 3aa4N.

- Co3paHune ReplicationSet (cnegnt, 4ToObl UNCNO 3aMYLLEHHbIX
Pod-oB cooTBeTCTBOBA/IO ONMCaHHOMY)

- BepoeHue ncropun Bepcuin 3anyuweHHbix Pod-oB (on4
Pa3/INYHbLIX CTpAaTernn gennos, 419 BO3MOXHOCTEN OTKATA)

- OnuncaHne npouecca gennos (cTtparterns, napamMeTpbl
cTpaTerum)
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ui-deployment.yml (ccbinka Ha gist)

apiVersion: apps/vibetaZ2
kind: Deployment .

bnok MeTagaHHbIX Aenso4a

name: ui
labels:
app: reddit

component: ui

= bnok cneunukaumm gennos

replicas: 3
selector:
matchlLabels:
app: reddit
component: ui
metadata: ‘
name: ui-pod
labels:
app: reddit
component: ui
spec:
containers:

I iracechronke/ul 4 He 3abyabTe NoACTaBUTb CBOW 06pa3

name: uil
19 N36aBnaem 6musHec oT MT-3aBUCMMOCTU

bnok onucanmna POD-oB



https://raw.githubusercontent.com/express42/otus-snippets/e7b0bc08c47a77709d313cfcbbaa3f9ed4b19340/k8s-controllers/ui-deployment.yml

ui-deployment.yml

spec:
replicas: 3
selector:
matchlLabels:
app: reddit
component: ui
template:
metadata:
name: ui-pod
labels:
app: reddit
component: ui
spec:
containers:
- image: chromko/ui
name: ui

selector onucbiBaeT, Kak eMy OTCMIeXMBATb

POD-bl.

B naHHOM cniyyae - KoOHTponep éyger
cyntatb POD-bl ¢ MeTKaMu:
app=reddit U component=ui.

[loaToMy BaXxHO B onncaHnm POD-a 3apaTb

HY>XHble MeTKU (labels)

P.S. [1na 6onee rmbkon BbIOOPKM BBOAUM 2
MEeTKM (app n component).

N36aBnsem 6musHec ot NT-3aBUCUMOCTH E




3anyctnm B Minikube ui-koMnoHeHTy.

$ kubectl apply -f ui-deployment.yml

deployment "ui" created
Y6epgutecn, uto Bo 2,3,4 n 5 ctonbuax Ctout yncno 3 (YMcno pennuk ui):

$ kubectl get deployment

NAME DESIRED CURRENT UP-TO-DATE  AVAILABLE AGE
ui 3 3 3 3 Im

P.S. kubectl apply -f <filename> moXxeT npnHMMaTb HE TO/IbKO
OTAENbHbIN hani, HO U Nanky ¢ HUMKU. Hanpumep:

N36aBnsem 6musHec ot NT-3aBUCUMOCTH E

$ kubectl apply -f ./kubernetes/reddit




[Toka 4YTO Mbl HE MOXXEM MUCMOJ/Ib30BaTh HaLLE npnnoxeHume NnoJiIHOCTbIO,
MOTOMY HUTO HNMKAK HE HACTpOEeHa CeTb ANA OOLEHNSA C HUM.

Ho kubectl ymeet npobpacbiBate ceteBble NOpTbl POD-0B Ha NoKanbHYyto
MaLUUNHY

Hangem, ncnonbsysa selector, POD-bl npunoxeHus (CCbl/ika Ha gist):

$ kubectl get pods —-selector component=ui

$ kubectl port-forward <pod-name> 8080:9292

local-port.pod-port

i30aBnaem 6mnsHec ot M T-3aBUCUMOCTH

3



https://gist.githubusercontent.com/chromko/0a120bc15784da4ef19f82f32f0b049e/raw/b8d709c06dfa7c6facad52ad4c3931e62e61d305/gistfile1.txt

3angem B 6pay3epe Ha
http://localhost: 8080

< C | @ localhost:8080

Microservices Reddit in ui-64c9489bd5-9gtgb container

Can't show blog posts, some problems with the post service. Refresh?

Ul paboTtaeTt, nogktoumnMm oCctasibHble KOMMOHEHTD

23 N36aBnsgem 6usHec ot NT-3aBUCUMOCTHU E




ommen

comment-deployment.yml (cCblika Ha gist)

apiVersion: apps/vlbeta?2
kind: Deployment

metadata:
name: comment
102;;?=reddit KOMMNOHEHT comment onucbiBaeTcy
component: comment
— MOXOXMM 00OPa30oM.
replicas: 3 MeHaeTcsa TONbKO nmMa obpasa U METKU U
tchLabels:
" oop: reddit npumeHaem (kubectl apply)
component: comment
template:
metadata: [poBepuTb MOXHO Tak Xe, NpobpocuB <local-port>:
labels: 9292 v 3anasa Ha aapec
: reddit
ggﬁponzn; comment http://localhost: <local-port>/healthcheck
spec:
containers:

- image: chromko/comment
name: comment
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https://raw.githubusercontent.com/express42/otus-snippets/e7b0bc08c47a77709d313cfcbbaa3f9ed4b19340/k8s-controllers/comment-deployment.yml

Deployment koMnoHeHTa post CKOHC

OUTYPUPynTe

NoaoOHbLIM >XXe 06pPa30oM CaMOCTOATENBHO U

npoBepbTE ero padorTy.

He 3abygbTe, UTO post cnyLwaeTt no-yMo/T4aHUIO Ha

nopty 5000

25
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MongoD

mongo-deployment.yml (CCbl/IKa Ha gist)

apiVersion: apps/vlbeta?2
kind: Deployment
metadata:
name: mongo
labels:
app: reddit
component: mongo
spec:
replicas: 1
selector:
matchlLabels:
app: reddit
component: mongo
template:
metadata:
name: mongo
labels:
app: reddit
component: mongo
spec:
containers:
- 1mage: mongo:3.2
name: mongo

26

PasmMmectnm 6a3y gaHHbIX
Bce noxoxe, HO MEeHATCA TOSTbKO
o6pa3bl 1 3Ha4veHunsd label-oB
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https://raw.githubusercontent.com/express42/otus-snippets/e7b0bc08c47a77709d313cfcbbaa3f9ed4b19340/k8s-controllers/mongo-deployment.yml

MongoD

TakXXe NpMMOHTUPYEM CcTaHAapPTHbIK Volume and
XPaHEeEHNSA OaHHbIX BHE KOHTENHEepPa

mongo—-deployment.yml (CCbl/1Ka Ha gist)

apiVersion: apps/vibeta2
kind: Deployment

containers:
— image: mongo:3.2
name: mongo Touka MOHTUPOBAHUA B

volumeMounts: < -
_ . KOHTenHepe (He B POD-e)
— name: mongo—-persistent-storage

mountPath: /data/db
< AccoummnpoBaHHble ¢ POD-om

volumes:
— name: mongo-persistent-storage Volume-bl

emptyDir: {}
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https://raw.githubusercontent.com/express42/otus-snippets/e7b0bc08c47a77709d313cfcbbaa3f9ed4b19340/k8s-controllers/mongo-deployment-with-volume.yml

Services

B TekyLleM COCTOSHUN NPUMOXEHNE He ByaeT
paboTaTb, TaK €ro KOMMOHEHTbI eLE HEe 3HAIOT Kak

HaAUTW Opyr gpyra

I1na cBA3M KOMMOHEHT Mexay coOon U C BHELLHUM
MUPOM NCMNOMb3YyeTCA OOBLEKT Service - abCcTpakuug,
KoTopas onpepenseT Habop POD-oB (Endpoints) u
cnocob gocTyna K HUM
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Services

Ilna cBA3uM Ui € post 1 comment Hy>XKHO CO34aTb UM MO

o00BbeKTY Service.
comment-service.yml (ccbinka Ha gist)

apiVersion: vi

kind: Service Korga oO6beKT service Oyaert co3aaH:

me% 1) B DNS noasutcsa 3anucb ans
labels: 2) [lpwn obpauweHnn Ha agpec post:
app: reddit M3HYTpY nioboro ns POD-oB TeKyLiero
component: post =
spec: namespace Hac nepenpasuT Ha 9292-Hbli
ports: nopt ogHoro u3s POD-0B npunoxeHusa post
" port: 9202 T OA P post,

BbIGpPaHHbIX no label-am

29 N36aBnaem 6usHec ot MT-3aBUCMMOCTHU %

rotocol: TCP



https://raw.githubusercontent.com/express42/otus-snippets/e7b0bc08c47a77709d313cfcbbaa3f9ed4b19340/k8s-controllers/comment-service.yml

Services

[1o label-am gonkHbl Oblnn ObITb HAWAEHbLI COOTBETCTBYOLWME
POD-bI. [locMOTpeTb MOXHO C MOMOLLbIO:

$ kubectl describe service comment | grep Endpoints

Endpoints: 172.17.0.9:5000

A n3nytpu ntoéoro POD-a gomxHo paspeluaTbca.
$ kubectl exec -ti <pod-name> nslookup comment

nslookup: can't resolve '(Chull)': Name does not resolve

Name: post
Address 1: 10.0.0.162 comment.default.svc.cluster.local
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[1o aHanornn cosgamnte obbLEKT Service B panne post-
service.yml gna komnoHeHTa post (He 3abyabTe npo
label-bl U NpaBuWbHbIE tCP-MOPTHI).
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Services

Post 1 Comment TakXxe ncnosnb3yoT mongodb,
cnepnoBaTenbHO el TOXe HY>XXeH O0BLEKT Service.

mongodb-service.yml (ccbuika Ha gist)

apiVersion: vl
kind: Service
metadata:

nhame: mongodb

labels:
app: reddit
component: mongo

spec:

ports:

- port: 27017
protocol: TCP
targetPort: 27017

selector:
app: reddit
component: mongo

32

[10-CyTM BCE€ OUYEeHb NOXOXe, AeN/TI0OUM.

$ kubectl apply -f mongodb-service.yml

N36aBnsgem 6usHec ot UT-3aBNCUMOCTU %



https://raw.githubusercontent.com/express42/otus-snippets/e7b0bc08c47a77709d313cfcbbaa3f9ed4b19340/k8s-controllers/mongodb-service.yml

Services

[lpoBepsaem:
npo6packiBaeM NMopT Ha ui pod

$ kubectl port-forward <pod-name> 9292:9292

3axoaum Ha http://localhost:9292
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http://localhost:9292

ervices

[TocMOTpMM B NOruK, Hanpmumep, comment:

[MoacTtaBbTe cBon POD
$ kubectl logs post-56bbbf6795-7btnm /

[2017-11-23T11:58:14.036381 #1
[2017-11-23T11:58:14.036584 #1
, [2017-11-23T11:58:14.041398 #1
[2017-11-23T11:58:14.090421 #1

l4

DEBUG -- : MONGODB | Topolo type 'unknown' initializing.
DEBUG -- : MONGODB | :
DEBUG -- : MONGODB |

DEBUG —— : MONGODB | getaddrinfo: Name does not resolve

O O O o

l4
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Services

[TpnnoxeHue nuiet coscem apyromn agpec: comment_db, a He
mongodb
AHanornmyHo n cepsuc comment mnuiet post_db.

DTN agpeca 3agaHbl B ux Dockerfile-ax B BUae nepeMeHHbIX
OKPY>XXEHUSA:

post/Dockerfile

ENV POST_DATABASE_HOST=post_db

comment/Dockerfile

ENV COMMENT_DATABASE_HOST=comment_db
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Services

B Docker Swarm npo6nema goctyna K oaHoOMy
pecypcy nojg pasHbiIMU MMeHaMM peLlanach C
NOMOLLIbIO CETEBLIX a/IMacoB.

B Kubernetes Takoro qoyHkKLMOHana Her.

MbIl 3Ty npob6nemMy MOXEM pPeLlInTb C MOMOLLLIO TEX Xe
Service-oB.
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Services

Cpoenaewm Service ang bl comment.
comment-mongodb-service.yml (ccbiika Ha gist)

apiVersion: vl
kind: Service
metadata:
name: comment-db
labels:

2

. B MMeHn Henb34 ncnosb3oBaTtb “

app: reddit
component: mongo [o6aBNM MeTKY, YTOObl pasnm4yaTb
comment-db: "true" s mesnmn———7——
spec: : cepBuChbl
ports:
- port: 27017

targetPort: 27017
selector:

app: reddit

component: mongo

comment-db: "true"

protocol: TCP . OtpgenbHbl nendn ana comment-db

37 PS. 6y}'|eB|3|e 3HAQ4YEeHU4Aa N36aBnsem 6UsHec ot MT3aBMCMMOCTM.§
oba3aTtenbHO YKa3blBATb B KaBbl4KadX


https://raw.githubusercontent.com/express42/otus-snippets/e7b0bc08c47a77709d313cfcbbaa3f9ed4b19340/k8s-controllers/comment-mongodb-service.yml

ervices

Tak e npungetca obHoBUTb hann deployment gna mongodb, uto6bl HOBbLIV Service
CMOT HaUTK Hy>XHbIn POD

mongo—-deployment.yml (CCbinka Ha gist)

apiVersion: apps/vlbetal
kind: Deployment
metadata:

name: mongo

labels:

D o ongo Jlen6n B deployment utobbl ObI/10 NOHATHO,
Y YTO pas3BEPHYTO

comment-db: "true" e
spec: ‘
replicas: 1
selector:
matchLabels:
app: reddit

component: mongo label B pod, KOTOpPbIN HY>XHO HAUTU

template:
metadata:
name: mongo
labels:
app: reddit
component: mongo
comment-db: "true"
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https://raw.githubusercontent.com/express42/otus-snippets/e7b0bc08c47a77709d313cfcbbaa3f9ed4b19340/k8s-controllers/mongo-deployment-with-commentdb.yml

apiVersion: apps/vibetaZ
kind: Deployment

metadata:
name: comment

containers:
— 1image: chromko/comment

name: comment

env:
— name: COMMENT_DATABASE_HOST

value: comment-db

39

3apagum pod-am comment

NepeMEHHYIO OKPYXeHUS Ons
obpalleHna K 6ase (cm cnang 34)

(ccbl1ika Ha gist)

N36aBnsgem 6usHec ot UT-3aBNCUMOCTU E


https://raw.githubusercontent.com/express42/otus-snippets/e7b0bc08c47a77709d313cfcbbaa3f9ed4b19340/k8s-controllers/comment-deployment-with-db.yml

Mbl caenanu 6asy goctynHou anga comment.

[lpoaenanTe aHanorn4yHble Xxe aencteBmna oasa post-
cepBuca. HasBaHune cepBuca go/mkKHoO post-db.

[locne atoro cHoBa caenaunte port-forwarding Ha Ul 1

ybeantech, UYTO NPUNOXEHME 3anyCcTUIochb 6es
OLWMOOK M NOCTbl CO30al0TCA
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ervices

Co3aaamMm BCe HOBbIE OOBEKTbl C MOMOLLUbIO

$ kubectl apply -f ..

[lpoBepum normn post cHoBa

D, [2017-11-23T13:00:40.110693 #1] DEBUG -- : MONGODB | comment-db:27017 | admin.listDatabases | STARTED |
{"listDatabases"=>1}
D, [2017-11-23T13:00:40.113945 #1] DEBUG -- : MONGODB | comment-db:27017 | admin.listDatabases | SUCCEEDED |

0.002974432s

Ypannte o6bekt mongodb-service

$ kubectl delete -f mongodb-service.yml

Nnun

$ kubectl delete service mongodb
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HaM HY>XHO Kak-To obecneynTb AOCTYN K Ui-CepBUCY CHaPYXMW.
Ilna atoro HaMm noHagoobutcs Service gna Ul-KkOMMNOHEHTHI

ui-service.yml (ccbika Ha gist)

apiVersion: vl

kind: Service [ naBHOE oT/In4mne -
metadata: tmn cepeuca NodePort.

name: ui
labels:
app: reddit
component: ui
spec:

type: NodePort

ports:

- port: 9292
protocol: TCP
targetPort: 9292

selector:
app: reddit
component: ui
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https://raw.githubusercontent.com/express42/otus-snippets/e7b0bc08c47a77709d313cfcbbaa3f9ed4b19340/k8s-controllers/ui-service.yml

ervice

[lo-ymonuaHuto sce cepaucol nmetot tiun ClusterlP - 370 3HauUnT, 4UTO CepBuUC
pacnosioraetcs Ha BHyTpeHHeM ananasoHe IP-agpecoB knactepa. CHapy>Xu o Hero
HeT JocTyna.

Tun NodePort - Ha Ka)xaon HoAde KnacTtepa OTKPbIBAET NMOPT U3 AMana3oHa
30000-32767 v nepenpaBngaeT Tpapmk C 3TOro Noprta Ha TOT, KOTOPbIN YKa3aH B
targetPort Pod (noxoxe Ha cTaHgapTHbI expose B docker)

Tenepb 0o cepsuca MoxHo gontn no <Node-IP>:<NodePort>
Tak>xe MOXHO ykasaTtb camum NodePort (HO BCe paBHO U3 guanasoHa):

spec:

type: NodePort

ports:

- nodePort: 32092
port: 9292
protocol: TCP
targetPort: 9292

selector:
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T.e. B onncaHum service

NodePort - ona gocrtyna cHapyXu Knacrtepa
port - 04n4a OoCTyna K CEPBUCY U3HYTPU KNnacTepa
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Minikube MmoXeT BblgaBaTb web-CTpaHLbl C cepBUcCami
KoTopble Oblnn noMmeyeHbl Tnom NodePort
[lonpobywuTe:

$ minikube service ui

C @ 192.168.99.100:32092

Microservices Reddit in ui-64c9489bd5-krv92 container
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Minikube MoXxeT nepeHanpaBATb HA Web-CTpaHLbl C CepBUCaMU
KOoTopble Oblin noMeyeHbl Tunom NodePort
[loCcMOTpUTE HA CNNCOK CEPBUCOB:

$ minikube services list

I |
| NAMESPACE | NAME | URL I
| === mmmm e | === mmmm e | === m e I
| default | comment | No node port I
| default | comment-db | No node port I
| default | kubernetes | No node port I
| default | post | No node port I
| default | post-db | No node port I
| default | utl | http://192.168.99.100:32092 |
| kube-system | kube-dns | No node port I

I |
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Minikube TakXxe nMeeT B KOMM/IEKTE HECKO/IbKO CTaHAAPTHbIX aad0HOB
(pacwmnpenunin) pna Kubernetes (kube-dns, dashboard, monitoring,...).
Kaxxpoe pacwunpeHmne - ato Takme xe PODbI n cepBucChl, Kakne
co34aBasimcb HaMu, ToNbKoO oHU elle obuatotcsa ¢ APl camoro Kubernetes

[MoNy4YnTb CNMCOK pPacCLUNPEHWIA:

$ minikube addons list
addon-manager: enabled
coredns: disabled

dashboard: enabled
default-storageclass: enabled
efk: disabled

freshpod: disabled

heapster: disabled

ingress: disabled

kube-dns: enabled
metrics-server: disabled
registry: disabled
registry-creds: disabled
storage-provisioner: enabled
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MHTepecHbI agaoH - dashboard. 21o Ul ang paboTkl C
Kubernetes. 1o yMON4YaHUIO B HOBbIX BEPCUAX OH BK/IIOYEH.
Kak n MmHormne kubernetes add-on'el, dashboard 3anyckaeTca B
Bnae pod'a.

Ecnn Mbl TOCMOTPUM Ha 3anyLweHHble pod'bl C MOMOLLLIO
KomaHabl kubectl get pods, To 0O6Hapy>XuUM TONbKO Halle
NPUIoXeHune,

[loTOMY UTO NoAabl U cepBUChbl gna dashboard-a Obinn 3anyLieHbl
B hamespace (npoctpaHcTee nmeH) kube-system.
MbI >Xe 3anpocunm npoctpaHcTBO nMeH default.
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Namespaces

Namespace - 310, No cyTH, BUPTYyanbHbIK Knactep Kubernetes
BHYTpU camoro Kubernetes. BHyTpu Ka>xgoro takoro knacrepa
HaxogaTca cBon 00beKTbl (POD-bI, Service-bl, Deployment-bl
T.0.), KpOMe 00BbeEKTOB, OOLWUX Ha BCe hamespace-bl (hodes,
ClusterRoles, PersistentVolumes)

B pa3HbIX hamespace-ax MOryT Haxoantca OO0beKThbl C

OAMHAKOBbIM MMEHEM, HO B paMKax 0AHOro namespace MMEHa
06BEKTOB A0/MKHbI ObITb YHUKA/bHbI.
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Namespaces

[1pun cTtapte Kubernetes knacrep yxxe nmeet 3 namespace:

- default - gha o6bLeKTOB ANA KOTOPbIX HE onpeaeneH apyrov
Namespace (B HeEM Mbl paboTanun BCe 3TO BPEMS)

- kube-system - ona o6bekToB co3gaHHbIX Kubernetes'om u
Ona ynpaBneHus num

- kube-public - ona 06BbEKTOB K KOTOPbIM HY>XEH AOCTYyn 13
Ntobon TOUKK KacTepa

Ilna Toro, 4toObl BbiIOpaTh KOHKPETHOE MPOCTPAHCTBO MMEH, HY>XXHO yKa3aTb
donar -n <namespace> Unn --namespace <namespace> npu 3anycke kubectl
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amespace

Hangem xe o6beKTbl Hawero dashboard

$ kubectl get all -n kube-system --selector k8s-app=kubernetes-dashboard

NAME READY STATUS RESTARTS  AGE
pod/kubernetes-dashboard-598d75cb96-vnntk  1/1 Running 0 1h

NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S) AGE
service/kubernetes-dashboard (ClusterIP 10.55.244.13 <none> 443/TCP  1h
NAME DESIRED  CURRENT  UP-TO-DATE  AVAILABLE AGE
deployment.apps/kubernetes-dashboard 1 1 1 1 1h
NAME DESIRED  CURRENT  READY AGE
replicaset.apps/kubernetes-dashboard-598d75cb96 1 1 1 1lh

MbIl BbiBETM BCe 00bEKThI U3 HenmMmcnenca kube-system, nmetowime label
app=kubernetes-dashboard
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Dashboar

3angem B Dashboard: inikube Toxe Hago
yKa3blBaTb hamespace

$ minikube service kubernetes-dashboard -n kube-system

kubernetes Q  Search

= Overview

default ~

Resource Status
Overview

Workloads
Pods

Daemon Sets
Deployments B Running 6

Jobs Pending 0

Pods
B Failed 0

Replica Sets

Replication Controllers

Stateful Sets

Discovery and Load Balancing

Pods

Ingresses

Services Name % Node Status <

S Q post-dfdf585bf-qsp5d minikube Running

..........
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Dashboard

B camom Dashboard moxHo:

. OTCNeXmBaTb COCTOAHME KnacTepa n padboumx Harpy3ok B HEM
. co3gaBaTb HOBble 00beKThI (3arpy>xate YAML-hannbl)

. YOoanate n u3MeHATb 00beKThI (KOM-BO pensink, yaml-gpannbl)

. oTcnexwuBaTtb forn B Pod-ax

. npu BkAto4YeHNN Heapster-agaooHa cMOTpeTh Harpysky Ha Pod-
ax

. nT.0.

O3HakoOMbTECb, NOK/IMKaNTE - B minikube He cTpallHO HM4Yero cnomarthb (ecnu
4TO 3@aHOBO MNOAHSATD).
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Namespace

Mcnonb3yeMm Xe namespace B Hawux uenax. Otgennm cpeay angd
PA3paboTKNM NPUNOXEHNA OT BCErO OCTaNIbHOIroO K/acTepa.
Ina storo cosgaanm cBot Namespace dev

dev-namespace.yml(ccbisika Ha gist)

apiVersion: vi1
kind: Namespace
metadata:

name: dev

$ kubectl apply -f dev-namespace.yml
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https://raw.githubusercontent.com/express42/otus-snippets/e7b0bc08c47a77709d313cfcbbaa3f9ed4b19340/k8s-controllers/dev-namespace.yml

Namespace

3anycTuMm npunoxeHne B dev HeMMCNence:

$ kubectl apply -n dev -f ..

Ecnn BO3HUK KOH/TIUKT MOPTOB Y Ui-service, To yonpaem m3
onuncaHma sHadveHne NodePort

CMOTpUM pe3ynbTarT:

$ minikube service ui -n dev

55 N36aBnsgem 6usHec ot NT-3aBUCUMOCTHU E




Namespace

aBanTte gobaBuM MHMPY 00 OKPY>XXEHUU BHYTPb KOHTENHepa Ul

ui-deployment.yml (ccbisika Ha gist)

apiVersion: apps/vlbetal N3BnekaemMm 3HaYeHUA N3 KOHTEKCTA

kind: Deployment 3anycka
metadata:

name: uti I'Iop,poGHee 34ecCb

spec:
containers:
- image: chromko/ui
hame: uil
env:
- hame: ENV
valueFrom:
fieldRef:
fieldPath: metadata.namespace
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https://raw.githubusercontent.com/express42/otus-snippets/e7b0bc08c47a77709d313cfcbbaa3f9ed4b19340/k8s-controllers/ui-deployment-with-env.yml

Namespace

$ kubectl apply -f wui-deployment.yml -n dev

CMOTpUM pe3ynbTarT:

C | ® 192.168.99.100:32092

Microservices Reddit in dev ui-88dbc7c89-vhbgm container
|
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PasBopayuBaem

Kubernetes

Mbl MOAroTOBUNN HaLLE NMPUIOXEHWE B TOKASIbHOM OKPY>XEHUW.
Tenepb camoe BpeMd 3anyCTUTb ero Ha peasnibHOM K/lactepe
Kubernetes.

B kauyectBe OCHOBHOM N/1aTdoopMbl OyaeM UCNOMb30BaTh
Google Kubernetes Engine.
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PasBopayuBaem

Kubernetes

3angute B cBoto gcloud console, nepengnte B “kubernetes
clusters”

Google Cloud Platform ge docker ~

aBHas CTpaHUUa

L

Compute Engine >

Storage >

Q e

IAM 1 agMUHUCTPUPOBaHME

Kubernetes clusters 1>

&

Kubernetes Engine >

Pa6oune Harpy3ku

NPOAYKTbl A O6HapyxeHue pecypcos u 6anaHCUpoBKa Harpysku

KoHdurypauusa

B IAM n agMuHucTpupoBanHne ¥ Xpauunuue
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PasBopayuBaem

Kubernetes

Haxmute “cospgatb Cluster”

Google Cloud Platform o docker ~

@ Kubernetes Engine Kubernetes clusters CO3[IATb K/TACTEP C OBHOBUTH B YAANUTD

st*»  Kubernetes clusters
BBeAV‘Te APNbLIK WKW Ha3BaHWE. ..

B2  Pa6ouue Harpysku
Kubernetes clusters

L} NEALIARIAEZALIILAA RAAIRAAR 12

60 N36aBngaem 6usHec ot UT-3aBUCUMOCTHU




PasBopayuBaem

Kubernetes

YKaxunte cnegytoume HacTPOWKN Knactepa:

- Twun MawunHbl - HeBonbLwasa mawmnHa (1,7 I'b) (ana akoHoOMKK
PEeCyYypCoB)

- Pasmep -2

- bazoBagd ayTeHTUUMKALMNA - OTKTIIOYEHA

- YcTapeBLUMe npaBa 4OCTyna - OTKIIOYEHO

- [laHenb ynpasneHnsa Kubernetes - oTknto4EHO

- Pa3smep 3arpysouyHoro gmcka - 20 I'b (g9 aKOHOMUK)
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PasBopayuBaem

Kubernetes

Xmem “Co3aatb’ 1 xaem, Noka NoaHNMETCH KacTep

Kubernetes clusters
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KOMMNOHEHTHI yrpaB/fieHUsa KNnacTepoM 3anyCcKatTcyd B container engine u
ynpasnattca Google:

. Kube-apiserver
+ kube-scheduler S iiefi il
. Kube-controller-manager © 1 sever © woino
) etcd € controller Manager € Monitoring
© scheduier @ ingress backend
© o = © runtimes

Pabouas Harpyska (cob6ctBeHHble POD-bl), agaaoHbl, MOHUTOPWHT,
NIOrnpoBaHMe u T.4. 3anyckatTca Ha pabounx Hoaax
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Paboune Hoabl - cTaHaapTHble Hoabl Google compute engine. Ux
MO>XHO YBMAETb B CMUCKE 3anyLeHHbIX y3/10B.

Ha Hux Bcerga MOXHO 3anTu Mo ssh

X MO>XXHO OCT@HOBWUTbL M 3aMNyCTUTb.

imE Compute Engine 9k3emnnspbl BM R co3patb ak3emnnse ¥, C

B 3ksemnnapsl BM

il|
-

A, pynnbl 3K3eMNAspoB BeAuTe QUABTP
E] Wa6noHbl ak3zeMnnapos

Haapauue ~ 30Ha Pekomengauusa BuyTpenunit IP-agpec BH
B  AOuckw

& ogke-cluster-1-default-pool-8e070b30-Icl1 us-centrall-a 10.128.0.4 35
CHUMKY & gke-cluster-1-default-pool-8e070b30-vlkq us-centrall-a 10.128.0.2 10
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[Noakntounmca K GKE ong 3anycka Hawero npunoxXeHus.

Kubernetes clusters CO3[ATb KJTACTEP C OBHOBUTb [] NOKA3ATb UHOOPMALIUMOHHYIO MNMAHENDb

BBEAMTE HAPAbIK WKW Ha3BaHMWE. ..

Kubernetes clusters

Haapauune ~ 30Ha Paamep knacrepa O6wee Konu4ecTeo Apep 06wmit o6bem naMaATH Bepcua yana Yeepomneuun Apnbiku

& cluster- us- 3 3 BupTyansHbix LN 510re 1.8.3-
1 centrall- gke.0
a

MoaAKN4YUTLEA

Haxxmute n ckonvpyite komaHay Buga: =
$ gcloud container clusters get-credentials cluster-1 --zone
us-centrall-a --project docker-182408
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BBegnte B KOHCOMN CKOMMPOBAHHYIO KOMaHAY.

B pe3ynbrate B dhann _ oyayT nobaBneHbl

user, cluster n context ona noaknoyveHus Kk knactepy B GKE.
Takxe TeKyLnn KOHTEKCT OyaeT BbiCTaBMEeH ANA NOAK/TI0YEHNSA K

3TOMY KJlacTepy.
Yoeantbca MOXHO, BBeAS

$ kubectl config current-context
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3anyctum Hawe npunoxenHune B GKE

Cospgagnm dev namespace

$ kubectl apply —-f ./kubernetes/reddit/dev-namespace.yml

3agensionmM Bce KOMMOHEHThI MPUIoXeHUA B namespace dev:

$ kubectl apply -f ./kubernetes/reddit/ -n dev
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OTkpoeM Reddit ona BHellHero Mmpa:

3anguTe B “npaBuna bpaHamayspa”

NPOAYKTbI A

e Spanner

CETb

u Cetb VPC > Cetu VPC

BHuewHue IP-agpeca

iis CeTeBble cepBuchbl >
MNpaeuna 6paxamMayapa

# Interconnect » MapwpyTb
Touku o6MeHa aaHHbIMKM VPC

STACKDRIVER O6wasn cets VPC
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Haxxmute “cospgatb npasuno 6paHamayapa”

MNpaBuna 6paHamayapa CO3[ATb NMPABU/IO0 BPAHAMAY3PA

C nomoLbio Npasun GpaHaMayspa MOXHO YNPaBnsTh BXOAALMM U UCXOAALLMM
Tpadukom ans sksemnnapa. o yMonyaHuio 6N10KUPYETCsl BECb BXOAALLMA
TpadumK u3-3a npeaenos sawen cetu. NogpobHee...

Mpumeyanue. Ynpasnate 6pangmayspamu App Engine MOXHO 3gech.

Bxoaswun tpaduk Mexoaawmnin Tpaduk
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OTKpoeM ananasoH NoptoB kubernetes ang nybnukaumm
cCepBuUCOB

HactpowuTe:

- HasBaHWe - NpoOnU3BOJIbHO, HO MOHATHO

.- LleneBble ak3eMnspbl - BCE 3K3EMM/ISAPbI B CETU

- [unana3soHsbl IP-agpecoB ncroynnkos - 0.0.0.0/0
[1pOTOKOMbI 1 MOPThI - YKa3aHHble MPOTOKO/bl U MOPThI

tcp:30000-32767

Co3aaTb
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Hangute BHelwHM IP-agpec ntobon HoAbl U3 K1acTepa
nnmobo B Beb-koHcoNn, nnd6o External IP B BbiBOAE;

$ kubectl get nodes -o wide

Hangute nopt nybnmkauunm cepeuca ui

$ kubectl describe service ui -n dev | grep NodePort
Type: NodePort
NodePort: <unset> _
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Mpoem no agpecy http://<node-ip> : <NodePort>

C | ® 35.19211.227:31945

Microservices Reddit in dev ui-88dbc7c89-9h5I2 container
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agjaHMe

B PR oomxHbI npucyTCcTBOBaTh KOHUrypauma angd
pa3BepTbiBaHnA Reddit npunnoxenna B kubernetes (deployments,

services, namespace) B oTA4e/IbHOW ONPEKTOPUMN.

K PR npnnoXxntb CKPUHLWIOT BEO-UHTEPJENCA NPUTOXEHNA B
GKE (no->xefaHuio) Unm cCbiNIKy Ha HEro.
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B GKE Tak>xe MoXxHo 3anyctutb Dashboard ans
Knacrepa.

Kubernetes clusters CO3[ATb KNACTEP C* OBHOBUTb

BeeauTte ApnbiK KU HasBaHue...

Kubernetes clusters

Haapaune ~ 30Ha Paamep knacrepa O6wee Konu4ecTeo Apep O6wmi ¢
& cluster- us- 2 2 BupryansHbix LN 34006
3 w

S centrall-

Ha)>XMnTe Ha MMSA KnacTepa
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e® docker ~

NN3MEeHUTb

75

& Kubernetes clusters

& cluster-3

CeepeHus XpaHunuuwe

MogknoueHune K knacrepy

Knacrtep

Bepcua ronoeHoro yana
KoxeyHan Touka
CepTuduxar knueura

®yukuun Kubernetes

Yansl

1.7.8-gke.0
35.192.43.228
Bxnrouen

OTKNKYeHbI

/' V3MEHUTb B YOANUTD

LocTynHo o6HOBNEHKE

MNokasaTts y4YeTHbIE AaHHblIE

(@ CONNI
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B 3TOM MEHIO MO>XXHO NOMEHATbL KOHMPUIypauuto knacrtepa. Ham
HY>XHO BK/TIOYNUTb OOMO/THEHUE
“INaHenb ynpaesneHus Kubernetes”

Apnbikn

=+ No6asuts pecypce: apnbik

Yr106bl BLINONHUTL ONepauuio fobasnedus, yaaneHus nnm o6HoBner

LdononHeHuns
COXpaHnTeE WIN OTMEHWUTE YK€ BHECEHHDLIE USMEHEHWA.

Mauens ynpasneuus Kubernetes

Onnara 6yaer B3umarbes 3a 2 yana (aksemnnsapa BM) 8 knacrepe.
MNogpobHee...

OTKNOYeHO

BxknroyeHo
OTrmMmeHa

BxnwoyeHo N e

~ CKpbiTb

KOem noka Knacrtep 3arpysuTtcs

76 N36aBnaem 6usHec ot MT-3aBUCMMOCTHU %




Kubernetes Dashboard

(O Kubeconfig

Please select the kubeconfig file that you have created to

$ kubectl proxy configure access to the cluster. To find out more about how
configure and use kubeconfig file, please refer to the Confic
Access to Multiple Clusters section.

3axogum no agpecy http://localhost:8001/ui ® Token

Every Service Account has a Secret with valid Bearer Token
Ha>xnmaem Ha SK| P can be used to log in to Dashboard. To find out more about
to configure and use Bearer Tokens, please refer to the
Authentication section.

Enter token

SIGNIN a4

77 N36aBnsaem 6mnsHec ot MT-3aBUCUMOCTHU



http://localhost:8001/ui

Y dashboard He xBaTaeT npaB, YToObl MOCMOTPETbL Ha KNacTtep.

Ero He nyckaeT RBAC (ponieBada cuctemMa KOHTPOIAa A0CTyna).
Hy>HO Hawemy Service Account Ha3Ha4YNTb POJb C

[OCTATOYHbIMM NMPaBaMM Ha NPOCMOTP MHOPMALIMK O KacTepe

/8
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Cenuac Dashboard 3acTtpan 3gecb

Human User

%

L1

Pod
(Kubernetes
Service Account)

Authentication

Authorization

Kubernetes
Api Server

Admission
Control

=R B



Hy>XHO Halwlemy Service Account Ha3HaUYUTb PO/b C 4OCTATOYHbIMU
NnpaBaMu Ha MPOCMOTP MHOPMALMM O KnacTepe

B knactepe yxe ectb 00bekT ClusterRole ¢ Ha3zBaHuem
cluster-admin. ToT, KOMy Ha3Ha4yeHa 3Ta POJib UMEET MOJIHbIN AOCTY

KO BCeM 0O0BbEKTAM KacTepa.

IlaBanTe Ha3Ha4YMM 3Ty pPO/b service account-y dashboard-a
(ccblka Ha gist) ¢ nomoubto clusterrolebinding (NnpuBA3KK)

$ kubectl create clusterrolebinding kubernetes-dashboard
——clusterrole=cluster—-admin —--serviceaccount=kube-system:kubernetes—-dashboard

e

Ina clusterrole, serviceaccount - 3To0 KOMOMHAUUSA

serviceaccount u namespace, B KOTOPOM OH CO34aH
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IaBaiTe cHoBa http://localhost:8001/ui

kubernetes Q  Search

Cluster
Daemon Sets
Namespaces
Nodes Name 5 Labels Pods Age ©
Persistent Volumes addonmanager.kubern...
Roles k8s-app: fluentd-gcp
& fluentd-gcpv2.0.9 2/2 33 minutes
Storage Classes kubernetes.io/cluster-s...
version: v2.0.9
Namespace

kube-system  ~ Deployments

Overview Name & Labels Pods Age *
Workloads addonmanager.kubern...
Domon Sels ® kubemetes-dashboard k8s-app: kubernetes-da.. 1/1 29 minutes

kubernetes.io/cluster-s...
Deployments
addonmanager.kubern...
Jobs
k8s-app: event-exporter
Pods Q event-exporter-v0.1.7 1/1 33 minutes
kubernetes.io/cluster-s...

Replica Sets version: v0.1.7
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N3b6aBnaem 6usHec ot T-3aBucmmMmocTu



http://localhost:8001/ui

1) PasBepHute Kubenetes-knactep B GKE ¢ nomouwibto Terraform

moayna (https://www.terraform.io/docs/providers/google/r/
container_cluster.html)

L4

2) Cozpante YAML-maHuectbl gna onncaHnus co3gaHHbIX
CyLHocTen gna BknydeHna dashboard.

3) MNpunoxute kKoHpurypauuto K PR

82 N36aBnaem 6usHec ot MT-3aBUCMMOCTHU %



https://www.terraform.io/docs/providers/google/r/container_cluster.html
https://www.terraform.io/docs/providers/google/r/container_cluster.html
https://www.terraform.io/docs/providers/google/r/container_cluster.html

