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e Mopgenb 6e3onacHocTn Kubernetes

o KoHTponnepsobl 3agay B Kubernetes




Mopgenb 6e30nacHOCTHU

Kubernetes




Namespaces

e MOXHO CO3aTb HECKO/IbKO BMPTYaslbHbIX K1aCcTEPOB B paMKax

oOHOro Pm1snyeckoro Ksacrepa
e Namespace - ogmH BUPTYyasbHbIXA KnacTep




Namespaces

YacTto npuMmeHsatoTca ang:

e Ob6ecneyveHuns multitenancy (MHOXecTBeHHas apeHaa)

e PasrpaHunyeHuns npaB Mexay KoMaHgamm

e [lenernpoBaHuna 4actm aaMUHUCTPATUBHbLIX PYHKLNIN OBEPEHHbLIM
nosib30BaTeNNsaAM

e JINMNTUPOBAHNA PECYPCOB Ha MPOEKT C MOMOLLbIO KBOT (Cpu,
memory)




Namespaces

HHocTturaercsa 3To nyTem:

e Co3pgaHna obnactn BUOMMOCTU MMEH (names)

e [logkntovyeHusa NnonnMTnK 6e30nacHOCTU U aBTOPU3aLUn K
BblOE€NEHHON YacTh KnacTepa

[NMpnmep nogknodeHusa K API.

$ curl -H "Authorization: Bearer $TOKEN"

https://$API_ADDRESS/api/v1/namespaces/<namespaces/pods/<name>

{
llkindll: IIPOdIII
"apiVersion": "v1"
"metadata": ...

}
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Namespaces

B namespace Henb34 yBuaeThb:

e CamMm namespace
e Hoabl
e PersistentVolumes




Namespaces

$ kubectl create ns dev-1
namespace "dev-1" created

$ kubectl create ns dev-2
namespace "dev-2" created

$ kubectl create ns services
namespace "services" created




Namespaces

dev-1-ns.yml

apiVersion: vi
kind: Namespace
metadata:

name: "dev-1"




Namespaces
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Namespaces

Node 1 Node 2

Namespace A Namespace B Namespace A Namespace B

Pod 1 Pod 3 Pod 5
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Namespaces

[lokasaTtb Noabl TO/IbKO B hamespace dev-1

$ kubectl get pods -n dev-1
$ kubectl get pods —--namespace dev-1




Namespaces

[Mo ymMonuaHuto B KfiacTtepe co3gaeTcsa TP hamespace:

o default - ona 06bLEKTOB Y KOTOPLIX IBHO HE onpeaesieHa
NPUHAANEXHOCTb K APpYyroMy hamespace
e kube-system - ona o6bekToB co34aHHbIX Kubernetes

e kube-public - 0719 0OBLEKTOB K KOTOPbLIM HY>XEH AOCTYN N3 060N
TOYKM KNnactepa




Namespaces

Y Kaxgon KoMaHabl €CTb BO3MOXHOCTb HE3aBUCMMO OT ApYrux
MCcnonb3oBaTtb Knacrtep. [pn 3ToM y KOMaHAbl €CTb CBOWU:

e Pecypceol (pod, service n 1.4.)
e [1ONUTUKN (KOMY N KaKMe OENCTBUA MOXHO COBepLUaTb B KlacTepe)
e OrpaHM4yeHns n KBOTbl HA PECYPChI




Namespaces

[lonyynte OOCTyn K Service 3anyweHHOMY BHYTPM namespace
MO>XXHO MO agpecam:.

e service-name - BHYTpW OQHOIo0 hamespace
e service-name.namespace.svc.cluster.local - U3 nt060M TOUKMK
Kriacrepa




Namespaces

ui.dev-1.svc.cluster.local
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ResouceQuotas

apiVersion: vi
kind: ResourceQuota
metadata:
name: dev-1-quota
spec:
hard:
pods: "4"
requests.cpu: "1"
requests.memory: 1Gi
limits.cpu: "2"
limits.memory: 2Gi




ResouceQuotas

Warning FailedCreate 1m replicaset-controller Error creating: pods
"ui-64£497£f8fd-pj8vg" is forbidden: failed quota: dev-1-quota:must specify
limits.cpu,limits.memory,requests.cpu,requests.memory




LimitRanges

apiVersion: vi
kind: LimitRange
metadata:

name: dev-1-limit-range

spec:

limits:

— default:
memory: 128Mi
cpu: 100m

defaultRequest:
memory: 64Mi
cpu: 50m

type: Container




Namespaces

Namespace npegoctaBngeT Kaxaon KoMmaHae:

e O6nacTb BUANMOCTN MMEHOBAHHbLIX PECYPCOB, UTOObI n36exXaTb
COBMaAeHUA UMEH B npefenax kKnacrepa

e [lenernpoBaHne yHKLMIN yripaBNeHNA 4OBEPEHHbIM
NoNb30BaTENAM

¢ BO3MOXHOCTb TMMUTMPOBATL AOCTYMNHbIE PECYpPChI







ldentity Management
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Accounts

e User account - yyeTHas 3anncb C UCMOSIb30BaHUEM KOTOPOW

paboTaeT Nosib30BaTe b
e Service account - yyeTHaqa 3anmMcb C NCNO/Ib30OBAHNEM KOTOPOM
KOTopow npouecc BHyTpu pod padoTtaet ¢ Kubernetes (Hanpumep, C

API)




Accounts

Service accounts

User accounts

Ina 3agay B pod

Ina nogen

PasgeneHbl Mo namespace

PaboTaloT BO BCEM
Knacrepe

Ynpasnatorca Kubernetes

YnpaBnsatTCHa BHELLIHNMN
cepBucamm

KoHdurypaumsa npmnoXeHns MoxeT
BKtOYaTh Service Account




User Accounts

He moryr 6biTb co3gaHbl vyepes APl Kubernetes (HeT oObekta B
Kubernetes API). B kadyectBe WCTOYHUKOB UHPOpMaAUMN  MOTYT
MCNO/b30BaTbCA:

e Painbl (TOKEHbI, CeEPTUdINKATDI)
e LDAP
e SAML

e Kerberos




Service Accounts

e Service Account Admission Controller

e Token Controller
e Service Account Controller




Service Account Admission Controller

e Ecnny pod He yctaHoBneH Service Account, To ycTaHaBnmBaeTt

Service Account "default"

e [1poBepserT, uto Service Account pod cyuiectByeTt

e Ecnny pod Het cBoux ImagePullSecrets, To yctaHaBnnBaeT
ImagePullSecrets Service Account

e [logkntoyaeTt K pod volume ¢ knto4vom ang API:
/var/run/secrets/kubernetes.io/serviceaccount




Service Account

prometheus-sa.yml

apiVersion: vi
kind: ServiceAccount
metadata:
name: prometheus
namespace: services

prometheus.yml

— job_name: 'kubernetes-nodes'
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token




Service Account

prometheus-deployment.yml

apiVersion: extensions/vibetal
kind: Deployment
metadata:
name: prometheus-core
namespace: services
spec:
replicas: 1
template:
metadata:
name: prometheus-main
labels:
k8s—-app: prometheus
component: core
spec:
serviceAccountName: prometheus
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Service Account Controller

e YnpaBnget Service Account BHyTpM namespace

e Cnepgurt, utobbl Service Account "default" cywecrtsoBan BoO BCex
aKTUBHbIX hamespace




Token Controller

e Cnegut 3a co3aaHMeEM 1 yaaneHnem TokeHoB ana Service Account

e Cneagurt, 4toObl KO4YM BCEerga CoOOTBETCTBOBA/IM CYLLECTBYIOLLEMY
Service Account




AyTeHTUpnKauua

Human User

Pod
(Kubernetes
Service Account)

Authentication

Authorization Admission
Control

Kubernetes
Api Server




AyTeHTUpnKauua

o X509 ceptndumnkarnbl

e CTaTU4YHbIE TOKEHDI

e Bootstrap TokeHbl

o CtaTnyHble haisibl C naponamm
e Authenticate Proxy

MOI'yT NCMOJ1b30BATbCA Cpa3y HECKO/IbKO METOAOB




AyTeHTUpnKauua

OCHOBHbIe nong:

e Username - naeHTnmnkaums KOHeYHOro nosb3oBaTens
e UID - yHuKanbHbIN nAeHTUPNKATOP KOHEYHOIO No/ib30BaTe A
e Groups - 06beaNHEHNE HECKO/IbKNX MOSib30BaTeNen B rpynny




Static Token File

kube-apiserver 3anyckaertcsa ¢ dpyiaramu.

——token-auth-file=token-auth

token-auth

token,user,uid, "group1,group2"




Static Password File

kube-apiserver 3anyckaertcsa ¢ dpyiaramu.

——basic-auth-file=basic-auth

basic-auth

password,user,uid, "groupl, group2"




X509

e CtaHOapTHble cepTumkaTobl

e Jlo/mKHbI ObITb NOANMMCAHbI KOPHEBBLIM CEPTUJMKATOM K/lacTepa







Active Directory

B OpenShift
3TO
H3 KOpobKku!




Active Directory

Clientapp }——»|  dex | Up?;rsam

i ;

End-user




Active Directory

kubectl config set-credentials USER_NAME \
——auth-provider=oidc \
——auth-provider-arg=idp-issuer-url=( issuer url ) \
——auth-provider-arg=client-id=( your client id ) \
——auth-provider-arg=client-secret=( your client secret ) \
——auth-provider-arg=refresh-token=( your refresh token ) \
——auth-provider-arg=idp-certificate-authority=( path to your ca certificate ) \
——auth-provider-arg=id-token=( your id_token )
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o Attribute-based access control (ABAC)

e Role-based access control (RBAC)
e Node

e Webhook




ABAC (legacy)

e ABTOPU3UNPYET AENCTBUSA NOMb30BATENA HA OCHOBE HAabopa NoINTUK

e [ToNNTUKN COCTOAT HAOOPOB aTPMOYTOB MO KOTOPbLIM MPOUCXoaunT
aBTOpPM3aLMSA

e Buabl aTpmnbOyTOB: NO/Mb30BaTeNbCKNE aTPUOyYThl, aTpUOYThI
pecypcoB, 0ObEKTOB, OKPY>XEHUI U T.4.




ABAC (legacy)

kube-apiserver 3anyckaertcsa ¢ dpyiaramu.

——authorization-policy-file=Policy. json
——authorization-mode=ABAC

Policy.json

{
"apiVersion":
"abac.authorization.kubernetes.io/vibetal",
"kind": "Policy",

"spec": {
"user": "alice",
"namespace": "x",
"resource": "x",
"apiGroup": "x"

}

Example file



https://github.com/kubernetes/kubernetes/blob/master/pkg/auth/authorizer/abac/example_policy_file.jsonl

RBAC

® ABTOpVI3aLI,l/IFI MPOnNcCxoamT Ha OCHOBAHWN POJIN MOJ1Ib30BATENA

e Ponb - Habop npasun, 3agaoWLmMxX paspeLlleHmnd

= ClusterRole - ponb B pamMkax Bcero knacrepa
= Role - ponb B pamMkax ogHoOro namespace

e Ponn nonb3oBaTensmM Ha3Ha4vatoTCs C MOMOLLLIO MPUBA30K
(RoleBindings, ClusterRoleBindings)




RBAC

[MpaBnno ana uteHna nHpopmaumm o pod B namespace default:

kind: Role
apiVersion: rbac.authorization.k8s.io/v1
metadata:

namespace: default

name: pod-reader

rules:
- apiGroups: [""] # pynns pecypcos
resources: ["pods"] # Pecypcsi

verbs: ["get", "watch", "list"] # Jevcrsus




RBAC

ClusterRole = Role +;

e KnactepHsble pecypchl (Nodes, PersistentVolumes)
e HepecypcHble aHanouHTbl ( “/healthz”)
e PecypcCbl U3 HECKOJIbKMX UM BCEX hamespaces;




ClusterRole

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: prometheus
rules: # briok npaBui
- apiGroups: [""]
resources: # brok pecypcos
— nodes
— nodes/proxy
— services
— endpoints
— pods
verbs: ["get", "list", "watch"] # briok paspeueHHbix AencTBM
- apiGroups: ["extensions"]
resources:
— deployments
verbs: ["get", "list", "watch"]
- nonResourceURLs: ["/metrics"]
verbs: ["get"]




ClusterRoleBinding

CBs3blBaeM posib 1 serviceAccount:

apiVersion: rbac.authorization.k8s.io/vibetal
kind: ClusterRoleBinding
metadata:
name: prometheus
roleRef: # Yro npuBsssiBaem
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: prometheus
subjects: # Komy npuBsizsiBaem
— kind: ServiceAccount
name: prometheus
namespace: services




ClusterRoleBinding

apiVersion: rbac.authorization.k8s.io/vibetal
kind: ClusterRoleBinding
metadata:
name: prometheus
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: prometheus
sub jects:
— kind: ServiceAccount
name: prometheus
namespace: services
— kind: User
name: alice
apiGroup: rbac.authorization.k8s.io
— kind: Group
name: admin
apiGroup: rbac.authorization.k8s.io







e CneumnanbHbIn MeEXaHU3M aBToOpU3auun anga areHtoB kubelet
e ABTOPU3NPYET HA OCHOBE XOCTOB Ha KOTOpPbLIX kubelet 3anyuieH




Webhook

e Korga npouncxoant cobbitne, otnpasnaerca HTTP POST 3anpoc

i ABTOpl/I3aL|,l/IFI MPOnNCxXoamT Ha OCHOBAHWUKM OTBETA HA 3TOT 3alMnpocC




Webhook

Request

"apiVersion": "authorization.k8s.io/vilbetal",
"kind": "SubjectAccessReview",
"spec": {
"resourceAttributes": {
"namespace": "dev-1",
"verb": "get",
"resource": "pods"
Iy
"user": "alice",
"group": |
“appl”,
"app2”
]
}




Admission Control

Human User
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Admission Controllers

HabGop moaoynen

e AlwaysPulllmages
e ResourceQuota
e PodSecurityPolicy



https://kubernetes.io/docs/reference/access-authn-authz/admission-controllers/




Security Context

apiVersion: extensions/vibetal
kind: Deployment
metadata:
name: prometheus
spec:
replicas: 1
selector:
matchLabels:
app: prometheus
template:
metadata:

name: prometheus

labels:
app: prometheus

spec:

containers:

— name: prometheus
image: prom/prometheus
securityContext:

runAsUser: 1001




Controllers




ReplicaSet

e ReplicaSet koHTpoNMpyerT, UTo B N1IO60M MOMEHT BPEMEHMU 3anyLeHOo

Heobxoammoe kKonndectso Pod'oB
e ReplicationController + set-based label selector
e He yMeeT “rnagko” BblkaTbliBaTb HOBblE MOAbI




ReplicaSet

apiVersion: apps/vil
kind: ReplicaSet
metadata:
name: post-rs
spec:
replicas: 2
selector:
matchLabels:
app: post
template:
metadata:
name: post
labels:
app: post
spec:
containers:
— image: avtandilko/post
name: post




ReplicaSet

ReplicaSet 3 EEIS 65 POST_POD




ReplicaSet

ReplicaSet ——JENaSges




ReplicaSet

ReplicaSet ———-JileRizels

POST_POL




Deployment

e Deployment = ReplicaSet + <

e Tekyllee n xenaemoe CoOCToaHne Noaos
e KOHTPO/b Npouecca oOHOBMEHUS COCTOAHMNA
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StatefulSet

e YnpaBnsgeT BblIKaTKOW 1 MacluTabupoBaHMeM pod TakXe Kak U1
Deployment

e [@apaHTUpyeT oyepeagHOCTb 3anyCcka 1 YHUKaIbHOCTb 3aryLWeHHbIX
pod

e [[@paHTUpyerT, UTo pod HE CMEHUT CBOU XapakKTEPUCTUKK (name, pvC)
Npn NnepecosgaHnm

e HeobOxoanmo Bpy4YHYtO o6pabaTtbiBaTb OTKa3bl XOCTOB C pod,
ynpasnaembimm StatefulSet




StatefulSet

[NpuMmeHaeTca, Korga MpPUIoXKeEHUO HY>KHO:

e [1OCTOSAAHHbIE YHUKANbHbIE CETEBbLIE MOEHTUPUKATOPSI
e OtnnyHoe ot Deployment nosBegeHue npu paboTte ¢ volumes




StatefulSet

POST -POD POST -POD

Sth@fUlsetm"i’ MongoDB




StatefulSet
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e 3anyck 3a4a4u Ha KaXaoi Hofe KnacTepa

e DaemonSet moryT ObITb 3anyLweHbl 4o ctapta Scheduler

e byayTt 3anyLweHbl euwle O 3anycKa OCTasibHbIX 3a4au
e [logoepxunBaetcs Rolling Update




DaemonSet

kind: DaemonSet
apiVersion: apps/vil
metadata:
name: prometheus—-node-exporter
namespace: Service
labels:
k8s—-app: prometheus
component: node-exporter

spec:
template:
metadata:
name: prometheus—node—exporter
labels:
k8s—app: prometheus
component: node-exporter
spec:

containers:

— image: prom/node-exporter:0.17.0
name: prometheus—node-exporter
ports:

— name: prom-node-exp
containerPort: 9100
hostPort: 9100
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Job

3anyck OAHOro WM HEeCKONbKUX pod A/1a BbINONHEHUS Pas30BbIX
3a4au

apiVersion: batch/v1
kind: Job
metadata:
name: grafana-import
spec:
template:
spec:
containers:
— name: grafana-import
image: busybox
args:
— curl http://admin:admin@grafana:3000/api/dashboards/import
restartPolicy: OnFailure
backofflLimit: 4




e 3anyck Job no pacnuncaHuio B Cron:

= EAMHOXObI B onpeaesieHHbIi MOMEHT BPEMEHN
= [lepunogmnyeckm




CronJob

apiVersion: batch/vibetal
kind: CronJob

metadata:
name: grafana-import-job
spec:
schedule: "x/1 *x *x x x"
jobTemplate:
spec:
template:
spec:

containers:
— name: grafana-import

image: busybox

args:

— curl http://admin:admin@grafana:3000/api/dashboards/import
restartPolicy: OnFailure
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[TonesHble CCbINKU

e be3onacHocTb B Kubernetes

e Ctpax n HeHaBKUCTb DevSecOps



https://www.youtube.com/watch?v=62XWgBIYnJ8
https://www.youtube.com/watch?v=ROH636e7Rx8

