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o CMepTHbI

e [lnHaMMYyeCKM Co34at0TCA U yaanaoTCs

e |P-agpeca noaBnaTca n ncyesatot smecte ¢ Pod'amum

e Heckonbko Pod'oB MOryT BbIMOMTHATL O4HY U Ty Xe (PyHKLUMIO




Service

o AGCTpakums, onmcolBatowaa Habop Pod'oB n koHdurypaumto

OO0CTyna K HUM
e [103BONAET OTBA3ATLCH OT UCMO/Ib30BAHNA KOHKPETHbLIX Pod'oB




Service with selector

kind: Service
apiVersion: vi
metadata:
name: my-service
spec:
selector:
app: MyApp
ports:
— protocol: TCP
port: 80
targetPort: 9376
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Service without selector

kind: Service
apiVersion: vi

metadata:
name: my-service
spec:
ports:
— protocol: TCP
port: 80

targetPort: 9376

kind: Endpoints
apiVersion: vi
metadata:
name: my-service
subsets:
— addresses:
- ip: 1.2.3.4
ports:
— port: 9376




ExternalName Service

e PegupekTt Ha ypoBHe DNS (NMpokcu He NCNoMb3yeTcs)
e Bosepawaer CNAME 3anuco

my-service.prod.svc.cluster.local => my.database.example.com
my-service => my.database.example.com

kind: Service
apiVersion: vi
metadata:
name: my-service
namespace: prod
spec:
type: ExternalName
externalName: my.database.example.com




Headless Service

e Service 6e3 Cluster IP (IP 6anaHcmnpoBLmKa)

e BosBpauwaeT agpeca Pod'oB (Service with selector)

e Bosepawaetr CNAME 3anucek (ana ExternalName Service)

e Bo3BpalwlaeT agpeca Bcex ogHOMMEHHbIX cepBucy Endpoint'oB (BO
BCEX OCTallbHbIX Crly4yasax)




Headless Service

Service:

$ nslookup ui-service

Name: ui-service.default.svc.cluster.local
Address: 10.55.251.238

Headless Service:

$ nslookup ui-service-headless

Name : ui-service-headless.default.svc.cluster.local
Address: 10.52.1.3
Name : ui-service-headless.default.svc.cluster. local
Address: 10.52.2.2
Name : ui-service-headless.default.svc.cluster.local
Address: 10.52.2.4




kube-proxy

e [Npokcupyet TCP n UDP (He HTTP)
e Vicnonb3yeTtcs TONbKO ANnga paboThbl C cepBUCamMu

o O6GecneumBaeT BHYTPEHHIOK 6anaHCUPOBKY
e lcnonb3yeTtcs Ana BHYTPEHHEN KOMMYHMKaLNK




kube-proxy
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kube-proxy. Userspace (deprecated)

Node

Client apiserver

J, 4
ServicelP
(iptables)

kube-proxy

v\

Backend Pod 1| |Backend Pod 2| |Backend Pod 3|

labels: app=MyApp | |labels: app=MyApp | |labels: app=MyApp
port: 9376 port: 9376 port: 9376

-



kube-proxy. Iptables (default)

apiserver

v
Client Kube-proxy

ServicelP
(iptables)

Node

Backend Pod 1| |Backend Pod 2| |Backend Pod 3|

labels: app=MyApp | |labels: app=MyApp | |labels: app=MyApp
port: 9376 port: 9376 port: 9376

-



kube-proxy. Iptables (default)

*nat

—-A KUBE-SERVICES -d 10.11.249.128/32 -p tcp —-m comment —-—-comment "default/post: cluster
IP" —m tcp —-dport 5000 -j KUBE-SVC-ES3BC6T73JESWVOHT

—-A KUBE-SVC-ES3BC673JESWVOHT -m comment —-comment "default/post:" -m statistic —--mode
random —-probability 0.33332999982 -j KUBE-SEP-04GBVVV2IUYGM642

—-A KUBE-SVC-ES3BC6T73JESWVOHT —m comment ——comment "default/post:" -m statistic —--mode
random —-probability ©.50000000000 -j KUBE-SEP-RRVZNCBLSP23WDST

—-A KUBE-SVC-ES3BC673JESWVOHT -m comment —-comment "default/post:" -j KUBE-SEP-
TOVXRQYGCLRJPZKA

—A KUBE-SEP-04GBVVV2IUYGM642 -p tcp —-m comment —-comment "default/post:" -m tcp —j DNAT
——to-destination 10.8.0.16:5000

-



kube-proxy. IPVS (beta)

CpaBHeHue iptables n IPVS

apiserver

v
Client kube-proxy

ServicelP
(Virtual Server)

(Real Server)



https://www.slideshare.net/LCChina/scale-kubernetes-to-support-50000-services

e OO6palleHne K cCepBUCYy BHYTpPU
namespace: service

~

ns '
e OO6palleHne K CepBUCY BHYTPU

K/1acTtepa. service.ns

service
pod

10.0.0.1

e FQDN cepBuca:

service.ns.svc.cluster.local

e FQDN nopa: 10-0-0-
1.ns.pod.cluster.local
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kube-dns
o

Upstream

DNS kube-dns

Custom |
Upstream g s
DNS




kube-dns

apiVersion: vi
kind: ConfigMap
metadata:
name: kube-dns
namespace: kube-system
data:
upstreamNameservers: |
["8.8.8.8", "8.8.4.4"]




CoreDNS

CpaBHeHue CoreDNS un kube-dns

CoreDNS

kube-dns

Heckonbko notokos, GO

dnsmasq, oauH noTtok, C

OauH KoHTenHep B Pod

Tpn KoHTenHepa B Pod

Negative caching by default

[1o ymonuaHuto nocne v1.12

[1o ymonyanuto go v1.12



https://coredns.io/2018/11/27/cluster-dns-coredns-vs-kube-dns/

Kak onyonukoBaTb NMPUIoOXeHUe

Tunbl cepBUCOB

e ClusterlP - goctyn TONbKO U3HYTPM KacTepa

e NodePort - focTyn cCHapyXun knactepa Yyepes NopTbl PU3NYECKUX
XOCTOB

e LoadBalancer - goctyn cHapy>Xu kKnactepa Cc MICNo/1b30BaHNEM
BHELLUHEro cepsunca 6anaHCMpOBKHA

o ExternallP - goctyn cHapy>xun no BHewHeMmy IP agpecy,
yKa3blBalOLWEMY Ha OOHY N3 HOL




ClusterlP

kind: Service
apiVersion: vi
metadata:
name: svc
spec:
type: ClusterIP
selector:
app: MyApp
ports:
— protocol: TCP
port: 80
targetPort: 90

-

Pod 1 Pod 2

Contaner 1 Container 2
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NodePort

kind: Service
apiVersion: vi
metadata:

name: svc

spec:

type: NodePort

selector:
app: MyApp

ports:

— protocol: TCP
port: 80
targetPort: 90
nodePort: 32133
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LoadBalancer

kind: Service
apiVersion: vi LoadBalancer
metadata: IP: 1.2.3.4
name: svc
spec:
type: LoadBalancer
selector:
app: MyApp
ports:
— protocol: TCP
port: 80
targetPort: 90

10.0.0.1:32133 10.0.0.2:32133

Pod 1 Pod 2

Contaner 1 Container 2

10.1.1.1:90 10.1.2.1:90
10.2.1.1:80
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ExternallP

ClusterlIP + ExternallP

ExternallP - IP agpec ogHOro nnam HeCKOMbKNUX PU3NYECKUX XOCTOB

kind: Service
apiVersion: vi
metadata:

name: svc

spec:

type: ClusterIP

selector:
app: MyApp

ports:

— protocol: TCP
port: 80
targetPort: 90

externalIPs:

-1.2.3.4




Ingress

OObeKkT ynpaBNaAlOLWMIA BHELWHUM OOCTYNOM K CEPBUCAM BHYTPU
knactepa. Obecne4ynBaer:

e OpraHmsaumnio eanHoOM TOUKKM BXOAa B NPUIOXKEHNA CHaPYXWN
e banaHcHUpoBKY Tpadunka
e TepmunHauunto SSL

o BVIpTyaI'IbeIVI XOCTUHI HA OCHOBE UMEH U T.A4.

Pab6oTtaet Ha L/ ypoBHe.




Ingress Controller

Ingress - Habop npaBun BHYTpU kKnactepa Kubernetes.

Ona npuMmeHeHus paHHbIX npaBun HyXeH Ingress Controller -
NAarvuH KOTOpbIN COCTOUT N3 2-X YHKLMOHAaNbHbIX YacCcTen:
e [IpnnoxeHune, kKotopoe otcriexunBaet Yepes Kubernetes APl HoBble
00beKThl Ingress n o6HOBNAET KOH(pUrypauunto 6anaHCcMpoBLLMKAE
e banaHcunposLuk (nginx, HAProxy, traefik,...), KoTopbIn oTBe4YaeT 3a

ynpaBfieHne ceteBbIM TPaPUKOM




Ingress

apiVersion: extensions/vibetal

kind: Ingress Client
metadata:
name: ingress
spec:
rutes: ingress
- e 146.148.47.155
paths:
- path: /testpath
backend:

serviceName: test

servicePort: 80
Pod 1 Pod 2

Contaner 1 Container 2

10t 1 10.211:30 10: 1,221

10.0.0.1 10.0.0.2
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Single Service Ingress

apiVersion: extensions/vibetal
kind: Ingress
metadata:
name: ingress
spec:
backend:
serviceName: test
servicePort: 80

ingress-controller N

ingress ¥ HapRoXY

20

treefik
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siol s Pod 2

Contaner 1 Container 2
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10.0.0.1 10.0.0.2
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Simple Fanout

apiVersion: extensions/vibetal
kind: Ingress
metadatai foo.bar.com
name: ingress ‘ e
spec . traefik
rules: ‘ ,
— host: foo.bar.com ! s1 ¥

http: Bl Pod 2

paths: |
- path: / foo Contaner 1 Container 2
101 102

backend:
serviceName: s1
servicePort: 80
- path: /bar .
backend:
serviceName: s2
servicePort: 80

ingress-controller

NGINX

¥ HAPROXY
ey
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Name Based Virtual Hosting

apiVersion: extensions/vibetal
kind: Ingress

foo.bar.com bar.foo.com

metadata:
name: ingress
spec:
rules:
— host: foo.bar.com
http:
paths: Pod | Pod 2
— backend: Contaner 1 Container 2

serviceName: si
servicePort: 80
— host: bar.foo.com
http:

paths:

— backend:
serviceName: s2
servicePort: 80

1061 10 1012

LRI




TLS termination

apiVersion: vi
tls.crt: base64 encoded cert N
tls.key: base64 encoded key %Eﬂﬁs'

kind: Secret |ngress P

metadata:
name: testsecret-tls
namespace: default

apiVersion: extensions/vibetal : isie Lo :
kind: Ingress E 10111 10.211 10121 :
metadata: ; :

name: tls-example-ingress i 10.0.0.1 10.0.0.2 :
spec:

w.lE

- hosts:

— sslexample. foo.com
secretName: testsecret-tls
rules:




Ingress

KpaTtkun 0630p pasnmyHbix Ingress n cBoaHas

Ta6/1MLIA MO UX BOSMOXHOCTAM



https://kubedex.com/ingress/

Ingress

Cloud environment




Bare-metal environment




MetallLB

Router

-

| spedker ptables

nginx nginx nginx nginx
10.32.0.2 10.32.0.3 10.32.0.4 10.32.05

10.0.0.1 10.0.0.2 10.00.3




Network Isolation
-




Network Isolation




Network Policies

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
name: access—-nginx
spec:
podSelector:
matchlLabels:
run: nginx
ingress:
— from:
— podSelector:
matchlLabels:
access: "true"




Kak nsonumpoBaTtb hamespace

Habop tnnoBbix hetwork policies

kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
metadata:
namespace: isolated-ns
name: deny-from-other-namespaces
spec:
podSelector:
matchlLabels:
ingress:
— from:
- podSelector: {}



https://github.com/ahmetb/kubernetes-network-policy-recipes

Network Providers

e All containers can communicate with all other containers without NAT

e All nodes can communicate with all containers (and vice-versa)
without NAT

e The IP that a container sees itself as is the same IP that others see it
as




Network Providers

CpaBHEHME NPON3BOAUTENIBHOCTU HEKOTORbIX
ceteBbix peweHun ana Kubernetes

e kubenet

e AWS: Route tables
e Weave

e Calico

e Flannel

e OVS

e OpenContrail

e Cisco Contiv



https://habr.com/en/company/flant/blog/332432/

Network Providers

O630p network providers (2017 r.)

Network Route Network External Ingress/Egress Commercial
Provider Mesh Encryption

Model Distribution Policies Datastore Policies Support
Calico Layer 3 Yes Yes Yes Etcd ' Yes Yes Yes

Layer 2 :
Canal N/A Yes No Etcd No Yes No

vxlan
flannel vxlan No No No None No No No
kopeio- Layer 2

N/A No No None Yes © No No

networking vxlan 2

Kube-
Layer 3 BGP Yes No No No No No
router
romana Layer 3 OSPF Yes No Eted No Yes Yes
Layer 2 )
Weave Net N/A Yes Yes No Yes Yes ° Yes

vxlan *



https://chrislovecnm.com/kubernetes/cni/choosing-a-cni-provider/

e YMHaqa ceTeBas NHDPACTPYKTYpPa, BbIHOCUM NTOTMKY B3aUMOAENCTBUS

N3 NPUOXKEHUS B MHDPACTPYKTYPY
e Observability
e Security
e Load balancing (canary releases, etc...)
e Circuit breakers
e Sidecar proxy
e Memory/latency overhead

Odoknan eaHa Kpyrnoea (Booking.com) npo Service
Mesh

-


https://2018.codefest.ru/lecture/1299/
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XpaHeHune gaHHbIX B
Kubernetes




Volumes

e MeHblle orpaHmnyeHnin no cpaBHeHuto ¢ Docker'om

e Full lifecycle c npuBaskon k Pod'y
e Pod MoxeT ncnonb3oBaTtb HECKO/1bKO TMnoB Volume'os
OHOBPEMEHHO




Local Volumes

o emptyDir - nyctaa gupekrtopus, cosgaetcsa Ha Node u yganaeTca
BMecTe C yaganeHunem Pod. Ncnonb3yetca gna obMeHa gaHHbIMUA
MeXay KOHTenHepamun BHyTpu Pod.

e hostPath - gupektopusa Ha Node, He yganaeTca npu yganeHun Pod.

Ncnonb3yertca gna gocrtyna K nHpopmaumm Ha Node, Hanpumep K
/var/lib/docker/




emptyDir

apiVersion: vi
kind: Pod
metadata:
name: test-pd
spec:

containers:

— image: gcr.io/google_containers/test-webserver
name: test-container
volumeMounts:

— mountPath: /cache
name: cache-volume
volumes:

— name: cache-volume
emptyDir: {}

Ncnonb3yem tmpfs gna emptyDir:

emptyDir:
medium: Memory




Cloud Volumes

e AWS EBS
e AzureDisk n AzureFile

e gcePersistentDisk




gcePersistentDisk

e Hapgo npeaBaputenbHo co3aaTtb Anck B GCP
e [locne yganeHuna pod gaHHble Ha ANCKE OCTaHyTCA

apiVersion: vi
kind: Pod
metadata:
name: test-pd
spec:
containers:
— image: nginx
name: test-container
volumeMounts:
— mountPath: /test-pd
name: test-volume
volumes:
— name: test-volume
gcePersistentDisk:
pdName: my-data-disk
fsType: ext4




Custom Volumes

e nfs
o CephFS n GlusterFS
e FC niSCSI




Persistent Volumes

e PersistentVolume

e PersistentVolumeClaim
e StorageClass
e Local Volumes




Persistent Volumes

e Co30atl0TCAa Ha YPOBHE KacTepa

e PV noxoxu Ha o6blvHble Volume, HO UMEIOT OTAENbHbIN OT CEPBUCOB

XXU3HEHHbIVN LUK/




Persistent Volumes

apiVersion: vi
kind: PersistentVolume
metadata:
name: mongodb-pv
spec:
capacity:
storage: 1Gi
accessModes:
— ReadWriteOnce
persistentVolumeReclaimPolicy: Retain
gcePersistentDisk:
pdName: mongodb
fsType: ext4




Persistent Volumes: Phase

e Available — gocrtyneH, He CMOHTMpPOBAH
e Bound — cMOHTMpOBaH

e Released — pa3smMoHTHMpOBaH

e Failed — 4uto-TO Cnomanock Npu 3anpoce




Persistent Volumes: Reclaim Policy

e Retain — He yoanaTtb
* Recycle — nepeuncnonb3oBaTb (deprecated)
e Delete (default) — ynanatb




PersistentVolumeClaim

e 3anpoc Ha XpaHunuuie oT Nnosb3oBaTend

e PVC moryT TpeboBaTb onpeneneHHbln 00beM XpaHuUIuLa n npas
OOCTyna

e Co3p0atoTCcsd Ha YpOBHE namespace




PersistentVolumeClaim

e Access Modes

e Resources
e Selector
e Class




PersistentVolumeClaim

apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: mongodb-pvc
spec:
resources:
requests:
storage: 1Gi
accessModes:
— ReadWriteOnce
selector:
matchlLabels:
release: "stable"




PVC as Volume

apiVersion: vi
kind: Pod
metadata:
name: mongodb
spec:
containers:
— image: mongo
name: mongodb
volumeMounts:
— name: mongodb-data
mountPath: /data/db
ports:
— containerPort: 27017
protocol: TCP
volumes:
— name: mongodb-data
persistentVolumeClaim:
claimName: mongodb-pvc




Static Workflow

1. Cluster admin sets up some type of

Admin o
network storage (NFS export or similar) NES

Persistent
Volume

A )

2. Admin then creates a PersistentVolume (PV)
by posting a PV descriptor to the Kubernetes API I

3. User creates a
User PersistentVolumeClaim (PVC) Persistent

= ) —
— VolumeClaim | 4 ' hernetes finds a PV of
E— 4 adequate size and access

B ,5 mode and binds the PVC
" Volume to the PV
5. User creates a

pod with a volume Pod
referencing the PVC  \ /

-



Storage Classes

e OnuncaHue "knaccoB" pas/fIMyHbIX CUCTEM XPaHEHUSA

e Pa3Hble Kacchbl MOTI'YT NCMOJ/1Ib30BATbCA A4

= [1pON3BOJIbHbLIX MOSINTUK
= JlnHamMnyeckoro provisioning




Storage Classes

apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: fast
provisioner: kubernetes.io/gce-pd
parameters:

type: pd-ssd

zone: europe-westil-c




PersistentVolumeClaim ¢ StorageClass

apiVersion: vi
kind: PersistentVolumeClaim

metadata:
name: mongodb-pvc
spec:
storageClassName: fast
resources:
requests:
storage: 100Mi
accessModes:

— ReadWriteOnce




Dynamic Workflow

Admin 1. Cluster admin sets up a PersistentVolume } -
provisioner (if one’s not already deployed) Persistent .
~|  Volume |——— | Persistent Actual
provisioner storage
Storage J
2. Admin creates one or Class 4. Kubernetes looks up the 5. Provisioner provisions the
more StorageClasses StorageClass and the provisioner actual storage, creates
and marks one as the referenced in it and asks the provisioner a PersistentVolume, and
default (it may already to provision a new PV based on the binds it to the PVC

exist) PVC's requested access mode and
storage size and the parameters

in the StorageClass

3. User creates a PVC referencing one of the
StorageClasses (or none to use the default)

User

| Persistent | )
VolumeClaim

— [

Volume [T~ g
6. User creates a pod with .

a volume referencing the Pod
PVC by name




Dynamic Volume Provisioning

e Vicnonb3yet StorageClass ang provisioning'a

e PersistentVolumeClaim cogepXut nHdpopmMauymio 0 Hy>KHOM
StorageClass




Xn3HeHHbIn unkn PV

e Provisioning:

= Static
= Dynamic

e Binding
e Using
e Reclaiming




Bba3bl AaHHbIX U Kubernetes

B uenom ga, Ho...

Cratba u aoknaa Amutpua Ctonaposa (PnaHT),
Highload 2018



https://habr.com/en/company/flant/blog/431500/

