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[ loaroroBka

CospganTe HOBYHO BETKY B pernodutopurn Microservices
019 BbIMOJIHEHWMS OaHHOro [13. T.K. 9TO ndaToe 3aJaHue rno
Kubernetes, To Ha3oBuTe ee kubernetes-5

[TpoBepka gaHHoro 13 6yaeT npomn3BoamnTbca Yepes Pull
Request (PR HazoBuTe kubernetes-5 )

[lonie ¢ Reviewers cnenyeTt ocTaBUTh MYyCTbIM

[locne Toro, Kak oavH 13 NpenogaBaTesen coenaeT approve
Myl pekBecTa, BeTKy C [13 MOXXHO CMEPIKNTD.
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| loaroroBka

Y Bac OOJKEH ObITb Pa3BEPHYTH KlacTep k8s:
e MUHUMYM 2 Hoapbl g1-small (1,5 Tb)
 MMHMMYM 1 Hopa n1-standard-2 (7,5 I'b)

B HacTpoukax:

o Stackdriver Logging - OTk/o4eH

e Stackdriver Monitoring - OTknto4eH

* YCTapeBLUMe npaBa OoCTyrna - BKio4eHo
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| loaroroBka

3 Helm-yapTa yCTaHOBKM iNgress-KOHTPO1ep Nginx

$ helm install stable/nginx-ingress --name nginx

Hangute IP-agpec, BbloaHHbIM NQINX'Y

$ kubectl get svc

NAME TYPE CLUSTER-IP EXTERNAL-IP
kubernetes ClusterIP 10.11.240.1 <none>
nginx-nginx-ingress-controller LoadBalancer 10.11.243.76 104.154.96.52

[lobaBbTe B /etc/hosts

104.154.96.52 reddit reddit-prometheus reddit-grafana reddit-non-prod production reddit-kibana staging prod
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Pa3BepTbiBaHMe Prometheus B k8s
HacTtpoinka Prometheus n Grafana gna coopa MeTpuk

- Hactpowvka EFK ana cbopa noros
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MOHUTOPUHT



TE

B 3agaHnm dygem ncrnonb30BaTh Y)KE 3HAKOMbIE HaM
NHCTPYMEHTBI:

e prometheus - cepBep cbopa

e grafana - cepBep BU3yanm3auynm METPUK

e alertmanager - KOMMOHEHT prometheus onga anepTuHra
*  Pa3JINYHbIE SKCMNOPTEPLI A1 METPUK prometheus

Prometheus oTn4HO noaoxoamT Onis padoTbl C KOHTEVHEPAMU U
OHAMYHBIM Pa3MELLEHNEM CEPBUNCOB

ObLas cxema paboTbl NpeacTaBsieHa Ha CReayoLeM cnanae
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Monitoring Pipeline
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ctaHoBuM Prometheus

Prometheus 6yaem ctaButb ¢ nomMouibio Helm yapTa

3arpy3sunm prometheus nokanbHo B Charts kaTtanor

$ cd kubernetes/charts && helm fetch —untar stable/prometheus

9 N36aBnsem 6usHec oT MT-3aBUCUMOCTH E




ctaHoBuM Prometheus

CoznanTte BHYTPU ONPEKTOPUM YapTa ais
custom_values.yml.
[ToMecTuTe B HEMO COOEPXKMMOE (CChlIKa Ha gist)

OcHoOBHble oTin4dmg oT values.ymil.:

* OTKJIOYEHA YaCTb YCTaHaBIMBAEMbIX CEPBMCOB
(pushgateway, alertmanager, kube-state-metrics)

* BKJIOYEHO co3gaHve Ingress'a o4 nogkIkodeHns Yepesd nginx
* monpassieH endpoint gna cbopa MeTpPUK cadvisor

* YMEHbLUEH NHTEPBaST cbopa MeTpUK (C 1 MMHYTbI 00 30 cekyHa)
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https://gist.githubusercontent.com/chromko/2bd290f7becdf707cde836ba1ea6ec5c/raw/c17372866867607cf4a0445eb519f9c2c377a0ba/gistfile1.txt

ctaHoBuM Prometheus

3anyctute Prometheus B k8s 13 charsts/prometheus

$ helm upgrade prom . -f custom_values.yml --install

http://reddit—prometheus

< C @ reddit-prometheus/graph

S

Runtime & Build Information

Expression (press Shift+Enter for new

Command-Line Flags

Execute - insert metric at cursor:  Configuration
"~ Rules
Graph  Console Targets
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http://reddit-prometheus

argets

Y Hac y>Ke NpUCyTCTBYET pan endpoint’'oB ang cbopa METPUK
 MeTpukun API-cepBepa

* METPUKW HOA, C cadvisoroB
e caM prometheus

Targets

kubernetes-apiservers (1/1 up)

Endpoint State

https://35.202.145.198:443/metrics UP

kubernetes-nodes (3/3 up)
B

Endpoint State Labels

https://kubernetes.default.svc:443/api/vi/nodes/gke- UP

cluster-1-big-pool-b4209075- C
jng/proxy/metrics/cacisor

https://kubernetes.default.svc:443/api/vi/nodes/gke- UP

cluster-1-default-pool-f3c66281- E
8gkc/proxy/metrics/cadvisor
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OTMETUM, UTO MOXHO cobunpaTtb METPUKM cadvisor'a
(KOTOPbIN yXXe aBNaeTCa 4acTbio kubelet) uepes
NPOKCUMPYIOLMIK 3anpocC B kube-api-server

https.//kubernetes.default.svc:443/api/vi/nodes/gke-
cluster-1-big-pool-b4209075-
jing/proxy/metrics/cadvisor

Ecnun 3aiTi no ssh Ha Mobyio 13 MALLWH K1acTepa M 3anpocuTb
$ curl http://localhost:4194/metrics TO MOJIYYUM T€ XXE METPUKN Y

kubelet Hanpamyto

Ho BapuaHT c Kube-api npeanoytuTenbHen, T.K. 3TOT TpadukK
wndppyetca TLS m tpebyeT ayTeHTUpmnKaumn,
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http://localhost:4194/metrics

Tapretbl ansg céopa METPUK HaaeHbl C NOMOLLbIO service discovery
(SD), HacTpoeHHOro B KoHpure prometheus

(nexxut B custom-values.yml)
prometheus.yml: kubernetes-apiservers (1/1 up)

- job_name: 'kubernetes-apiservers'
k‘/ kubernetes-nodes (3/3 up)

- job_name: 'kubernetes-nodes' . . .
< HacTtponkn Service Discovery
(o159 novcka target’os)
HacTponkn nogkitoyveHns K target’am
(09 cbopa METPUK)

scheme: https -
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.1i0/serviceaccount/token

- relabel_configs: 1acTDOVKN PASTIHLX METOK
% hunbTPaUMSA HAMOEHHbIX TApPreToBs,

NX NSMEHEHNE




Micnonb3oBaHue SD B kubernetes nossondaetr HaMm gMHaAMUYHO
MEHATb K1acTep (Kak caMm XOCTbl, TaK N CEPBUCHI N NPUSTOXEHNSA)
Llenn gna MOHUTOPUMHIa HaxXo4AuM C NMOMOLLLIO 3anpocoB K k8s API.

prometheus.yml:

scrape_configs:
- job_name: 'kubernetes-nodes' .

15

NOCGC
encd

POC

Role 0ObeKT, KOTOPbIN HY>XHO HaUTK:

e
points

service
iIngress
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argets

prometheus.yml

scrape_configs:
— job_name: 'kubernetes-nodes'’
kubernetes_sd_configs:

Targets:
e gke—cluster-1-default-pool-£f9c66281-kxrc
e gke—cluster-1-default-pool-£f9c66281-8gkc
e gke-cluster-1-big-pool-b4209075-j1lnq

nemM Hoabl

gke-cluster-1-big-pool-b4209075-|Inqg

kubelet

gke-cluster-1-default-pool-f9c66281-kxrc
kubelet

gke-cluster-1-default-pool-f9c66281-8gkc

kubelet
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T.K. cOOp METPUK prometheus OCYLLECTBISETCA MNMOBEPX
ctaHgapTHoro HT TP-npoTtokona, To MoryT noHagodutcs Oor.
HACTPOVKM 019 6e30MacHOro AoCTyrna K METPVIKAM.

Hke npuBeneHbl HACTPOVKK ang cbopa MeTpuk 13 k8s AP|

scheme: https
tls_config:

ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true

bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

1. Cxema nogknto4yenus - http (default) nnn https

2. KoHdur TLS - kopeBou ceptndumnkar cepBepa ass npoBEPKHU
OOCTOBEPHOCTM cepBepa

3. TokeH anga ayteHTUdmnkaumm Ha cepBepe
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http://kubernetes.io/serviceaccount/token

Targets:
e gke-cluster-1-default-pool-f9c66281-kxrc |_|O.E|.DO6H66 O TOM, KaK

e gke-cluster-1-default-pool-f9c66281-8gkc a6OTaeT l’elabel COnﬂ
e gke—cluster-1-big-pool-b4209075-j1lng p g

=

1) npeobpa3oBaTtb Bce k8s o e

nenoénbl Tapreta B 1enb bl -

prometheus T
— action: labelmap

regex: __meta_kubernetes_node_label_(.+)
— target_label: __address__
replacement: kubernetes.default.svc:443
— source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: __metrics_path__
replacement: /api/vil/nodes/${1}/proxy/metrics/cadvisor

2) lNomeHatb nenbn gns
agpeca cbopa MeTpuUK

|

|

3) NoMeHATb Nenbn anga
nytn cbopa MeTpuk

kubernetes-nodes (3/3 up)

Last

Endpoint State Labels Scrape Error
https://kubernetes.default.svc:443/api/v1/nodes/gke- UP beta_kubernetes_o_fluentd_ds_ready="true" | beta_kubernetes_io_instance_type="n1-standard-2" 6.88s
cluster-1-big-pool-b4209075- Soud_google_com_gke_nodepool="big-pool ago
jing/proxy/metrics/cadvisor

kubernetes_io_hostnames="gke-oluster-1-big-pool-b4209075-}inq"
https://kubernetes.default.svc:443/api/vi/nodes/gke- UP beta_kubernetes_lo_flusntd_ds_ready="true* | beta_kubernetes_io_instance_type="g1-small" 11.777s
cluster-1-default-pool-906626 1- ago
8gko/proxy/metrics/cadvisor

kubernetes_lo_hostname="gke-cluster-1-default-pool-19c66281-8gkc"

-y


https://prometheus.io/docs/prometheus/latest/configuration/configuration/#%3Crelabel_config%3E

Bce HangeHHble Ha SHOMOUHTAX METPUKK CPa3y Xe
OTOOPAa34aTCA B cnmncke (Bknaaka Graph). Metpuku
Cadvisor HaumHatoTCca ¢ container._.

container|

container_cpu_cfs_periods_total

container_cpu_cfs_throttled_periods_total
container_cpu_cfs_throttled_seconds_total
container_cpu_load_average_10s

container_cpu_system_seconds_total

container_cpu_usage_seconds_total
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Cadvisor cobupaeT nuilb MHpopmMaumnto o NoTpebneHnn pecypcos
N NnponsBoanTeNbHOCTUN OoTAEeNbHbIX docker-koHTenHepoB. [pu
3TOM OH HMYero He 3HaeT O cywHocTax k8s (oenonMMeHThl,
pensinkacerTsl, ...).

Ilna cbopa aton MHpopmauum dyaem MCNoib30BaTh CEPBUC
kube-state-metrics. OH Bxoaut B yapt Prometheus. Bkntounm ero.
prometheus/custom_values.yml

kubeStateMetrics:
## [f false, kube-state-metrics will not be installed
i
enabled: true

O6HOBUM penns

$ helm upgrade prom . —-f custom_values.yml —-install
20 N36aBnsem 6usHec oT UT-3aBUCUMOCTH
-,



https://github.com/kubernetes/kube-state-metrics

B Targets

kubernetes-service-endpoints (1/1 up)

Endpoint State Labels

http://10.8.2.9:8080/metrics UP [ e component="kube-state-metrics" instance="10.8.2.9:5080"

B Graph

kube_

kube_deployment_created

kube_deployment_labels

kube_deployment_metadata_generation

kube_deployment_spec_paused

kube_deployment_spec_replicas

21 N36aBnaem 6usHec ot MT-3aBUCMMOCTHU %




[1o aHanormm ¢ kube_state_metrics BktounTe (enabled: true)
noasl node-exporter 8 custom_values.yml.

[TooBepPbTE, YTO METPVIKM HAYa I cobmMpaTbCa C HUX.
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MeTpUuku npunoXXeHun

3anyctute npuaoxeHune n3 helm yaprta reddit

$ helm upgrade reddit-test ./reddit —install
$ helm upgrade production —-namespace production ./reddit --install
$ helm upgrade staging —-—-namespace staging ./reddit —install
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MeTpUuku npunoXXeHun

PaHbLLe Mbl “xapakoonnin” agpeca/dns-mmeHa Halmx
NPUIOXKEHN ONa cbopa METPUK C HUX.

prometheus.yml
- job_name: 'ui'
static_configs:
- targets:
- 'u1:9292°'

- job_name: 'comment'
static_configs:
- targets:
- 'comment:9292'

Tenepb Mbl MOXKEM KCMOJb30BaTh MEXaHW3M ServiceDiscovery
019 OOHAPY>XKEHWS MPUITOXKEHWIN, 3amnyLLEeHHbIX B K8s.
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MeTpUuku npunoXXeHun

[TpunoxeHna Oyaem UCKaTb Tak Xe, Kak U Cny>XebHble cepBUCHI
k8s.

MogepHusnpyem KoHpur prometheus

custom_values.yml
- job_name: 'reddit-endpoints’
kubernetes_sd_configs:
- role: endpoints
relabel_configs:
- source_labels: [__meta_kubernetes_service_label_app]
action: keep
regex: pedd?tv\\ Ncnonb3yem gencreue keep, 4ToObl OCTaBUTb
TOJTIbKO 2HAMNMOWMHTbBI CepBUCOB C METKAMU
“app=reddit”
O6HoBUTE penns prometheus

$ helm upgrade prom . —-f custom_values.yml —-install
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MeTpUuKu NpunoXxXeHnn

MbI noONy4YnIn sHAMNOUHTbLI, HO YTO 3TO 38 NOAbl Mbl HE 3HAEM.
HNob6aBum meTkn k8s

Bce nenbnbl n aHHoTaumm k8s nsHa4varibHO oToOpaXxatoTcs B
prometheus B hopmare:
___meta_kubernetes_service_label_labelname
___meta_kubernetes_service_annotation_annotationname

OT0obpasnTb BCe COBMAOEHVIS MPyrn U3 regex

custom_values.yml ,
relabel_configs: / B label'bl Prometheus
— action: labelmap

regex: __meta_kubernetes_service_label_(.+)

O6HoBUTe penns prometheus

$ helm upgrade prom . -f custom_values.yml —-install

26 N36aBnsgem 6usHec ot NT-3aBUCUMOCTHU %




MeTpUuku npunoXXeHun

Tenepb Mbl BUAUM nendnbl k8s, npucBoeHHble PODam

Labels
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MeTpUuku npunoXXeHun

IlobaBum eLe label'bl gna prometheus n oOHOBUM
helm-penns

T.K. METKM BMnOa __meta_" He NybSIMKYKOTCS, TO HY>KHO CO34aTb
CBOW, NMepeHecsd B HMX MHOpMaLNO

- source_labels: [__meta_kubernetes_namespace]
target_label: kubernetes_namespace

- source_labels: [__meta_kubernetes_service_name]
target_label: kubernetes_name

ObHoBUTE penna prometheus un ...

Labels

instance="10.4.17:9252"
instance="10..4.18:5000° | kubermetos_name="roddt.post
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MeTpUuKu NpunoXxXeHnn

Cenyac Mbl cobupaemM METPUKU CO BCeX cepBucoB reddit’a B 1 rpynne
target-oB.

Mbl MOXeM oTaeNunTb target-bl KOMNOHEHT Apyr OT Apyra (no
OKPY>XEHUSAM, MO CAMUM KOMMOHEHTAaM), @ TakXe BbIK/1t04YaTh U
BK/OYaTb OMLMIO MOHUTOPUHIA O/19 HUX C MOMOLLbIO BCe TeX Xe label-
oB. Hanpumep, pobasnm B KOHGUr eule 1job (ccbinika Ha gist):

— job_name: 'reddit-production’
kubernetes_sd_configs:
— role: endpoints
relabel_configs:
— action: labelmap
regex: __meta_kubernetes_service_label_(.+)
— source_labels: [__meta_kubernetes_service_label_app, __meta_kubernetes_namespace]

action: keep /
regex: reddit; (production|staging)+ ,ﬂﬂﬂ PA3HbIX nenénos

- source_labels: [__meta_kubernetes_namespace]

target_label: kubernetes_namespace PA3HblE pereKcCribl

— source_labels: [__meta_kubernetes_service_name]

target_label: kubernetes_name
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https://gist.githubusercontent.com/chromko/0d0bf3961b84bc2f0b56b0cd073bc217/raw/c916cbe30a34eceb9389a8b253969dc47a3ab857/gistfile1.txt

MeTpUuku npunoXXeHun

OOHOBUM penn3 prometheus n NoCMOTPUM

reddit-production (5/5 u

Endpoint

http://10.8.4.22:9292/metrics
http://10.8.4.23:9292/metrics
http://10.8.4.24:5000/metrics
http://10.8.5.13:5000/metrics

http://10.8.6.15:5000/metrics

30

State Labels

VI wor-roct | components"comment: | instance=*10.8.4.220202" | kuivemetes_ name="rodat-prod-comment- | k
up
up
uP
uP

instance="10.8.5.15:5000" | kubernetes_name="reddit-prod-post"
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MeTpUuku npunoXXeHun

MeTpunkn OyayT oToOpaXKaTbCd ANd BCEX MHCTAHCOB
NPUNOXKEHNN

ui_health_post_availability

Execute - insert metric at cursor -

<>

Graph  Console

Element
ui_health_post_availability{app="reddit* branch="HEAD" ,commit_hash="97cc37f"' ,component="ui" instance="10.8.4.23:9292" |
ui_health_post_availability{app="reddit’ branch="HEAD" ,commit_hash="97cc37f' ,component="ui",instance="10.8.4.23:9292" |

ui_health_post_availability{app="reddit’ ,branch="HEAD" ,commit_hash="97cc37f' ,component="ui",instance="10.8.4.29:9292" |
prod”, version="0.0.4"}

ui_health_post_availability{app="reddit* branch="HEAD" ,commit_hash="97cc37f',component="ui" instance="10.8.5.11:9292" |
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Pazbeinte koHurypauuto job’a reddit-endpoints
(cnanpg 24) tak, utoObl ObI10 3 job’a Aa KaX4om 13
KOMMOHEHT NMpuioXeHunn (post-endpoints, comment-
endpoints, ui-endpoints), a reddit-endpoints yoepwure.
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Busyanunsauus

[locTaBuM Takxe grafana ¢ nomouibio helm (ccbisika Ha gist)

$ helm upgrade —-install grafana stable/grafana --set "adminPassword=admin" \
——set "service.type=NodePort" \

——set "ingress.enabled=true" \

—-set "ingress.hosts={reddit-grafana}"

http://reddit-grafana

user: admin
pass:. admin
Grafana

Login
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https://gist.githubusercontent.com/chromko/270ba7e1b14f7e662112c177e0ef5e7a/raw/e8552706c83405cf844b2f825dd4e5cf9465fc80/gistfile1.txt
http://reddit-grafana

n3yanusauus

Ilob6aBbTe prometheus data-source

HTTP settings

URL http://prom-prometheus-server

Access proxy

Afpec HangnTe s UMeHn cepsBuca prometheus cepeepa

$ kubectl get svc

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
grafana-grafana NodePort 10.11.252.216  <nhone> 80:31886/TCP 22m
kubernetes ClusterIP 10.11.240.1 <none> 443/TCP 22d
nginx-nginx-ingress-controller LoadBalancer 10.11.243.76 104.154.94.52 80:32293/TCP,443:30193/TCP  7h
nginx-nginx-ingress-default-backend ClusterIP 10.11.248.132  <none> 80/TCP 7h
prom-prometheus-server LoadBalancer  10.11.247.75 35.224.121.85 80:30282/TCP 4d

«/ Data source is working
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Busyanunsauus

Ilo6aBuM caMblit pacnpocTpaHeHHbIn dashboard ang
OTC/IEXMBAHUA COCTOAHUA pecypcoB k8s

& Import Dashboard

Kubernetes cluster mon

< Upload .json File
Prometheus prometheus

Grafana.com Dashboard

Cancel
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https://grafana.com/dashboards/315

n3yanusauus

Bbibepem datasource
& Import Dashboard

Importing Dashboard from Gr

Published by Instrumentisto Team

Updated on 2017-11-15 13:09:51

Options

Name Kubernetes cluster monitoring (via Prometheus)

Prometheus v Select a Prometheus data source

prometheus
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nsyanusauua

49 - @2 Kubernetes cluster monit...

Node All ~

750 kBps
500 kBps
250 kBps

0 Bps

-250 kBps

€ ZoomOut » @ Last5minutes Refresh eve...

Network |/O pressure

—_—
-500 kBps
20:13:30

20:14:00 20:14:30

Cluster memory usage

Used Total

4.22 GiB 10.63 GiB

\—-/_\ M
2017-12-18 20:15:39 20:17:30 20:18:00

20:15:00 20:15:30 20: 17:00
— Received:  466.67 kBps

- Sent:

-346.28kBps . ior filesystem usage

Cluster CPU usage (1m a\

Used Total Used Total

0.50 cores 4,00 cores 18.23 GiB 282.95 GiB




agaHMe

Ilo6aBbTe cob6CTBEHHbIE Aallbopabl, co3aaHHble paHee (B [3 no
MOHUTOPUHIY). OHM OOMKHbI TaKXe yCcrnewHo oToOpa3unTb gaHHbIe.
I1o/KHO ObITh YTO-TO BPOAE TaKoro:

Ul HTTP Requests

20:22 20:24 20:26 20:28 20:30
"instance="10.8.4.23:9292" job="reddit-endpoint...

"jinstance="10.8.4.23:9292" job="reddit-producti... = 470 status="200",instance="10.8.4.23:9292" job="reddit-endpoints" kubernetes_name="reddit-prod-ui",kubernetes_namesp
"instance="10.8.4.29:9292" job="reddit-endpoint... 191

"instance="10.8.5.11:9292" job="reddit-endpoint.. 335 status="200",instance="10.8.4.23:9292",job="reddit-production",kubernetes_name="reddit-prod-ui",kubernetes_namesj

ui_request_count{app="reddit",component="ui",http_status="200",instance="10.8.4.29:9292",job="reddit-endpoints", kubernetes_name="reddit-non-prod-ui",kubernetes_na

ui_request_count{app="reddit",component="ui",http_status="200",instance="10.8.5.11:9292" job="reddit-endpoints", kubernetes_name="reddit-ui",kubernetes_namespace="
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emplatin

B TexkyLwnnm MOMEHT Ha rpadmkax, OTHOCALLIMXCS K MPUIOXEHWIO,
OJHOBPEMEHHO OTODPAXKEHDLI 3HAYEHNSA METPUK CO BCEX
NCTOYHMKOB cpaay. [1py 60NbLUOM KOJIMYECTBE CPe 1 NP X
OVHAMUNYHOM U3MEHEHN UMEET CMbIC caeNaTbh AMHAMUYHOW U
yOOOHO HAaCTPOWKY Halmx gawbopnos B (Grafana.

Coenartb 3TO MOXKHO B HaLLeM CJlydae C NOMOLLBIO MexaH3Ma
templating’a
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Templating Variables

% Settings > No template variables defined
Templating CO3,E|,8.,EI,|/|I\/|
HOBVYO
NepemMeHHyHo
Tun (3anpoc B
M4 prometheus)
NepeMeHHOW
Variable
Name namespace
KaK ee Label Env
oynem
BNOETb Mbl
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emplatin

[lony4nTb 3HaYeHNA Bcex label-oB Datasource  prom v Refresh On Dashboard Load
kubernetes_namespace
_> Query label_values(namespace)
OTOUNBTPYEM Regex /4]

(ybepeM nycTon namespace)
Sort Disabled

Selection Options

HEeCKO/IbKO 3HAYEeHUM
Include All option

Custom all value

B0O3MO>XHOCTb BbIOMpaTh
BCE 3Ha4YEeHNAa O4HOW
KHOMKOWM
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Templating

Y Hac NoABUNCA CMUCOK CO 3HAYEHUAMU NepeMeHHOW.

Selected (1)

200
v All

150 default

100 production

reddit-non-prod

[loka 4YTO OHK 6eCnoNes3sHb
YTOObI X NCNONb30BaHNE MMEeNO 3PPEKT HY>KHO LIABTOHN3UNPOBATbL
3anpochkl K Prometheus
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emplatin

+

View Edit  Supicaic S 3aTeM Edlt

Ul HTTP Requests

CHauana Ha umMa rpadomka

MEeHSeM 3anpoc
v ui_request_count — ui_request_count{namespace=~"$namespace"}
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emplatin

Tenepb Mbl MOXEM HacTpanBaTb obume WabioHbl rPadOUKOB U C
NOMOLLbIO MEPEMEHHbIX MEHATb B HUX HY>XXHble HAM NO/Jis (B HALLEM
c/lydyae 370 hamespace)

reddit-non-prod ~

Ul HTTP Requests Ul HTTP Requests

23:25 23:30 23:35 23:40

23:25 23:30 23:35 23:40
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agjaHMe

[NlapameTtpunsyimnte Bce Dashboard’sl, oTpa)xatoLme napameTpbl
PaboThbl NPUNOXEHNA (CO34aHHbIE BaMu B npeabiaywmx [13)
reddit ong paboTbl C HECKOMBbKUMUN OKPY>XXEHUAMU
(HemmMmcnencammn).

[TonyumnBlnecsa gawbopabl He 3abyabTe COXPaHUTL B
PENO3UTOPUMN.
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CMeluaHHble rpacduku

Nmnoptupynte cneayrowmnm rpaduk :https://grafana.com/

dashboards/741

Ha aTtoM rpadmke ogHOBPEMEHHO UCMO/Mb3YIOTCH METPUKN U
wabdnoHbl 3 cAdvisor, 1 n3 kube-state-metrics gnsa
oToOpaxkeHns cBOAHON MHpopPMaLIMK NO AeN/TIOMMEHTaM

~

{9 - B2 Kubernetes Deployment metrics -+ @ ® & < Zzoomout > OLlast30 minutes Refreshevery10s &

t All ~ Node All ~

Deployment CPU usage

Used Total

2 cores 4 cores

Deployment CPU usage
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https://grafana.com/dashboards/741
https://grafana.com/dashboards/741

3agaHue co’

B uenom, npuHUMnbl paboTbl C MIHCTPYMEHTaMU HE MOMEHSAINCD.
[1o6aBMANCb SMLLb OCOBEHHOCTU, MO3TOMY Mbl MOXXEM
MCMOJIb30BATh CTapble HAPaboTK 1 ONist K8s.

3agaHue:

sanycTuTb alertmanager B k8s 1 HaCTpOUTL Npaewnia aa1sa KOHTPONS
3a JOCTYMNHOCTbLIO api-cepBepa N XOCTOB K8S

P.S. He 3abyabTe, 4TO dbopmaT onmcaHns npaswa B Bepciun 2.0
N3MeHnACA Ha yam|
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https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/

3agaHune co *

YcTaHoBUTE B Kactep Prometheus Operator (MOXHO
BOCMO/Ib30BATLCA MPOCTOM NOLWArOBOWV MHCTPYKLIMEN
M helm yaprtom)

HacTponTe MOHUTOPWHI POst endpoints

[ TpnNOXNTE NMCNONBb3YEeMbI MaHUIECT
serviceMonitor
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https://github.com/coreos/prometheus-operator/blob/master/Documentation/user-guides/getting-started.md
https://github.com/helm/charts/tree/master/stable/prometheus-operator

JlormpoBaHue



[ loaroroBka

1. daHHyto 4yacTtb [13 pekoMeHayeTcs BbIMONAHATL YXXe nocne
BbinosnieHnsa 3 N° 25 (no nornpoBaHuto), HapaboTkn U3
KOTOPOro MCNOMb3YIOCTA B AaHHON paboTe

W

BbinonHeHmne gaHHon yactn [13 He aBnaeTca oba3aTesibHbIM
Ilob6aBbTe label camo mowHOM HOOE B KacTepe

B

$ kubectl label node gke-cluster-1-big-pool-b4209075-tvn3 elastichost=true
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TE

JlormpoBaHve B k8s bynem BbICTpaviBaTb C NMOMOLLUBIO YIKE
N3BECTHOIo cteka EFK:

 ElasticSearch - 6aza gaHHbIX + MOVICKOBbIV OABVXXOK
e Fluentd - wunep (oTnpaBUTESNb) N arperaTtop JIoros

e Kibana - Beb-nHTepmenc ans 3anpocoB B XPaHWINLLE U
OTODPaAKEHUS X PE3YSIbTATOB
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Kak normpoBaTtb?

Kibana 'Pane

(/
| ) ElasticSearch .
ElasticSearch StatefulSet '

J i

----------- I

' ‘ N K (U == ‘ I

| II
L fluentd !
! fluentd daemonSet
. |
----------- 4

--------------.

S s EEEE=

. 2




Coszpante hainnbl B HoBoW nanke kubernetes/efk/

fluentd-ds.yaml (ccbuika Ha qgist)

fluentd-configmap.yaml (ccoisika Ha gist)

es-service.yaml (ccbinika Ha Qist)

es-statefulSet.yaml (ccbuika Ha qgist)

es-pvc.yaml (ccbliika Ha gist)
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https://gist.githubusercontent.com/chromko/0716d4e792bddf73207febde0bbc4829/raw/5d37b85072351b02af3f912ae33ec284686e91ac/gistfile1.txt
https://gist.githubusercontent.com/chromko/ed0a40317ff3cbd50dd9657efb480d48/raw/ac059f663078a9c7811038af96fe2b34ed21b708/gistfile1.txt
https://gist.githubusercontent.com/chromko/dadfe61ea89339c324de21b3985e7537/raw/c55f949b7c347957e723cd402d75410720efc068/gistfile1.txt
https://gist.githubusercontent.com/chromko/b250ae034b16a0dadf7beb776d6a41a2/raw/d2caaf0560d65a5089a1769a9e6e31e72ae06892/gistfile1.txt
https://gist.githubusercontent.com/chromko/8a3b3e6ee88a946fe59aad2090df457f/raw/c52a4a8f0f0e3e174c28df13475d3a90bd1d0fbe/gistfile1.txt

3anycTuTte CTek B BaweM k8s
$ kubectl apply -f ./efk

Kibana noctaBum 13 helm yapra (CCbl/sika Ha gist)

$ helm upgrade --install kibana stable/kibana \

——set "ingress.enabled=true" \

——set "ingress.hosts={reddit-kibana}" \

——set "env.ELASTICSEARCH_URL=http://elasticsearch-logging:9200" \
——version 0.1.1
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https://gist.githubusercontent.com/chromko/215ba0db222f423c07a20bf96931f94b/raw/49946de66eb06ddffc18fc534e4b1ba37c9e738a/gistfile1.txt

55

http://reddit-kibana/

Index name or pattern

Patterns allow you to define dynamic index names using * as a wildcard. Example: logsta

fluentd-*
Index contains time-based events

Time-field name @ refresh fields

@timestamp

"I Expand index pattern when searching

With this option selected, searches against any time-based index pattern that contaj
to query only the indices that contain data within the currently selected tim

Searching against the index pattern /logstash-*will actually que icsearch for the spi

2015.12.21) that fall within the current time range.

With recent changes to Elasticsearch, this optio uld no longer be necessary and will |

Kibana.

"1 Use event times to cre dex names [DEPRECATED]

Create

Coznante wabsioH
MHOeKca
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OTtkponTe Bkagky Discover B Kibana 1 BBeante B CTPOKY MOMCKA
BblpaXkeHune

kubernetes.labels.component:post OR kubernetes.labels.component.comment OR
kubernetes.labels.component:ui

OTKpounTe Nobon N3 Pe3-ToB NonCKa - B HEM BUAHO MHOXeCTBO UHMbI 0 k8s

t kubernetes.container_name Q Q ([ %k comment

t kubernetes.host Q Q M * gke-cluster-1-big-pool-b4209075-tvn3
t kubernetes.labels.app Q Q M %k reddit
t kubernetes.labels.component Q Q M * |comment

t kubernetes.labels.pod-template-hash @ Q [T % 1952347765

t kubernetes.labels.release @ Q [M % reddit-non-prod

t kubernetes.master_url Q Q (M %k https://10.11.240.1:443/api

t kubernetes.namespace_name @ Q [ % reddit-non-prod

t kubernetes.pod_id Q Q M % 354bc737-e439-11e7-b9f9-42010a80001b

t kubernetes.pod_name @ Q [M * reddit-non-prod-comment-5f9678ccb9-chanf
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1. OcobeHHOCTb paboThbl fluentd B k8s cOCTOUT B TOM,
4YTO ero 3ajgadvya noMmmmo cobopa camMmx 10ros
NPUTOXEHNN, CEPBUCOB N XOCTOB, TaKXe
PACrno3HaTb AONOJIHUTE IbHbIE MeTadaHHble (KakK
NpaBu/io 3TO AOMNONHUTENbHbIE NOMA C nenbnamn)

2. OTkyaa un kakue noru codbupaer fluentd - BugHo B
ero fluentd-configmap.yaml n B fluentd-ds.yaml

3. Ob6waqa cxema paboTbl fluentd npeacraBneHa Ha

cnep. cnange
N36aBnaem 6usHec ot T-3aBNCMMOCTH E
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3agaHue co’

Cospgante Helm-yapTt gna yctaHoBku cteka EFK
NOMecCTUTE B ANPEKTOPUIO charts
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