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e MoHutopuHr Kubernetes

e JlornpoBaHune B Kubernetes
e OnepaTtopbl ana Kubernetes
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Y10 oTCNneXunBaTthb

e PaboTOCNOCOOHOCTb MPUTOXEHUI

e MeTpunku NpmnnoxeHnin

e MeTpunkun XoCcToB

e MeTpukmn pod’oB 1 KOHTENHEPOB

e MeTpunku n pabotocnocobHocTb camoro Kubernetes




Y10 ecTb Y Kubernetes

e probes

e cAdvisor
e metrics-server
kube-state-metrics




MNepuoanyeckme npoBepku pod’a Ha XXN3HECNOoCOOHOCTb.

Kak y3HaTb, 4UTO CepBUC “XXMB” 1 TOTOB K paboTe?

e ExecAction - BbINOMHNTL KOMaHAy M XxpaaTb exit code O
e TCPSocketAction - npoBepuntb, Uto TCP-NOPT OTKPLIT
e HTTPGetAction - otnpasutb HTTP GET-3anpoc




Liveness probes

e [lpunoxeHue 3anyweHo n "xmso"
e Ecnu probe HeycnelwlHa - nepesanyck KOHTenHepa™

apiVersion: vi
kind: Pod

spec:
containers:
— name: liveness
image: liveness
livenessProbe:
tcpSocket:
port: 8080
initialDelaySeconds: 5
periodSeconds: 10




Readiness probes

e [lpnnoxeHne rotoBo 06CyXMBaTb 3aNpPoOChl
e Ecnu probe HeycnewHa - yganeHune pod n3 6anaHCUpPOBKHA

apiVersion: vi
kind: Pod

spec:
containers:
— name: readiness
image: readiness
readinessProbe:
httpGet:
path: /healthz
port: 8080
initialDelaySeconds: 3
periodSeconds: 3




Readiness probes: Good
Lre_aﬂnessProbe Success l
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Readiness probes: Failed
MinessProbe Failure ]
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Readiness probes: Disabled
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Readiness probes: Recover

POST_ SERVICE

MnessProbe Success ]
POST POD \\\\\\"

BEOSEREE MONGO

\ POST POD /'




Readiness probes: Good
Lre_aﬂnessProbe Success l
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Monitoring pipeline

monitoring cluster agent
(metrics-server,
prometheus)

visualisation,\
alerting

k8s API
adapters

« HPA
« kubectl top

‘-----------‘




e BcTpoeH B kubelet

e [lony4daet HGopmMaumno o KoHTenHepax oT Docker
e PaboraeTt kKak exporter ang Prometheus




e CPU
e Memory

e Network
e Block I/O

Cnuncok npenoctrtaBadeMblX METRUK



https://github.com/google/cadvisor/blob/master/metrics/testdata/prometheus_metrics

cAdyvisor

Deprecated feature for k8s

User

root
root
root
root
root
root

root

root
root

PID

H N N~

212
431
803
139
160
340

238

779
1

PPID
1
6 413
2 793
2 138
1
1

1 667
0

Start Time CPU %

17:28
18:53
17:29
17:29
17:28
17:28

17:28

17:28
17:28

2.90
2.80
1.70
1.40
1.00
0.10

0.10

0.10
0.00

MEM % RSS
1.40 107.89
2.80 213.98
2.40 181.46
0.40 30.65
0.70 59.06
0.90 74.50
0.30 23.44
0.40 32.13
0.00 7.39

MiB
MiB
MiB
MiB
MiB
MiB

MiB

MiB
MiB

Virtual Size

1.48
245.01
556.54

43.39

1.15

116.83

349.43

303.63
101.99

GiB
MiB
MiB
MiB
GiB
MiB

MiB

MiB
MiB

Status Running Time Command

Ssl
Ssl
s1
sl
Ssl
Ss

Ssl

s1
Ss

00:04:32
00:01:56
00:02:41
00:02:12
00:01:32
00:00:18

00:00:09

00:00:15
00:00:02

kubelet
prometheus
fluentd
calico-felix
dockerd

systemd-
journal

node-
problem-de

kube-proxy
systemd

Container
/system.slice/kubelet.ser
/kubepods /burstable/pod488
/kubepods /burstable/pod6a8
/kubepods /burstable/podéa8
/system.slice/docker.ser
/system.slice/systemd-jour

/system.slice/node-problem

/kubepods /burstable/podaec

/init.s
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metrics-server

Inspired by Heapster (deprecated)

o Cobupaet meTpuku cAdvisor

e |[n-memory XxpaHeHue nocregHnx 3Ha4YeHUn METPUK

e OtcyTtcrtByeT endpoint gna Prometheus

e BcrpanBaetcsa B APl ona ncnonb3oBaHna B APYrMX 4acTax
Kubernetes:

= HPA
= kubectl top
m Dashboard (Heapster only)



https://github.com/kubernetes/dashboard/issues/2986

kubectl top

$ kubectl top nodes

NAME CPU(cores) CPU% MEMORY (bytes) MEMORY?%
gke-cluster-f9c66281-rgld 116m 12% 1030M1 88%
gke-cluster-£f9c66281-dbb2 72m % 845M1i 2%

$ kubectl top pods

NAME CPU(cores) MEMORY (bytes)
post-test-post-54b7cbcc69-pnbf7 4m 42Mi
post-test—-post-54b7cbcc69-9md82 4m 41Mi

post-test-post-54b7cbcc69-mh jor 4m 42Mi




kube-state-metrics

Cobupaet ns Kubernetes APl nHdpopmaumio o normyeckmx oobekrax
Knacrepa:

e Deployment
e ReplicaSet
o StatefulSet
e Pod

e JOb
e ctc...

PaboTaeTt Kak exporter ana Prometheus

Cnucok cobupaemMbix METRUK



https://github.com/kubernetes/kube-state-metrics/tree/master/docs

PasButune npoekrta Ha4vanocb B 2012

Co3pgaH Ha ocHoBe Borgmon, 6biBLUMMKY paboTHMKamm Google
Open Source

HanucaH Ha Go

Whitebox, Pull cncrema

Service Discovery




NcTouHukn meTtpuk ana Prometheus:

e MeTpukun kube-state-metrics
e MeTpuku Node Exporter
e MeTpunku NpunoxXeHnin




NcTouHukn meTtpuk ana Prometheus:

e MeTpuku etcd (/metrics)
e MeTtpukun API servers (/metrics)
e MeTpuku cAdvisor (/api/vl/nodes/node-X/proxy/metrics/cadvisor)




Prometheus

- kubelet kubelet
iner_metrics
fa-- contani - (cAdvisor) (cAdvisor)

node_exporter
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e Targets - UICTOYHUK Ana cO6opa METPUK

e Jobs - rpynna NCTOYHMKOB C onpegeneHHbIM HabopoM npaBun




Prometheus

scrape_configs:
— job_name: 'post-endpoints'
kubernetes_sd_configs:
— role: endpoints

— job_name: 'kubernetes-nodes'
kubernetes_sd_configs:
— role: nodes




Prometheus

scrape_configs:
— job_name: 'post-endpoints'
kubernetes_sd_configs:
— role: endpoints

api_server: .. # agpec k8s API
tls_config: .. # CA-ceprunpukar k8s API
bearer_token: .. # TOKeH serviceAccount’a
namespaces: .. # B Kakux namespace’ax WCKaTb
names:
— default

— dev




Roles:

e Node

e Endpoints
e Pod

e Service

e Ingress




Node

scrape_configs:
— job_name: 'kubernetes-nodes'
kubernetes_sd_configs:
— role: node

Targets:

e node_1
e nNode_2




Prometheus

Endpoints

scrape_configs:
— job_name: 'post-endpoints'
kubernetes_sd_configs:
— role: endpoints

Targets:

e 10.8.1710
e 10.8.171

10.11.249.89

POST_POD
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Prometheus

Pods

scrape_configs:
— job_name: 'post-pods'
kubernetes_sd_configs:
— role: pod

Targets:

e 10.8.1710
e 10.8.171
e 10.8.1712

10.11.249.89

POST_SERVICE

RS ROD. 8

10.8.17.10

BESTBOD

10.8.17.11

POST_POD

10.8.17.12




Prometheus

Service

scrape_configs:
— job_name: 'post-service'
kubernetes_sd_configs:
— role: service

POST_POD

1084740

Targets:
e 10.11.249.89

gl Bl

10.11.249.89
B 1 s e

POST_SERVICE

POST_POD

10.8.17.12




Prometheus

Ingress

scrape_configs:
— job_name: 'ui-ingress'
kubernetes_sd_configs:

. Ul_POD
— role: ingress

ERER
. L

Targets: Jui = UI_POD
. : — n

* ul_Ing ress/ui Cf R RER
)

ul_POD

10.9.18.3




Meta labels (pod)

e _ meta_kubernetes_pod_name
e _ meta_kubernetes_pod_label_LABELNAME




Prometheus

apiVersion: vi
kind: Service
metadata:
name: post
labels:
app: reddit
component: post
annotations:
prometheus.io/scrape: "false"
prometheus.io/path: "/healthz"
spec:




Relabeling

duneTpayma.

relabel_configs:
- source_labels: [__meta_kubernetes_pod_label_component]

action: keep

regex: post




Relabeling

[lepeHOC MeTOoK:

relabel_configs:
- source_labels: [__meta_kubernetes_pod_name]
target_label: kubernetes_name




Prometheus

Relabeling

relabel _configs:

- source_labels: [__meta_kubernetes_service_annotation_prometheus_io_scrape]
action: keep
regex: true

- source_labels: [__meta_kubernetes_service_annotation_prometheus_io_path]
action: replace
target_label:
regex: (.+)

_metrics_path__




CraTtbsa npo Service Discovery n Relabeling



https://aboutnet.net/prometheus-kubernetes

Prometheus

- kubelet kubelet
iner_metrics
fa-- contani - (cAdvisor) (cAdvisor)

node_exporter

" I I I I = = = = =
--------------—




Prometheus

Core
Prometheus

Prometheus A Prometheus B

Subset of Metrics Subset of Metrics

Prometheus C Prometheus D Prometheus E




Prometheus

{9 - 27 Kubernetes cluster monitoring (via Prometheus) - & @ & ZoomOut > @ Last1hour Refresh every 10s

Cluster memory usage Cluster CPU usage Cluster Filesystem usage

16.93%

Pod CPU usage

avg current ~
== i0_kubernetes_container_name 0.379% 0.339%
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Pod memory usage
572 MiB

avg current v
io_kubernetes_container_name 489.32 MiB 504.26 MiB
io_kubernetes_container_name 172.33 MiB 171.40 MiB
381 M io_kubernetes_container_name  142.81 MiB  144.60 MiB
io_kubernetes_container_name 132.66 MiB 133.15 MiB
io_kubernetes_container_name 42.03 MiB 43.50 MiB
) io_kubernetes_container name 3578 MiB 3577 MiB

95 MiB io_kubernetes_container_name 28.64 MiB 28.47 MiB
io_kubernetes_container_name 27.94 MiB 27.95 MiB

0B . . : :
: : 1140 1145 1150 1155 1200 1205 1210 1215 1220 1225 - ‘o-Kubemetescomtainername - 2389MB  2672MB

477 MiB

286 MiB
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kubectl logs

$ kubectl logs pod_name container_name —-tail 10 -f

10.8.19.5 - — [04/Dec/2017 15:04:16] "GET /metrics HTTP/1.1" 200 -
10.8.19.5 - — [04/Dec/2017 15:05:16] "GET /metrics HTTP/1.1" 200 -
10.8.19.5 - - [04/Dec/2017 15:06:16] "GET /metrics HTTP/1.1" 200 -
10.8.19.5 - - [04/Dec/2017 15:07:16] "GET /metrics HTTP/1.1" 200 -
10.8.19.5 - — [04/Dec/2017 15:08:16] "GET /metrics HTTP/1.1" 200 -
10.8.19.5 - — [04/Dec/2017 15:09:16] "GET /metrics HTTP/1.1" 200 -

Y Kubernetes HeT BCTPOEHHbLIX MEXaHM3MOB [AON1F OTnpaBKu
noros (Takux Kak logging drivers B Docker)




JlornpoBsaHue: From app

my-pod
[@ app-mniainer]

Logging
Backend




JlornpoBaHue: Sidecar

Logging
Backend




JlornpoBaHue: External pod




JlornpoBaHue

STDOUT JSON / journald

W — I==EI y Log Aggregator
w D— :

fluentd Log Forwarder

*
container Jlog
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. Stackdriver




JlornpoBaHue
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JlornpoBaHue
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kubernetes

4 OPERATOR

Prometheus

o
O

etcd
Operator

Prometheus
Operator

An Operator represents human operational
knowledge in software, to reliably manage

an application.
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Operator

Vault
Operator
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Prometheus operator

Service 1
Service 2
Service 3

Service 4
Service 5

deploy

& manage k
Operator Prometheus Server




Prometheus operator

Getting_started

kubectl apply -f prometheus-operator.yml

$ kubectl get crd

NAME AGE
alertmanagers.monitoring.coreos.com 39m
backendconfigs.cloud.google.com 1h

prometheuses.monitoring.coreos.com 39m

prometheusrules.monitoring.coreos.com 39m
servicemonitors.monitoring.coreos.com 39m



https://github.com/coreos/prometheus-operator/blob/master/Documentation/user-guides/getting-started.md

Prometheus operator

prometheus.yml:

kind: Prometheus
metadata:
name: prometheus
labels:
app: prometheus
spec:
serviceAccountName: prometheus
serviceMonitorSelector:
matchlLabels:
prometheus: servicemonitor
resources:
requests:
memory: 400Mi
enableAdminAPI: false




Prometheus operator

ui-servicemonitorymi:

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: ui
labels:
prometheus: servicemonitor
spec:
selector:
matchlLabels:
app: ui
endpoints:
- path: /metrics
port: metrics
interval: 10s




Prometheus operator

ui-service.yml:

kind: Service
apiVersion: vi

metadata:
name: ui-service
labels:
app: ui
spec:
selector:
app: ui
ports:

- name: metrics
protocol: TCP
port: 9292
targetPort: 9292




Prometheus operator

Targets

Al Unhealthy
default/ui/0 (2/2 up)
Scrape
Endpoint State Labels Last Scrape Duration Error
http://10.36.1.4:9292/metrics UP instance="10.36.1.4:9202" | job="ui-selNGIIEE:Told 17.71ms

m namespace="default" | pod="ui-deployment-59c5ch

m service="ui-service"

http://10.36.1.7:9292/metrics UP =R 5.161sago 10.49ms
mamespace-"coaut

b service="ui-service"




[TonesHble CCbINKU

e Operating within Normal Parameters: Monitoring Kubernetes (SREcon
2019)

e MacwitabupoBaHue npunoxeHnsa B Kubernetes Ha OCHOBE METPUK

n3 Prometheus

o Kube eagle

e [lonrocpo4yHoe xpaHeHne MmeTpuk Prometheus



https://hashman.ca/srecon-2019/
https://habr.com/en/company/mailru/blog/442638/
https://medium.com/@martin.schneppenheim/utilizing-and-monitoring-kubernetes-cluster-resources-more-effectively-using-this-tool-df4c68ec2053
https://habr.com/ru/post/441136/

Cnacunbo 3a BHUMaHue!

Bpema ana Bawumnx sonpocos!




