K8S 38: Kubernetes. Resources. RBAC

OnucaHwue;

e Role Based Access Control (RBAC) with Kubernetes

e [Effective RBAC - Jordan Liggitt. Red Hat
OnaRBAC — 310 npegocTaeneHne onpeaeneHHbIX NpaB COOTBETCTBYOLWMM akkayHTam (User
Account, Service Account). Ecnu onuckiBatbe NPOCTbIM A3bIKOM, TO B K8S cyLlecTByIOT nogpl,

KOTOPbIM COOTBETCTBYIOT onpeaerneHHole SA. 3Tnm SA MOXeT COOTBETCTBOBATbL ONMcaHue
paspeLLeHHbIX gencteni (k npumepy, create/get/update/patch/delete) Hag psgom cywHocTen
(aTo moryT 6bITb Apyrue pods/rs/deployments nnu onpeaeneHHble 06beKTbI UK NPOLLECChI, KakK
pod/exec, n 1.4.).

Hayana paccMmoTpum 06bekT ServiceAccount. 310 BHYTpeHHUIA 061bekT kubernetes,
dopmMupyemsblin Mo Macke system:serviceaccount::. APIl-cepBep nepenaet 310 nms
nonb3oBaTtens nnarMHamMm aBTopusaumm, KOTopble CONOCTaBNAT ero C rpynnon, nonyyas Crnmcok
AOCTYNHbIX npaB. 1o yMon4aHuio yxxe ecTb HECKONbKO serviceaccount, B default ecTb B kaxgom
namespace kubectl get sa
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[laHHbIN akkayHT aBTOMaTMYECKN MOHTUPYETCS B Kaxabln pod
/var/run/secrets/kubernetes.io/serviceaccount/token. BHyTpu noga MoxHO genatb 3anpochkl K
API server ¢ aTum TokeHoMm. OgHaKo AaHHLIN akKayHT orpaHu4eH CBOMM namespace, NonyvmTb
NMHopMaLMIO O pecypcax ApYroro hamespace nog 3TMM akkayHTOM HEBO3MOXHO.

EcTb aBa Tvna ponen: Role — ykasaHHbIN Kfiacc onucbiBaeT npasa TOMbKO B paMkax
ykasaHHoro namespace. ClusterRole — onucbiBaeT npaBa B pamkax Bcero knactepa. CHavana
pasbepemcs ¢ Role. NocMoTpuM npumep onncaHusa ponu:

kind: Role

apiVersion: rbac.authorization.k8s.io/v1

metadata:


https://www.youtube.com/watch?v=BLktpM--0jA&t=419s
https://www.youtube.com/watch?v=Nw1ymxcLIDI

namespace: 1fs158
name: pod-reader
rules:
- apiGroups: [""]
resources: ["pods"]
verbs: ["get", "watch", "list"]

[aHHoe onncaHue cosgact porb B namespace Ifs158, n B HeM paspeluaetca 4ocTyn K
onepauusm get/watch/list Hag pecypcamn pods B api-group 'core’.

KnacTtepHas pornb onucbiBaeTcst NOXOXMM 06pa3omM, HO He yKa3biBaeT namespace, TaK Kak
pacnpoCTpaHAEeTCs Ha BECb KnacTep.

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:

name: secret-reader
rules:
- apiGroups: [""]
resources: ["secrets"]
verbs: ["get", "watch", "list"]

HTTP method Verb for sibgle resource Verb for collection

GET, HEAD get (and watch for watching) list (and watch)
POST create n/a
PUT update n/a
PATCH patch n/a
DELETE delete deletecollection

Ponb npukpennsaetca npu nomowm RoleBindindg n ClusterRoleBinding. OTnnunga noHATHbI U3
Ha3BaHus. B nepBom crnyyae cBA3biBaHME POnM 1 sa NPOUCXOAUT B paMKax OgHOro namespace.
Bo BTOpOoM — B pamMKkax knactepa.
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NaHHasa ponb GyaeT cosgaHa B namespace foo 1 paspelumT Tonbko ABa AeCTBUS C cepBUcamMm
B JAHHOM hamespace.

Namespace: foo Namespace: bar
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[na NpyBS3KM pOnNu K akkayHTy
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: test
namespace: foo

roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: service-reader

subjects:

- kind: ServiceAccount
name: default
namespace: foo
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Takke pornb MOXHO NPUBA3aTb K akkayHTYy U3 Apyroro namespace
subjects:

kind: ServiceAccount
name: default
namespace: bar

B aTom cniyyae sa default 3 ns bar nonyunt Bo3amMoXHOCTb 4nTaTb cepsuchl ns foo.
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Moxoxnm obpasom cospatotca ClusterRoleBinding. Tonbko He ykasbiBanTe RoleBinding Ha

CLusterRole, ato He cpaboTaer. ClusterRole — 310 non-namespaced 06bekT, 1 NpuBsA3aTh €ro K
namespaced ServiceAccount yepe3 namespaced RoleBinding He nonyuuTcs.
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For accessing Role type to use Binding type to use
Cluster-level resources (Nodes, PersistentVolumes, ...) | ClusterRole ClusterRoleBinding
Non-resource URLs (/api, /healtthz, ...) ClusterRole ClusterRoleBinding
Namespaced resources in any namespace (and ClusterRole ClusterRoleBinding

across all namespaces)

Mamespaced resources in a specific namespace (reus- | ClusterRole RoleBinding
ing the same ClusterRole in multiple namespaces)

Namespaced resources in a specific namespace Role RoleBinding
(Role must be defined in each namespace)

BarnaHute Ha ponb kubectl get clusterrole system:discovery -0 yaml. BmecTo ykasaHus
obbekToB goctyna nponucarbl URL. MogobHbiM cnocobom Takke MOXHO co3gaBaTb PO U



npefocTaBnsaATb AOCTYN. TONbKO HEMHOIO U3MeEHATCA AencTBua — get, post, patch. KoHeuHo,
Ons aaHHoun ponu ectb binding — kubectl get clusterrolebinding system:dicsovery -o yaml.
MocmoTpuTe, 4TO B cnucke cybbekToB npussasku. Group system:authenticated n Group
system:unauthenticated. [Jaxxe HeaBTOPN30BaHHbLIN NOMNb30BaATENb MOXET NONYYNTbL AOCTYM K
atum URL. MpoeepsTe curl -k https://$(minikube ip):8443/api. ClusterRole He 06si3aTensHO
npenocTaBnseT AOCTYN K pecypcam Knacrtepa, Takke MOXET onucblBaTb hamespaced pecypchl.
Hanpumep, kubectl get clusterrole view -o yaml. [laHHast knacTepHas ponb BeaeT cebsi
no-pasHOMy B 3aBUCUMOCTU OT NpuBA3KK. [NonpobyiiTe BINOMHUTL M3 noga curl
localhost:8001/api/v1/pods nnu curl localhost:8001/api/v1/namespaces/foo/pods. A Tenepb
npussxkmte ponb kubectl create clusterrolebinding view-test --clusterrole=view
--serviceaccount=foo:default. Yto Bbl nony4mte? MNonpobyrite 3ameHnTb clusterrolebinding Ha
rolebinding, kakon 6ynet pesynsrar?
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[Mone3Hble CCbINKWU:
e Using RBAC authorization

3apaHuve:

1. Monyuute cnucok ClusterRoles v onuwnTte otnuuns mexay ponsamu edit n admin.

2. Cospavite Lenoyky pod-sa-clusterrolebinging-clusterrole ¢ onucaHnem goctyna k
endpoints B knactepe.

3. [lpuBeguTe onmMcaHus co3gaHHbIX CyLLHOCTEN B yaml doopmaTe B KayecTBe OTBETA.


https://kubernetes.io/docs/reference/access-authn-authz/rbac/

