KUB 10: Kubernetes API

OnucaHwue;

Kak Mbl y>Xe ynoMuHanu B gpyrux 3aganusax, Kubernetes — ato, no cytn, API, KoTopblii
npegocTaBnAeT AOCTYN K pa3HbiM pecypcam. W ecnn Bbl co3gagnte anck Yepes API, 1o
KOHTpoOMnep, KOTOPbIN OTBEYAET 3a co3daHue ANCKOB, yBUOUT 3TO, OTNPaBMUT 3anpoc K
NPOBWXNOHEpPY Ha co3gaHune ancka u ToT ByaeT co3aaH. Hawe cosgaHve noga B NPOLLbIX
3agaHnsax — aTo bbIno, No cyTu, cosgaHune pecypca B API. [JaBante nonpobyem ncnonb3osatb
API Kubernetes Hanpsamyto, 6e3 kubectl.

B Hawem cnyyae, kubespray reHepupyeT Ham KIMEHTCKUN KN4 U cepTUmkaT, KOTOpbIN MOXHO
ucnonb3oBaTb ANs OCTyna K KnacTtepy. [laBanTe BbiTalwum 3T AaHHble U3 kubeconfig n
nonpobyem obpartutbes K API:

$ cat inventory/ /artifacts/admin.conf
apiVersion: vl

clusters:

- cluster:

# Tyr HaxommrTca cepsBepHblt CA cepTubdmkarT
certificate-authority-data: LSOtLSI1CRUJJTiBDRVJU...
server: https://134.122.85.85:6443
name: cluster.local
contexts:
- context:
cluster: cluster.local
user: kubernetes-admin-cluster.local
name: kubernetes-admin-cluster.local@cluster.local
current-context: kubernetes-admin-cluster.local@cluster.local
kind: Config
preferences: {}
users:
- name: kubernetes-admin-cluster.local
user:
# TyT HaxOoOMTCHa KJIMEHTCKUM cepTudmkaT B base6cd
client-certificate-data: LSOtLS1CRUdJJTiBDRVJUSU
# TyT HaxoOUTCd KIMEHTCKMIM KJIOU B base64
client-key-data: LSOtLS1CRUJJTiBSUOEgUFJJVkFURS

# CosmaeM BPEMEHHY OVMPEKTOPUIIO

Ur

mkdir tmp
# IexomupyeMm CA cepTudUKAT



S 'LSO0..." | base64 -d > tmp/ca.crt
# IexoImpyeM KIMEHTCKMUM CepTUbMKaT

S 'LSO..." | base64 -d > tmp/client.crt
# IHexomupyeM KIMEHTCKMUM KJIOU
$ '"LSO..." | base64d -d > tmp/client.key

Mocne atoro mbl Mokem nonpobosaTb 06paTnThbes K API:

$ curl -D - -s —--cacert tmp/ca.crt --cert tmp/client.crt --key
tmp/client.key https://134.122.85.85:6443/api
HTTP/2 200

cache-control: no-cache, private
content-type: application/json
x-kubernetes-pf-flowschema-uid:
0£28b092-9b8e-4749-8138-af2ebde847b6
x—kubernetes-pf-prioritylevel-uid:
69691e5a-7d4d-474c-8249-261d142b74b3
content-length: 185

date: Mon, 05 Apr 2021 22:48:19 GMT

"kind": "APIVersions",
"versions": [
"vl "

1y
"serverAddressByClientCIDRs": [

{
"clientCIDR": "0.0.0.0/0",

"serverAddress": "134.122.85.85:6443"

Kak BugHo 13 BbiBOga - Mbl 6naronony4Ho nogkntounnuck k Hawemy Kubernetes API. Kctatu,
ayTEHTUULMPOBATLCS MOXHO He TOMbKO € MOMOLLb0 SSL cepTudmrKaToB, HO U C MOMOLLbIO
token'os, koTopble BaM BbigadyT obnadHble ytunutsel (aws-cli, gcloud, etc...)

Kubernetes Standard API

[asante Tenepb pasbepemcs, rae HaMm HanTK onucaHue aToro api. Bo-neps.bix, kubernetes
onuceiBaet ceoe API, ncnonesys cneundukaunio openapi. Bce APl nogeneHs! Ha rpynnebl, y
KaXKoW rpynmbl eCTb BEPCUS 1 BHYTPU 3TOW BEPCUMN ECTb pecypcbl. YToObl MOCMOTPETL BCE
OOCTYMHbIE rPynnbl, MOXHO Mcnonb3oBath kubectl:

S kubectl api-resources


https://www.openapis.org/

NAME SHORTNAMES
NAMESPACED KIND

bindings

true Binding
componentstatuses cs
false ComponentStatus
configmaps cm
true ConfigMap

endpoints ep
true Endpoints

events ev
true Event

limitranges limits
true LimitRange

namespaces ns
false Namespace

nodes no
false Node
persistentvolumeclaims pvc
true PersistentVolumeClaim
persistentvolumes PV
false PersistentVolume

pods PO
true Pod

podtemplates

true PodTemplate
replicationcontrollers rc
true ReplicationController
resourcequotas quota
true ResourceQuota

secrets

true Secret

serviceaccounts sa
true ServiceAccount

services svc
true Service

mutatingwebhookconfigurations
admissionregistration.k8s.io false
MutatingWebhookConfiguration

APIGROUP



validatingwebhookconfigurations

admissionregistration.k8s.io false
ValidatingWebhookConfiguration
customresourcedefinitions crd, crds
apiextensions.k8s.io false

CustomResourceDefinition

apiservices
apiregistration.k8s.io false APIService
controllerrevisions apps
true ControllerRevision
daemonsets ds apps
true DaemonSet
deployments deploy apps
true Deployment
replicasets rs apps
true ReplicaSet
statefulsets sts apps
true StatefulsSet

skipped

Takke MOXHO NOCMOTPETb AOCTYMHbIE BEPCUN api ANdA KaXaon rpynnel, ncnonb3ysa kubectl:
$ kubectl api-versions
admissionregistration.k8s.io/vl
admissionregistration.k8s.io/vlbetal
apiextensions.k8s.io/vl
apiextensions.k8s.io/vlbetal
apiregistration.k8s.io/vl
apiregistration.k8s.io/vlbetal
apps/vl

authentication.k8s.io/vl
authentication.k8s.io/vlbetal
authorization.k8s.io/v1l
authorization.k8s.io/vlbetal
autoscaling/vl

autoscaling/v2betal
autoscaling/v2beta?2

batch/v1

batch/vlbetal
certificates.k8s.io/vlbetal
coordination.k8s.io/v1l



coordination.k8s.io/vlbetal
discovery.k8s.io/vlbetal
events.k8s.io/vlbetal
extensions/vlbetal
metrics.k8s.io/vlbetal
networking.k8s.io/vl
networking.k8s.io/vlbetal
node.k8s.io/vlbetal
policy/vlbetal
rbac.authorization.k8s.io/vl
rbac.authorization.k8s.io/vlbetal
scheduling.k8s.io/vl
scheduling.k8s.io/vlalphal
scheduling.k8s.io/vlbetal
snapshot.storage.k8s.io/vlbetal
storage.k8s.io/vl
storage.k8s.io/vlbetal

vl

OcCHOBHbIE pecypChbl COCPEOOTOUEHDI B «MyCTOM» Ipynne — Hanpumep, nodes, pods, events n
Tak ganee. ta rpynna UMeeT TONbKO OOHY Bepcuio — V1, Cyasi No BbIBOAY api-versions.
Y rpynnbl apps Takke ecTb TONbKO OfHa Bepcus — v1, U B HEN cocpeaoToYeHbl pecypchl

deployments, replicaset n gpyrue.

HaBante nonpobyem NOCMOTPETb CNNCOK HOA, B HaLLeM KnacTepe:
$ curl -D - -s —--cacert tmp/ca.crt --cert tmp/client.crt --key

tmp/client.key https://134.122.85.85
-50

HTTP/2 200

cache-control: no-cache, private
content-type: application/json
x-kubernetes-pf-flowschema-uid:
0f28b092-908e-4749-8138-af2ebde847b6
x—-kubernetes-pf-prioritylevel-uid:
69691e5a-7d4d-474c-8249-261d142b74b3
date: Mon, 05 Apr 2021 22:50:09 GMT

"kind": "NodeList",
"apiVersion": "v1'",
"metadata": {

"resourceVersion": "945096"

:0443/api/vl/nodes | head



tr
"items": |

{

"metadata": {

"name": "nodel",

"uid": "9958edd9-£571-4df0-b6ab-b851069%9a837f",

"resourceVersion": "945090",

"creationTimestamp": "2021-03-30T10:50:162",

"labels": {
"beta.kubernetes.io/arch": "amd64",
"beta.kubernetes.io/os": "linux",
"kubernetes.io/arch": "amd64",
"kubernetes.io/hostname": "nodel",
"kubernetes.io/os": "linux",
"node-role.kubernetes.io/control-plane": "",

skipped

B TakoMm cny4ae Mbl UCnonb3oBanu NycTyto rpynny (OCHOBHYHO) C Bepcuen v1 u nocmoTpenu
pecypc nodes, Tak Mbl CKOHCTpyMpoBanu url, K KoTopomy Heobxoammo obpaTtutbcs (/apil/).
[na octanbHbIX rpynn endpoint nameHnTcs Ha /apis. [laBanTe nonpobyemM NpOCMOTPETL CMUCOK
deployments, koTopble eCTb B AAaHHOM Knactepe. HanomHio, 4To rpynna ans pecypca
deployments — apps, a Bepcus — v1:

$ curl -D - -s —--cacert tmp/ca.crt --cert tmp/client.crt --key
tmp/client.key
https://134.122.85.85:6443/apis/apps/vl/deployments | head -50
HTTP/2 200

cache-control: no-cache, private

content-type: application/json

x-kubernetes-pf-flowschema-uid:
0f280b092-908e-4749-8138-af2ebde847b6
x—kubernetes-pf-prioritylevel-uid:
69691eb5a-7d4d-474c-8249-261d142b74b3

date: Mon, 05 Apr 2021 22:50:43 GMT

"kind": "DeploymentList",
"apiVersion": "apps/v1l",
"metadata": {

"resourceVersion": "945158"

by



"items": |

{

"metadata": {
"name": "calico-kube-controllers",
"namespace": "kube-system",

"uid": "ebbl2a43-d488-4c7b-92ba-e09d8bal0501e",
"resourceVersion": "941926",

"generation": 1,
"creationTimestamp": "2021-03-30T10:53:00z",
"labels": {
"k8s-app": "calico-kube-controllers"
skipped

Haeante cervac nonpobyem co3gatb pod 1 NOCMOTPETL €ro Yepes api:

$ kubectl run nginx --image nginx

pod/nginx created

$ curl -D - -s —--cacert tmp/ca.crt --cert tmp/client.crt --key

tmp/client.key https://134.122.85.85:6443/api/vl/pods | head -50
HTTP/2 200

cache-control: no-cache, private
content-type: application/Jjson
x—kubernetes-pf-flowschema-uid:
0f280b092-908e-4749-8138-af2ebde847b6
x-kubernetes-pf-prioritylevel-uid:
69691e5a-7d4d-474c-8249-261d142b74b3
date: Mon, 05 Apr 2021 22:51:20 GMT

"kind": "PodList",
"apiVersion": "v1",
"metadata": {
"resourceVersion": "945236"
Yy
"items": [
{
"metadata": {
"name": "nginx",
"namespace": "default",
"uid": "4b792b01-bf%a-4622-92f6-9652a1453767",



"resourceVersion": "945225",
"creationTimestamp": "2021-04-05T22:51:122",
"labels": {

"run": "nginx"

by

... Skipped

CobcTBEHHO, co3aHue pecypca npomcxoanT Takke yepes APl — kubectl obpalyaerca k API
Kubernetes ¢ npocbboii coenatb HOBbLIM pecypc, a Nocre Mbl €ro NPOCMaTpruBaeM C
ncnone3oBaHuem curl.
MoHumaHne npuHuunoB noctpoeHmns APl oueHb BaXXHO, NOCKONbKY Mbl Byaem co3aaBatb
pasnuyHble pecypckl B API.
Kubernetes Extended API
Ecnun y Bac ecTb enaHne — Bbl MoXeTe pacwupuTtb APl Kubernetes 1 go6aBuTb B HEro Hoeble
dyHKkumMn. Caenatb 3TO0 MOXHO C NOMOLLLIO Yxe rotoBoro AP apiregistration.k8s.io/v1, koTopbin
JaeT BO3MOXHOCTb 3apernctpmposath Baw API B knactepe Kubernetes. Nocne 3Toro Bbl
CMOXeTe co3faBaTb COOCTBEHHbIE peCcypChbl, CNeanTb 3a HUMK U 40BaBNSATbL UBMEHEHUS B
cylecTsytolmne ob6bekThl, YTOObI peanusoBaTb COHBCTBEHHYIO NOrMKy paboThl. [NpumMepHbIn yaml
ANSA pernctpauun BoirmsaanT creayowmm obpasom:
apiVersion: apiregistration.k8s.io/vl
kind: APIService
metadata:

name: <name of the registration object>
spec:

group: <API group name this extension apiserver hosts>

version: <API version this extension apiserver hosts>

groupPriorityMinimum: <priority this APIService for this
group, see API documentation>

versionPriority: <prioritizes ordering of this version within
a group, see API documentation>

service:

namespace: <namespace of the extension apiserver service>
name: <name of the extension apiserver service>

caBundle: <pem encoded ca cert that signs the server cert used

by the webhook>

MpenBapuTenbHO Bbl LOMKHbI 3anyCTUTL CBOW cepBUC BHYTpY Kubernetes-knactepa u yxe
nocrne 3Toro 3aperncTpmpoBaTth ero Kak pacwmperue k API. KctaTtu, Tak peructpmpyetca
metrics-server, KOTOpbI OTBEYaET 3a paboTy C METPUKaMU, UCMONb3YOLLMMUCS B KOMaHAax
kubectl top. MoxxHO nocmoTpeTb Ha Hero bornee nogpobHo:

$ kubectl get apiservices



NAME SERVICE
AVATILABLE AGE

skipped
vlbetal.authentication.k8s.1io Local
True 2d8h
vlbetal.authorization.k8s.io Local
True 2d8h
vlbetal.batch Local
True 2d8h
vlibetal.certificates.k8s.io Local
True 2d8h
vlbetal.coordination.k8s.io Local
True 2d8h
vlibetal.discovery.k8s.1io Local
True 2d8h
vlibetal.events.k8s.io Local
True 2d8h
vlibetal.extensions Local
True 2d8h
vlbetal.metrics.k8s.io
kube-system/metrics-server True 2d8h
skipped

$ kubectl get apiservices vlbetal.metrics.k8s.io -o yaml
apiVersion: apiregistration.k8s.io/vl
kind: APIService

skipped

spec:
group: metrics.k8s.io
groupPriorityMinimum: 100
insecureSkipTLSVerify: true
service:
name: metrics-server
namespace: kube-system
port: 443
version: vlbetal



versionPriority: 100

skipped

[Tone3Hble CCbINKU;

o Kubernetes APl Deep Dive
o K rnetes API overview

3apaHuve:

1. CospainTte pod ¢ 06pa3om nginx u umeHem nginx-pod B namespace default.
2. Wcnonbays curl, no6aeste noay label api=true.
3. OtnpaBbTe 3aaHne Ha NPOBEPKY.


https://www.openshift.com/blog/kubernetes-deep-dive-api-server-part-1
https://kubernetes.io/docs/reference/generated/kubernetes-api/v1.17/

