KUB 17: Pecypcbl gna xpaHeHns
KOHJoUrypaumm

OnucaHue:

ConfigMaps

OT0T 06BLEKT JaeT HaM OTAENUTL KOHUrypauuio oT npunoxeHus. Mol moxxeM 3anucatb k=v
nnn pannel 1 3aTem oTaaTb 3TO NPUIOXEHUIO Yepesd kubernetes api.

Hanpumep, caenaem configmap 13 KoOMaHOHOW CTPOKM:

kubectl create configmap my-config --from-literal=keyl=valuel
-—from-literal=key2=value?

W n3yuur, 4to nony4mnocs.
kubectl get configmaps my-config -o yaml

O6patuTte BHUMaHKe Ha nose data. MoxHo co3agath nobble Key=Value. Takke MOXHO co3aaTtb
configmap u3 dainna.
kubectl create configmap game-config --from-file=myconfig

3atem 310T configmap MOXHO UCMoNb30BaTh Kak env Anst KOHTEWHepa:
containers:
- name: rsvp-app
image: teamcloudyuga/rsvpapp
env:
- name: MONGODB HOST
value: mongodb
- name: TEXTI1
valueFrom:
configMapKeyRef:
name: customerl
key: TEXTI1
- name: TEXT2
valueFrom:
configMapKeyRef:
name: customerl
key: TEXT2
- name: COMPANY



valueFrom:
configMapKeyRef:
name: customerl
key: COMPANY

Environment variables
ConfigMap

vi=valuel
vizvaluel

configMap
volume

Pod

ConfigMaps created
from different manifests

Mamespace: development Namespace: production

: ConfigMap: E E ConfigMap:
; app-config i i app-config

(contains (contains
development production

values) § § values)

Pods created from the
same pod manifests

Mnu kak Volume:
apiVersion: vl
kind: Pod
metadata:



name: dapi-test-pod
spec:
containers:

- name: test-container
image: k8s.gcr.io/busybox
command: [ "/bin/sh", "-c", "ls /etc/config/" ]
volumeMounts:

- name: config-volume
mountPath: /etc/config
volumes:

- name: config-volume
configMap:

name: special-config
restartPolicy: Never

Bo BTOpOM crniyyae knoum kapTbl OyayT BUAHbI Kak bannbl No ykadaHHOMY nyTu. Ecnu kapTa
cosgaBanach 13 ¢arnno, OHM OyayT BUOHbI Kak 0OblYHbIE dhalsbl.

B xoge MoHTUpoBaHus Volume Kak AMpeKkTopumn, CoaepXnmMoe 3Ton ANpPeKTopmm
nepesartmpaeTcsi, N0O3TOMY, eCriv Bam TpebyeTcst COXpaHUTb ero, HO NPUMOHTUPOBATb

KOHKpEeTHbIN chann n3 toro xe ConfigMap, To MOXHO ncnonb3osaTtb B volumeMount gupekTtusy
subPath.

[Npumep ncnonb3oBaHNA:
apiVersion: vl
kind: Pod
metadata:
name: example

spec:

containers:

- name: test

image: nginx:stable

volumeMounts:

- mountPath: /etc/nginx/sites-enabled/config.conf
name: site-config
subPath: config.conf

volumes:
- name: site-config
configMap:
name: test-config

ConfigMap mMoxXeT cogepkaTb kak niuTeparnsl, Tak u dannbl, Hanpumep:
kubectl create configmap my-config \
-—-from-file=foo.json \



——from-file=bar=foobar.conf \

-—from-file=config-opts/ \

-—-from-literal=some=thing

foo.json

——from-file = @
p

/ config-opts directory

100

crue

ConfigMap: my-config

==from=-file=config-optae/

foobar.conf

Key Value
Sl K
Eé foo: bar
baz: §
}
[repeat BT
@ thing

=-from-file =@lmar.emf

-—from-11 mral@:mm

Literal

some=thing

OTaenbHO XoTenochb Obl MOKa3aTb onucaHme Toro, Kak ncrnornb3osaTb downwardAPI B 2
dopMaTax — Kak nepemeHHble oKpyxeHuna n kak Volume. downwardAPI — a3t Tmn Volume,
KOTOPbIN JaeT MOHTMPOBAaTb 3HA4YEHNA MeTaZaHHbIX No4a BHYTPU KOHTENHepa B BUAE (hannos.

apiVersion:
Pod

kind:

vl

metadata:

name :
spec:

downward

containers:

— name:

main



image: busybox
command: ["sleep", "9999999"]
resources:
requests:
cpu: 15m
memory: 100Ki
limits:
cpu: 100m
memory: 4Mi
env:
name: POD NAME
valueFrom:
fieldRef:
fieldPath: metadata.name
— name: POD NAMESPACE
valueFrom:
fieldRef:
fieldPath: metadata.namespace
- name: POD TP
valueFrom:
fieldRef:
fieldPath: status.podIP
- name: NODE NAME
valueFrom:
fieldRef:
fieldPath: spec.nodeName
- name: SERVICE ACCOUNT
valueFrom:
fieldRef:
fieldPath: spec.serviceAccountName
— name: CONTAINER CPU REQUEST MILLICORES
valueFrom:

resourceFieldRef:
resource: requests.cpu
divisor: Im

- name: CONTAINER MEMORY LIMIT KIBIBYTES
valueFrom:

resourceFieldRef:
resource: limits.memory
divisor: 1Ki



apiVersion: vl
kind: Pod
metadata:
name: downward
labels:
foo: bar
annotations:
keyl: valuel
key2: |
multi
line
value
spec:
containers:
- name: main
image: busybox
command: ["sleep", "9999999"]
resources:
requests:
cpu: 15m
memory: 100Ki
limits:
cpu: 100m
memory: 4Mi
volumeMounts:
- name: downward
mountPath: /etc/downward
volumes:
- name: downward
downwardAPTI:
items:
- path: "podName"
fieldRef:
fieldPath: metadata.name
- path: "podNamespace"
fieldRef:
fieldPath: metadata.namespace
- path: "labels"
fieldRef:
fieldPath: metadata.labels
- path: "annotations"



fieldRef:
fieldPath: metadata.annotations
- path: "containerCpuRequestMilliCores"
resourceFieldRef:
containerName: main
resource: requests.cpu
divisor: 1Im
- path: "containerMemoryLimitBytes"
resourceFieldRef:
containerName: main
resource: limits.memory
divisor:

Secrets

CekpeTbl noyTun Kak configmap Takke xpaHaTt key=value napsbl 3Ha4yeHUn. Ho B oTnnumne ot
configmap oHV 4OCTaBNATCA UCKNIOYMTENBHO Ha T HOAbl, KOTOPbIE 3anycKaloT noapl,
nucnonb3ylLue aTu cekpeTbl. Becerga xpaHaTcs B namMaTn U He NUwwyTca Ha auck. Kpome Toro,
3Ha4yeHus B secret xpaHaTcs B 3aumdpoBaHHOM Buae. 1o ymonyaHuio base64, Ho ecTb 1
apyrve anroputmbl. [1pegnonoXxum, Mbl XOTUM COXPaHUTb B CEKPET Naporib OT 6a3bl 4aHHbIX.
kubectl create secret generic my-password

-—from-literal=password=mysqglpassword

Mocne co3aaHnsa nonpobynTe NpoYnTaTh CEKPET:
kubectl get secret my-password

3Ha4yeHne cKpbITo, HO, ecrnin 4obaBuTb -0 yaml unu json, Bbl yBUaAUTE WNEPOBAHHbLIA CEKPET.
KoHe4uHo, base64 He cnuwkom Ge3onaceH, ecTb Apyrue Metobl, KoTopble Kyaa 6onee
npumeHuMbl. O HUX MOXHO NMpoYnTaThb B 3TOM cTaTbe Encrypting Secret Data at Rest.
CekpeTbl Takke MOXHO MCMOMNb30BaTh Kak NepeMeHHbIe OKPYXXeHNs 1 banrbl.
spec:
containers:
- image: wordpress:4.7.3-apache
name: wordpress
env:
- name: WORDPRESS DB HOST
value: wordpress-mysql
- name: WORDPRESS DB PASSWORD
valueFrom:
secretKeyRef:
name: my-password


https://kubernetes.io/docs/tasks/administer-cluster/encrypt-data/

key: password
apiVersion: vl
kind: Pod
metadata:
name: mypod
spec:
containers:
- name: mypod
image: redis
volumeMounts:
- name: foo
mountPath: "/etc/foo"
readOnly: true
volumes:
- name: foo
secret:
secretName: mysecret

Ecnn B cekpeTe coaepXntcs HECKOSbKO 3HAaYEHNIN, MOXHO BbIGOPOYHO MCMONbL30BaTb
Tpebyemble:
apiVersion: vl
kind: Pod
metadata:
name: mypod
spec:
containers:
- name: mypod
image: redis
volumeMounts:
- name: foo
mountPath: "/etc/foo"
readOnly: true
volumes:
- name: foo
secret:
secretName: mysecret
items:
- key: username
path: my-group/my-username



- -, ConfigMap: fortune-config
Container: web-server

my-nginxk-config.conf sarver |
. confighap . -
Jetc/nginx/conf.d/ jf—l* i = }
config
fetc/nginx/certs/ F ~—1* sleep-interval 25
fusr/share/nginx/html/ 77—..
Secret: fortune-https
., -
- “ https.cert

Container: html-generator

https.key

foo

Environment variables:
INTERVAL=25

p—— 1 SRR
\ - emptyDir i '
fvar/htdocs | - voII:J:\e: - Default token Secret and volume not shown -
. y 112 1
Pod
b v

[ 3

KctaTn, kaxabin pod no ymonyaHuio nonyyaet cekpeT default-secret, koTopbin cogepxut token
ans goctyna K kubernetes API.

- "y
Comtainer
Filesystem
!
L var/
L run/ Default token Secret
L secrets/
L kubemetes.io/
- ca.crt
L serviceaccount/ Default token
secret namespace
volume
token
Pod
. o

[TonesHble CCbINKN:

e 3HakomcTBO ¢ Kubernetes. Secrets
e 3HakomcTBo ¢ Kubernetes. ConfigMaps


https://ealebed.github.io/posts/2018/%D0%B7%D0%BD%D0%B0%D0%BA%D0%BE%D0%BC%D1%81%D1%82%D0%B2%D0%BE-%D1%81-kubernetes-%D1%87%D0%B0%D1%81%D1%82%D1%8C-14-%D1%81%D0%B5%D0%BA%D1%80%D0%B5%D1%82%D1%8B-secrets/
https://ealebed.github.io/posts/2018/%D0%B7%D0%BD%D0%B0%D0%BA%D0%BE%D0%BC%D1%81%D1%82%D0%B2%D0%BE-%D1%81-kubernetes-%D1%87%D0%B0%D1%81%D1%82%D1%8C-13-%D0%BA%D0%BE%D0%BD%D1%84%D0%B8%D0%B3%D0%BC%D0%B0%D0%BF%D1%8B-configmap/

3apaHuve:

1. CospanTe configmap nginx-conf B namespace default, cogepatlyto kKoHdUrypaumwo
Ansa nginx — nginx.conf, B KOTOPOW yKa3aHO KONMMYECTBO BOPKEPOB — 4 LUTYKM.

2. Cospavite secret nginx-env B namespace default c nepemenHoin AUTH=testpassword.

3. Cospavite nog nginx B namespace default, koTopblli 6yaeT MOHTUPOBaTb KOH(UIypaLmio
13 configmap n nobaensaTb env nepeMeHHyo u3 secret.

4. OTtnpaBbTe 3aaHue Ha NPOBEPKY.



