KUB 26: Role Based Access Control B
Kubernetes

OnucaHue:

Onsa goctyna Kk pecypcam kubernetes 3agencTeyeTtcs Tpu Liara:

authentication — ocyLecTBnsieT NOrmH 4Na Nonb3oBaTens;

authorization — aBTOpU3yeT 4OCTYN K pecypcy;

admission control — MOXeT U3MEHUTb NN NPOBEPUTL OOBLEKT HA OCHOBE
OOMNOMNHUTENBHLIX NPaBun (HanpuMmep, Takux, Kak KBOThbI).

AP server
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B kubernetes HeT Taknx 06bEKTOB, Kak Nonb3oBaTtenb unu napons. Ho n 6e3 atoro kubernetes
MOXXET MCMONb30BaTb MMEHa NoNb3oBaTens Ana AoCTyna Kk oobekTaM. EcTb aBa Tuna
nonb3oBaTenen: Nian n cnyxebHble Nonb3oBaTenu.

Jliogn — aT0 nonb3oBatenu BHe kubernetes, KoTopble Nony4aroT K HEMY 4OCTY,
aBTOPU3YSICb Yepes cepTuduKar, KyKy n nogobHoe.

CniyxebHble nonb3oBaTtenu — Service Accounts — 3TO Nonb3oBaTenn BHYTPU KnacTtepa.
BonblWMHCTBO 13 HUX CO3aeTCsl aBTOMaTUYECKU NpY pa3BopavMBaHMmM Knactepa, HoO Mbl
MOXeM caenaTtb AONOofHUTENbHbIE B KaxaoM namespace. [Npu onpegeneHHom
HacTpovike kubernetes moxxet o6cnyxmBaTb 3anpochl U OT aHOHMMHbIX NOfb30BaTENEN.

Tunbl aBTOpPM3auun ANA BHELWHMX Nonb3oBaTtenen (MoryT akTMBMpOBaTbLCS NPy MOMOLLN
nepedayn napameTpoB 3anycka k Kubernetes API Server):

client certificate — ang BknoyeHns aBTopusaumm No cepTudmkaTam Hy>XHO NpubaBmTb B
napameTpsbl 3anycka API cepsepa --client-ca-file=FILE. CA B atom canne 6yayt
BanvMaMpoBaTb KNMEHTCKNE CepTUdmKaThl.

static token file — gnga BknoYeHUa aBTopu3saLmm NO TOKEHAM HYXXHO NpnbaBuTb B
napametpbl 3anycka AP| cepeepa --token-auth-file=FILE. B atom canne 6yayt



3anuncaHbl TOKEHbI 1 NX Henb3s Byaet nameHnTb 6e3 nepesanycka API cepeepa. Takke
CPOK NX AencTems He ByaeT orpaHnyeH.

bootstrap token — ucnonb3yetca ona ycraHOBKW HOBOrO Kriactepa, TOKEH reHepupyeTcs
aBTOMaTUYECKM.

static password file — --basic-auth-file=SOMEFILE, cogepxut nons3oparenen un
naponu. UameHntb 6e3 pectapta APl cepBepa Henb3s, CPOK 4ENCTBUS HE OTPaHUYEH.
service account token — 3T0 aBTOMaTUYECKM reHEPUPYEMbBIA TOKEH OISl CNyXebHoro
nonb3oBarens. OH gobaensieTcs K pod yepes serviceaccount admissioncontroller n
no3BonseT B3anmogencTeoBaTth ¢ kubernetes nsHytpu pod.

openid connect token — oauth2 aBTopusauus, npumepsl — ActiveDirectory, Google,
Facebook. NepeHocuT npouecc aBTopu3saumm Ha BHELLHWIA CEPBIC.

webhook token auth — nepeHocuT Bepudmkaumno TOKEHOB Ha BHELLUHWI CEPBIC.
keystone password: --experimental-keystone-url=<AuthURL> -- aBTOpu3sauma 4yepes
anba-sepcuio keystone.

auth proxy — aBTopu3aLms Yepes NPoKCU, KOTOPbI peannayeT CBOK AOMOSTHUTENbHYHO
NOTUKY.

OaHOBPEMEHHO MOXHO BKMHOYMTL HECKONBKO BMAOB aBTOpM3aumn. MNocne npoxoxaeHus
ayTeHTUdUKaumm MoxHo B3anmogencTesoBaTb ¢ APl kubernetes. B geno sctynatot
aBTOPU3aTOPHI.

Authorization

3710 MoAynu, KOTopble 3anpeLaoT UK NO3BOMSAT onpeaeneHHoe aevicteme. MNprumepsi:

o Node Authorize — cneunaneHbIi aBTopuaartop. CnyxuT A4na NpoOBEPKM 3anpocoB,
oTnpasneHHbIX ¢ kubelet pabounx y3nos
(https://kubernetes.io/docs/reference/access-authn-authz/node/).

e ABAC (Attribute based control authorizer) — koHTponb JocTyna Ha ocHoBe aTpubyToB.
YcTapeBLUMn aBTopm3aTop, peako ncnonb3yetcs. Bkntovaerca yepes
--authorization-mode=ABAC --authorization-policy-file=PolicyFile.json. MNpumep:

{

"apiVersion": "abac.authorization.kubernetes.io/vlbetal",

"kind": "Policy",

"spec": {

"user": "nkhare",
"namespace": "1fs158",
"resource": "pods",
"readonly":


https://kubernetes.io/docs/reference/access-authn-authz/node/

o \WebHookAuthorizer — aBTopu3saTop 4Yepes BeG-xyk. [lenaeT 3anpoc Ha BHELUHWI
cepsuc. O4eHb NPOCTON, NMPUHMMAET OTBET TONbKO true nnun false. BkniovaeTtcsa
--authorization-webhook-config-file=SOME_FILENAME.

e RBAC (Role based authorizer) — goctyn ¢ pasgeneHvuem no ponsm. B AaHHbIN MOMEHT
— OCHOBHOM UCMOMb3yeMbI aBTopM3aTop No ymonyaHuo. Bkrnovaetcs yepes
--authorization-mode=RBAC.

Admission control

O1n onuun no3BonsieT obpabaTbiBaTb 3anNpOChl, KOrAa OHWU, Kasanock Obl, NpoLWM 3Tan
ayTeHTMduKaumm n astopusaumn. Kak npaBuno, oH1 NCNONb3yTCS AN NPOBEPKN.
EcTb 2 Tina admission controller:

e Banvavpyowume (validating) — noaresepXaaroT, YTO NepefaHHble AaHHbIE BEPHbI U
BanuaHbl;

e uy3MmeHswowme (mutating) — n3meHsI0T BXOAHbIE AAHHbIE.

Ha camom gene, ntobor KOHTponnep MOXET BbINONHATL 06e ponu, ecnu ato Tpebyertca. U,
COOTBETCTBEHHO, OJHOBPEMEHHO MOXET OblTb BKIHOYEHO HECKOSTbKO KOHTPOSNEPOB, U eCnn Ha
ntoBOM 13 HUX 3anpoc He NPOXOAUT NPOBEPKY, TO BECb 3aNpPOC CYNTAETCHA HE BanvaHbIM.

[nsa BknioveHnst KOHKpeTHbIX Admission Controller TpebyeTtca nepegartb napameTp
--enable-admission-plugins=X.Y,.. B napameTtpbl Kubernetes API Server, rge X, Y — 3T0 umeHa
TpebyeMmbIX KOHTPONNEPOB, U Pa3AenATbCA OHWU AOMKHbI 3ansaTon 6e3 npobenos Ao v nocne.
[lns oTkntoveHna e ncnonbayetcs onunsa --disable-admission-plugins ¢ Takum e
CVMHTaKCUCOM.

Ecnu roBopuTtb 0 npumepax, To LimitRanger otBevaeT 3a 10, 4To6bl 06BEKTHI TMNA LimitRange
obpabatbiBanuchk, a PersistentVolumeClaimResize oTBeqaeT 3a BO3MOXHOCTL pacumnpate PVC,
Kak Mbl 06Cyxganu paHee.

Korga mbl nonyyaem gocTyn K knactepy (Hanpumep, ¢ nomolubto kubectl), Ml
ayTeHTUdunLMpyemMcs Yepes apiserver ¢ MOMOLLbIO OnNpeaeneHHON y4eTHOW 3anmcu
nonb3oBatens (User Account), KOTOpOM COOTBETCTBYET onpeaeneHHbIn Habop npas Ha
B3anMOAeNcTBMeE C Knactepom. [pouecchl B KOHTENHEpPaX Takke MOryT CBA3bIBaTbCS C
cepBepoM Ansi B3aUMOAENCTBMSA C KnacTtepoM. Koraa oHv 3To AenatoT, OHM
ayTEHTUMULMPYIOTCS Nnog onpeaeneHHon CEpBUCHOM y4eTHOM 3anucbto (Service Account, SA).
Mpwn cosganunm pod, ecnu Bbl HE yKa3anu KOHKPETHLIN Service Account, eMy OyoeT NpucBOeH
'default’ service account, KOTopbI MO yMONYaHWIO CO3aaeTcd B KaxaoM namespace. Ecnn xe
nony4nTb ONUCaHWe CO34aHHOro noga, To Mbl YyBUAUM, 4YTO none ServiceAccount 6yaet
copepxatb 'default' (Hanpumep, ¢ nomousio kubectl get po <pod's-name> -o yaml).

Mpwn aToMm Kakgomy SA COOTBETCTBYET TOKEH AOCTYNa, KOTOPbIN CO30aETCA OAHOBPEMEHHO C SA
N XpaHUTCS B COOTBETCTBYIOLLIEM CeKpeTe (B cnyyae HeobXxoanMoCTH, ero MOXHO
npeaBapuTeNbHO CO34aTb BPYYHYHO).

RBAC — 370 npefocTaBrneHme onpegeneHHbix npaB COOTBETCTBYHOLWMUM akkayHTam (User
Account, Service Account). Ecnn onuceiBatb NpoCTbiM A3bIKOM, TO B K8S cyLLecTBYyIOT nogbl,
KOTOpPbLIM COOTBETCTBYIOT onpeaeneHHblie SA. 3TMM SA MOXET COOTBETCTBOBATbL OMMCAHNE
paspeLUeHHbIX genctenin (k npumepy, create/get/update/patch/delete) Hag psgom cywHocTen
(aTo moryT GbITb Apyrue pods/rs/deployments nnu onpeaeneHHble 06beKTbI, UM NPOLECCHI, KaK
pod/exec, n 1.4.).



[na Ha4yana paccmoTpuMm 06bekT ServiceAccount. 310 BHyTpeHHMI 06bekT kubernetes,
dopmupyembin No macke system:serviceaccount:.. APIl-cepBep nepenaeTt aTo nms
nonb3oBaTterns nrarMHam aBsTopusauumn, KOTopble CONOCTaBASOT ero ¢ rpynmnon, nonyyas Crmncok
AOCTYNHbIX npaB. o yMon4aHuio yxxe ecTb HeckornbKo serviceaccount. SA default cywectsyeT B
kaxxgoMm namespace kubectl get sa.

Mamespace: foo Mamespace: bar Mamespace: baz
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OTOT akkayHT aBTOMaTMYECKN MOHTMPYETCS B Kaxkabin pod
Ivar/run/secrets/kubernetes.io/serviceaccount/token. BHyTpn noga MoXXHO AenaTb 3anpockl K
API server ¢ aTum TokeHoMm. OgHaKo AaHHbIN akKayHT orpaHu4eH CBOMM namespace, NonyvnTb
NMHopMaLMIO O pecypcax Apyroro namespace nog HAM HEBO3MOXHO.
EcTb aBa Tnna ponei: Role — ykasaHHbIN Knacc OnNUcbIBaET NpaBa TOSbKO B paMkax
ykasaHHoro namespace. ClusterRole — onucbiBaeT npasa B pamkax Bcero knactepa. CHavana
pasbepemcs ¢ Role. NMocmoTpum npumep onvcaHus ponu:
kind: Role
apiVersion: rbac.authorization.k8s.io/vl
metadata:

namespace: 1£fs158

name: pod-reader

rules:
- apiGroups: [""]
resources: ["pods"]
verbs: ["get", "watch", "list"]

OT0 onuncaHme co3gact ponb B namespace Ifs158, n B Hem paspeluaeTca 4OCTyN K onepaunsam
get/watch/list Hag pecypcamu pods B api-group 'core’.

KnacTtepHas pornb onucbiBaeTcsi NOX0XnM o6pa3om, HO He yKa3biBaeT hamespace, Tak Kak
pacnpoCTpaHAEeTCH Ha BECb KracTep.

apiVersion: rbac.authorization.k8s.io/vl

kind: ClusterRole

metadata:



name: secret-reader

rules:
- apiGroups: [""]
resources: ["secrets"]
verbs: ["get", "watch", "list"]
HTTP method Verb for sibgle resource Verb for collection
GET, HEAD get (and watch for watching) list (and watch)
POST create n/a
PUT update n/a
PATCH patch n/a
DELETE delete deletecollection

Ponb npukpenngaetcs npu nomowm RoleBindindg u ClusterRoleBinding. OTnuynst NoHATHbI 13
HasBaHus. B nepBom crnyyae cBA3biBaHMe ponu 1 SA NPOMCXOAUT B paMKax O4HOro hamespace.
Bo BTOpOoM — B pamMkax knacrtepa.
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Mamespace A Mamespace B Mamespace C
RoleBinding [ Role RoleBinding [ Role RoleBinding [ Role
Mamespaced Mamespaced . Mamespaced
resources resources RoleBinding resources
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Cluster-level
ClusterRoleBinding * ClusterRole ™ resources
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Mpumep npuesaskun RoleBinding:
apiVersion:
kind: Role
metadata:

namespace: foo
name: service-reader
rules:

[uu]
["qet",

- apiGroups:
"liSt"]
["services"]

verbs:

resources:

rbac.authorization.k8s.10/vl

OT1a ponb byaeT cozgaHa B namespace foo 1 paspelunT TonbKo ABa AeNCTBUSA C cepBMcaMm B

HEeM.
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[na npuBA3KK Ponu K akkayHTy:
apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: test
namespace: foo
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: service-reader
subjects:
- kind: ServiceAccount
name: default
namespace: foo




Namespace: foo

Service- T : Get, list
Account: |e—| RoleBinding: > Role: _»| Services
default test service-reader

\ Default ServiceAccount

is allowed to get and list
services in this namespace

Takke porb MOXHO NMPUBA3aTh K akKkayHTY U3 Apyroro namespace:
subjects:

- kind: ServiceAccount
name: default
namespace: bar

B aTom cniyyae sa default 3 ns bar nonyunt Bo3amMoXHOCTb 4YuTaTb cepsuchl ns foo.

Namespace: foo Mamespace: bar

[ ]
Service-
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Both ServiceAccounts are

allowed to get and list Services
in the foo namespace

Moxoxwnm obpasom cosapatotrca ClusterRoleBinding.
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NcnonbaynTte ClusterRoleBinding.

MameSpace: foo Cluster-level resources
Service- | ClusterRoleBinding: | | ClusterRole: Get, list Persistent
Account; |- pv-test pv-reader . Volumes
default .

|

Default ServiceAccount in
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For accessing Role type to use Binding type to use
Cluster-level resources (Nodes, PersistentVolumes, ...) | ClusterRole ClusterRoleBinding
Non-resource URLs (/api, /healtthz, ...) ClusterRole ClusterRoleBinding
Namespaced resources in any namespace (and ClusterRole ClusterRoleBinding

across all namespaces)

Mamespaced resources in a specific namespace (reus- | ClusterRole RoleBinding
ing the same ClusterRole in multiple namespaces)

Namespaced resources in a specific namespace Role RoleBinding
(Role must be defined in each namespace)

BarnaHute Ha ponb kubectl get clusterrole system:discovery -0 yaml. BmecTo ykasaHus
obbekToB goctyna nponucarbl URL. MogobHbiM cnocobomM Takke MOXHO co3gaBaTb POSnn U



npefocTaBnsTb AOCTYN. TONbKO HEMHOMO U3MEHATCA AencTBua — get, post, patch. KoHeuHo,
ons aton ponu ectb binding — kubectl get clusterrolebinding system:discovery -o yaml.
MocmoTpuTe, 4TO B cnucke cybbekToB npussasku. Group system:authenticated n Group
system:unauthenticated. [Jaxxe HeaBTOPN30BaHHbLIN NOMNb30BaTENb MOXET NONYYNTb AOCTYM K
atum URL. Mpoeepebte curl -k https://<MASTER |IP>:8443/api. ClusterRole He 06s13aTensHO
npefocTaBnseT AOCTYN K pecypcam Knacrtepa, Takke MOXET onucblBaTb hamespaced pecypchl.
Hanpumep, kubectl get clusterrole view -o yaml. 3Ta knactepHas ponb Beget cebs no-pasHoMy
B 3aBMCUMOCTM OT npussasku. Nonpobynte BbinonHUTL M3 noga curl localhost:8001/api/v1/pods
unu curl localhost:8001/api/v1/namespaces/foo/pods. A Tenepb NpuBskuTe ponb kubectl create
clusterrolebinding view-test --clusterrole=view --serviceaccount=foo:default. Yto BbI nonyunte?
MonpobywnTte 3amennTb clusterrolebinding Ha rolebinding, kakon 6yget pesynerar?
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Service-
Account: Pods Pods
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AT,

Default

ServiceAccount
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Cluster-level is allowed to
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Allows getting, Pods,
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Endpoints,

ClusterRoleBinding: ClusterRole:

view-test view
ConfigMaps,
Mamespace: foo Mamespace: bar
P Service-
Rul_EBlnd'ng‘ Account: Pods Pods
view-test defailt
e e - L
------------------- wa .‘_‘_\
Allows getting, Pods, \
| ClusterRole: listing, watching |  Services, Default ServiceAccount in
view Endpoints, foo namespace is only allowed
ConfigMaps, to view pods in namespace foo,
Cluster-level resources despite using a ClusterRole

[Nones3Hble CCbINKU:
e Using RBAC authorization


https://kubernetes.io/docs/reference/access-authn-authz/rbac/

e Configure Service Accounts
e Service Accounts Admin
e Controlling Access to the Kubernetes API (official docs)
e Authenticating (official docs)
e Authorization Overview (official
e Using Admission Controllers (official docs)
e Securing the Configuration of Kubernetes Cluster Components
3apaHue:
1. CospgainTe cepBUCHbIN akkayHT sa-dp B namespace default.
2. CospgaiTte KnacTepHyto ponb cr-dp, koTopas byaeTt no3sonaTb co3aasaTb deployments.
3. TlMpueskute akkayHT sa-dp k ponu cr-dp B namespace default, ucnonoays rolebinding
sa-dp-cr-dp.
4. OTtnpaBbTe 3a4aHuNe Ha NPOBEPKY.


https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/reference/access-authn-authz/service-accounts-admin/
https://kubernetes.io/docs/reference/access-authn-authz/controlling-access
https://kubernetes.io/docs/reference/access-authn-authz/authentication/
https://kubernetes.io/docs/reference/access-authn-authz/authorization/
https://kubernetes.io/docs/reference/access-authn-authz/admission-controllers/
https://itnext.io/securing-the-configuration-of-kubernetes-cluster-components-c9004a1a32b3

