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PAM

Pluggable Authentication Modules
Habop moaynen ans ayteHTudomnkaumm nonb3oBaTenen

Mopaynun — /usr/lib/x86 _64-linux-gnu/security

Kondourn PAM - /etc/pam.d

KoHdonrn mogynen PAM — /etc/security
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KoHdur PAM (CentOS 7)

[root@localhost ~]# cat /etc/pam.d/sudo

auth include system—-auth
account include system—-auth
password include system—-auth
session optional pam keyinit.so
session include system—-auth
Tvn moayns ®nar Monynb

KOHTPOJ1IA

revoke

[MapameTpbl
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Tunbl Mmoaynew

auth — ayteHTUUKaUna nonb3oBaTens
account — NnpoBepka BO3MOXXHOCTM OOCTyNa K CEPBUCY
password — o6bHOBNEHNe MexaHn3amMma ayTeHTudurKkaLnm

session — JencTBuS Npun BXoade nosib3oBartesid B CUCTEMY
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Pnarv KoHTpoOnNs

required — ykasaHHbIM MOA4YJTb OOIMKEH yCNeLwHo oTpaboTaTb
OoCTasibHble MO4YNM ByAyT 3anyLlleHbl NPy Heyaade

requisite — ykasaHHbIN MOOYNb OOMMKEH YCNELWHO oTpaboTaTtb

OoCTasibHble MO4YyNn He DyAyT 3anyLleHbl Npu Heygadve
sufficient — ecnu ykasaHHbI MOayrb oTpaboTaeT ycrnewHo
BECb CepBUC DyOeT cunTaTbCs OOCTYMNHbIM
optional — pesynsrat Moaynsa He UMeET 3Ha4YeHUs

€CJIM OH HEe eUHCTBEHHbIU

include — nogknounTbL cogepXxumoe apyroro kKoHdura PAM
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sudoers

OcHoBHOWN hann — /etc/sudoers
[NononHunTtensHas kKoHdurypaums — /etc/sudoers.d/

%wheel  ALL=(ALL)  ALL

user ALL= NOPASSWD: /usr/bin/less
user ALL= NOEXEC: NOPASSWD: /usr/bin/less
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HectaHoapTHbIM NOPT

PermitRootLogin no
PasswordAuthentication no

[1ByxdpaKkTopHas ayTeHTupukayms

cnfdem
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iptables

OrpaHnymBaeT OOCTYMN Ha YPOBHE CETU
KoHurypaums coctouTt n3 Lenoyvek npasun

Ynpasnsietcss komaHgow iptables
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B cnepyrowen cepum

Namespaces N Cgroups
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