Scope. BapuaHTbl KOHPUTYpaLmu

Scope — CYHIHOCTbB, IIO3BOJIAIOIIAsA pa3srpaHUIUBATL OOCTYII. B keycloak HCIIOJIB3YCTCA NMPCUMYIIECCTBECHHO
SCOPEC Ha YPOBHE realm u 3aTeM OH 3aJIaeTCs KaK KIMCHTCKUI SCOPC Ha YPOBHEC KIIMCHTA.

Client scopes

Knuentckue SCOPES ONPCACIAOTCA U3HAYAJIBHO Ha YPOBHC Realm.

Lz Client Scopes
Client Scopes € Default Client Scopes
Realm Settings Q
Clients Name Protocol
«& Client Scopes address openid-connect
Roles emai openid-connect
gw openid-connect
Identity Providers
microprofile-jwt openid-connect
Jser atit ) .
User Federation offline_access openid-connect
Authentication phone openid-connect
profile openid-connect
role_list saml
Groups roles openid-connect
Users web-origins openid-connect

Sessions

HpI/I CO3aaHNH SCOPEC AOCTATOYHO 3a/]aTb HANMCHOBAHUC U TUII IIPOTOKOJIA:

Client Scopes » Add client scope

Add client scope

MName * € demo-scope
Description demo-scope
Protocol openid-connect ~

Display On Consent Screen m

Consent Screen Text

Include In Token Scope m

GUI order

Client scope mociie co3manus MOXKET ObITh YKa3aH, Kak Je(OJITHBIN, TOra OH OyAeT M00aBIATHCA B SCOPE
Ka)XI0T0 HOBOTO co3aaBaeMoro client mo ymonganuto. JInbo kak ONMIMOHANBHBIN, U TOT/Ia €r0 oTpedyeTcs
SIBHO YKa3bIBaTh B 3aPOCE JIJIS MTOTYICHHS.



Default Client Scopes

Client Scopes Default Client Scopes

Default Client Scopes Available Client Scopes
w
Add selected »
Optional Client Scopes Available Client Scopes

ow

Add selected »

Assigned Default Client Scopes
email
profile
role_list
roles
web-origins

« Remove selected

Assigned Optional Client Scopes
address
microprofile-jut
offline_access
phone

« Remove selected

I[J'IH OTACIIbHO KAXKI0I'0 KIIMCHTAa SCOPC MOXKET OBITH U3MEHEH:

Clients » client-app
) Client-app
Settings Credentials

Realm Settings

Clients Service Account Roles

Setup Evaluate

Client Scopes

Roles
Default Client Scopes

Identity Providers

User Federation

Authentication

Groups Optional Client Scopes

Users

Sessions

Client scope MmMO3BOJSIET CBSA3aTh UCIOIB3YEMBIH MPOTOKOJ, KIMEHTAa U JPYroi mapamerp, HarmpuMmep, 4epe3

mapper:

Roles Client Scopes

Permissions.

Available Client Scopes

W
web-origins

Add selected »
Available Client Scopes

W
web-origins

Add selected »

Mappers

Scope Revocation Sessions

Assigned Default Client Scopes

email
profile
roles

Remove selected

Assigned Optional Client Scapes
address
microprofile-jut
offline_access
phone

« Remove selected

Offline Access

Clustering



Client Scopes > phone Mappers > Create Protocol Mappers
Demo v

Create Protocol Mapper

Realm Settings Protocol

Clients Name

& Client Scopes

Mapper Type ‘ User Realm Role -

Roles

. . Realm Rol fi
Identity Providers eaim Role pretx

User Federation Multivalued m
Authentication Token Claim Name
Claim JSON Type Select One... v

Groups Add to ID token

Users

Add to access token
Sessions

Events Add to userinfo

Import

Cancel

Export

Role scope mappings

Taxxe mon scope B keycloak MokerT moapasymeBaTbCsi Ha0Op IOCTYIHBIX poyieii Ha KiueHrte. [lpu
BBIKITIOYEHHH (h1ara o mepegade BCero JOCTYITHOTO SCOPE, MOXKHO M30MPATEeIbHO HACTPOUTH HEOOXOIMMBII
scope, KOTOpPBIN CKJIajpIBaeTCs M3 poieid Ha ypoBHe Realm u m3 poueii clients, 3aperucTpipoBaHHBIX B
Keycloak.

IIpu coszmanum tokeHa gocryna OIDC wmmm SAML wHaGop posell moib30BaTesi CTAHOBUTCS HAOOpPOM
«pa3pelLICHU» BHYTPU TOKEHA. IIpUIIOKEHUS HUCIIONB3YIOT 3TH «pa3pelleHUs» Ul NMPUHATUSA PELIECHUN O
JOCTyIe K pecypcaMm, KOHTpojiupyembiM mpuiiokeHueM. Keycloak mnoanuceiBaeT TOKEHBI J0OCTyma
U(PPOBOK TOAMUCHIO, M TPHIOKEHHUS MOBTOPHO HCHOJB3YIOT WX Ui BbI3oBa 3amuiieHHbIXx REST-
cepBucoB. OAHAKO CYIIECTBYET PHUCK Kpakh TOKEHA. 3JIOYMBINIJICHHUK MOXET IOJIY4YUTh TOKEH U
UCIIOJIb30BaTh «pa3pelieHus» Uil B3iaoMa. UToObl MpenoTBpaTHTh 3Ty CUTYAIHIO, PEKOMEHIYETCS SIBHO
3amaBath HaOop posiel. O01acTh SCope OrpaHUYMBAET POJIH, OOBSIBICHHbIE BHYTpU TOKeHa noctyna. Korma
KIIMCHT 3allpalliiBaCT HNPOBCPKY IMOJJIMHHOCTU IOJb30BATC/IA, TOKCH AOOCTYyIIA, KOTOprfI OHU IOJYYaroT
3aTeM, COACPKUT TOJBKO OTPAaHUYCHHBIH HACTPOEHHBINM HAa0Op poJiel, KOTOphIe SBHO YKa3aHbI B SCOpeE
KJIMEHTa. B pe3ynbTaTe Bbl OrpaHHMUMBACTE Pa3pEeLICHUs KaXI0r0 OTACIBHOIO TOKEHA JIOCTYIa BMECTO TOTO,
YTOOBI MIPEIOCTABIIATH KIUEHTY AOCTYI KO BCEM pa3pelIeHUSIM M0JIb30BaTeNei.

Clients client-app
Demo v

) Client-app
Realm Settings Settings Credentials Roles Client Scopes Mappers Scope ¢ Revocation Sessions Offline Access
Service Account Roles Permissions

Clients

Client Scopes . .
client-app Scope Mappings
Roles
Identity Providers Full Scope Allowed OFF
User Federation
Realm Roles Available Roles Assigned Roles Effective Roles
offline_access
role
Uma_au:hcnza:lon

Authentication

Groups

Add selected » « Remove selected
Users

Sessions Client Roles gateway x | v

s Available Roles Assigned Roles Effective Roles

Import

Export

Add selected » « Remove selected




