Roles. BapuaHTbl KOHGUTYpaUum

Ponu n rpynmsl UMEIOT CXOKYIO 1I€JIb, KOTOPAsl 3aKI0YAETCs B IPEIOCTABICHNUH TI0JIb30BATENSAM JOCTYIA U
paszpemieHuii. [ pymsl - 3T0 HAOOP MOJIB30BaTENEH, K KOTOPBIM BBl IPUMEHSIETE PO U aTpruOyThl. Posn
OTIpEeIeNIAI0T KOHKPETHBIE pa3peleH sl IPUIOKEHUH U KOHTPOJIb A0CTyNa. POk 0OBIYHO PUMEHsETCS K
OJIHOMY THIIy Iosb30Barene. Hanpumep, opranusanys MOKeT BKIKOYATh POJIM aIMUHUCTPATOPA,
II0JIb30BATEINs, MEHEIKEpa U cOTpyIHUKA. [I[pritoskeHne MOKET Ha3HAUYNUTD PAa3peLIEHUs s POJIH, a 3aTEM
HA3HAYUTh HECKOJIBKUM I0JIb30BATENSIM 3Ty POJIb, UTOOBI I10JIH30BATEIN UMEIN OJJMHAKOBBIM JOCTYI U
paspeleHusl.

Roles

CymiecTByeT riodaibpHOe MpocTpaHcTBO uMeH s poneid (Roles Ha ypoBae Realms),

Realm Roles Default Roles

Realm Settings Q|| view all roles Add Role

Clients Role Name Composite Description Actions

Client Scopes offline_access False ${role_offline-access} Edit Delete
= Roles role True Edit Delete
uma_authorization False ${role_uma_authorization} Edit Delete

Identity

Providers

User Federation

st co3manus posii Ha YpOBHE BCErO MPOCTPAHCTBA, BBHIITOJIHUTE:
e Haxwmute kHONKY Jl00aBUTH POJIb.
e Bsenure Nms ponu.
e Bgeaure onmcanme.

e Haxmure kHONKy COXpaHUTh.

Roles Add Role

Add Role

Realm Settings * Role Name

Clients Description

Client Scopes

Roles

Identity Providers

User Federation E Cancel

Authentication

[Tosne ommcaHust MOKHO JIOKAaJIM30BaTh, YKa3aB MIEPEMEHHYIO MTOJICTAHOBKU CO cTpokamu $ {var-name}.
Jlokann30BaHHOE 3HAUEHUE HACTPAUBACTCS JJIsl TEMBI B (paiiimax CBOMCTB TeM.

Poau moxHO YCTaHABJIMUBATb KaK I[C(bOJ'ITHbIe.



Realm Roles Default Roles

Realm Settings

Realm Roles Available Roles Realm Default Roles
Clients compos offline_access
role
Client Scopes uma_authorization
= Roles
8 9 Add selected » « Remove selected
Identity Providers -
User Federation Client Roles client-app x
Available Roles Client Default Roles

Authentication
client-role

Groups

Users Add selected » « Remove selected

Sessions

Hcnonp3yiiTe poy o yMOIYaHHIO JUIsl aBTOMAaTHYECKOr0 Ha3HAYEHUs poJIeH 10JIb30BaTeNe uepes
HACTPOMKHU B Mappers MpH CO3JaHUH WX UMIIOPTE MOJIb30BATENs C IOMOIIBIO ITpoBaiaepa IDP.

Client roles

W ka1l KIMEHT TaKKe UMEET CBOE COOCTBEHHOE BBIZIEICHHOE MPOCTPAHCTBO UMEH, B KOTOPOM MOTYT
OBITh OIpENIETICHBI POIIH.

Clients » client-app

Demo
Client-app

Realm Settings Settings Credentials Roles Client Scopes Mappers
Clients Service Account Roles Permissions
Client Scopes

Q || view all roles
Roles

Role Name Composite

Identity Providers client-role False

User Federation

Authentication

IIpeoOpazoBaHue poy B KOMIIO3UTHYIO (CI0XKHYIO)

JTio6asi ponb ypoBHs Realm unu KnneHTa MOXeT CTaTb COCTABHOW POSbIO.

CocTaBHas posib - 3TO PoSib, C KOTOPOU CBSi3aHa OHA MIN HECKONbKO AONONHUTENbHLIX ponei. Korga coctaBHas
porb COMOCTABNAETCA NOMb30BaTENto, NONb30BaTerNb NoMy4YaeT PONn, CBA3aHHbIE C COCTABHOM POrbio. ATO
HacnefoBaHuWe SABNSETCA PEKYPCUMBHbLIM, NO3TOMY MOMb30BaTENM TAKKe HacneayoT Noboi cocTaB KOMMO3UTOB.
OpHako Mbl pEKOMEHAYeM He 3110ynoTpebnaTb COCTaBHbIMU POISMU.

HacTtponka KOMno3nTHon ponum
Bbibepute nyHKT Ponu B MeHto.
LLlenkHunTe ponb, KOTOPYIO Bbl XOTUTE NpeobpasoBaThb.

MepekntovnTe coctaBHble ponu B nonoxeHne BKI1.



Roles > role

Role

Details  Attributes  Permissions Users in Role

Realm Settings
Clients

Role Name
Client Scopes

Description

= Roles
Identity Providers
Jsel ati
User Federation 4
Authentication
Composite Roles on
ca

Groups
Users v Composite Roles

Sessions
RealmRoles  Available Roles Associated Roles
Events offline_access compos.
uma_authorization

LI
Export

Add selected Remove selected
Client Roles

Associated Roles

dlient-role

Add selected <Remove selected

Role scope mappings

Taxke mom scope B keycloak moxeTr mompa3zymeBaTbcsi HaOOp MOCTYIHBIX posield Ha kiueHrte. [lpum
BBIKJTIOUCHHUU iara o mepenadye BCero JAOCTYIMHOTO SCOpPE Ha KIMEHTE, MOXKHO H30MpaTelIbHO HACTPOUTH
HEOOXOJMMBIM SCOpe, KOTOpPBIM CiaapiBaeTcss W3 pojied Ha ypoBHe Realm wm w3 poneit clients,
3aperucTpupoBaHHBIX B Keycloak.

[Ipu coszmanum tokena pocryna OIDC wmmm SAML nHabGop poneil mosib30oBaTeNsi CTAaHOBUTCS HaOOpOM
«pa3peuieHuin» BHYTpU ToKeHa. [IpuioxeHus UCHOJb3YIOT 3TH «pa3pellieHus A NPUHATHS pelIeHui o
JOCTyIIE K pecypcaMm, KOHTpojiupyembIM mpuiiokeHueM. Keycloak mnoanuceiBaer TOKEHBI J0CTyma
U(PPOBON MOANUCHIO, M TMPHUIOKEHHUS MOBTOPHO HCHOJB3YIOT MX Ui BbI30Ba 3amuiieHHbIXx REST-
cepBucoB. OHAKO CYIIECTBYET PHUCK Kpakh TOKEHA. 3JIOYMBIIIJICHHUK MOXET IOJIY4YUTh TOKEH U
UCIIOJIb30BaTh «pa3pelieHus» Uil B3iaoMa. UToObl MpefnoTBpaTUTh 3Ty CUTYAlHI0, PEKOMEHIYETCs SIBHO
3amaBaTh HaOOp posieit. OOJacTh SCOpe OrpaHUYMBAET POJIM, OOBSBICHHBIE BHYTPH TOKeHa nocTyma. Korma
KJIMEHT 3alpamiuBacT NPOBEPKY IMOJUIMHHOCTH I0JIb30BATENsl, TOKEH JIOCTYyNa, KOTOPBHIA OHHM MOJIY4aroT
3aTeM, COAEPKHUT TOJbKO OIpAaHUYEHHBIM HACTPOEHHBIH HAaOOp poJiel, KOTOphIE SIBHO yKa3aHbl B ScCOpe
KJIMeHTa. B pe3ysibTare Bbl OrpaHUYMBaETe pa3pelieHus Kax/10ro OTIeIbHOr0 TOKeHa JOCTyIa BMECTO TOTO,
YTOOBI IIPEIOCTABIIATH KJIMEHTY AOCTYII KO BCEM pa3pelICHUSIM M10JIb30BaTeNei.

Clients client-app
Demo v

) Client-app
Realm Settings Settings Credentials Roles Client Scopes Mappers Scope ¢ Revocation Sessions Offline Access
Service Account Roles Permissions

Clients

Client Scopes

client-app Scope Mappings

Roles
Identity Providers Full Scope Allowed OFF
User Federation
Realm Roles Available Roles Assigned Roles Effective Roles

Authentication
offline_access

role
uma_authorization

Groups

Users Add selected « Remove selected

Sessions Client Roles gateway x (v

s Available Roles Assigned Roles Effective Roles

Import

Export

Add selected « Remove selected




