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YTO TAKOE DHCP

DHCP (Dynamic Host Configuration Protocol) — npuknagHoW NnpoTOKON, NO3BONAIOLLNM
ceTeBbIM YCTPOMCTBAM aBTOMAaTHUYECKM nony4vaTb |IP-aapeca n apyrne napameTpsi,
Heobxoaumbie ana pabotbl B cetn TCP/IP

® PaboTtaeTt no moaenu KaneHT-cepsep

® Wcnonb3yeTcsa TONbKO B AOBEPEHHbIX CETAX

® PaboTaeT B 04HOM LUMPOKOBELLATE/IbHOM IOMEHE

® RFC1531
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DORA

DHCP knueHr DHCP cepsep
DHCPDISCOVER MHe Hy)XeH appec
_—
Broadcast
A DHCP cepsep DHCP1, a mory npeanoXXuTtb 3TOT agpec DHCPOFFER
.—
Unicast
DHCPREQUEST A npuHumaio 31oT IP appec
S ————
Broadcast

Al noaTBEp}KAal0 NPUHATHE DHCPPACK

A ————————————————————————————————————————————————————————————————————————————————— .
Unicast



DORA

* Discovery
sre-mac——<client>, dst-mac=<broadcast>, protocol=udp,

src-ip=0.0.0.0:68, dst-ip=255.255.255.255:67

Offer

src—-mac=<DHCP-server>, dst-mac=<broadcast>, protocol=udp, src-
cp==BHEP—cerycr > 6 N dcte=H =78 00 25l 568 55 6

*  Request
src—-mac=<client>, dst-mac=<broadcast>, protocol=udp,
s e =i =00 Cl s =T Hh=r 5B S ol 2o Ao it

* Acknowledgement
src-mac=<DHCP-server>, dst—-mac=<broadcast>, protocol=udp, src-
o= BHEP=seryel 6 s E=Tn =1 59l 6 S o BN e (6
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gl OCOBbIE DHCP COOBLLEHUA

DHCPNAK

DHCPRELEASE

DHCPINFORM

- OTNPABAAETCA CepBEPOM BMECTO OKOHYATE/NIbHOIro NOoATBEPXKAEHUA. TaKoU
OTKa3 MOXeT ObITb OTNPaB/IEH KAUEHTY, ecn apeHaa 3anpawmsaemoro |P
MCTEKNa NN KNIUEHT nepewien B HOBYO NOACETb

- KIMEeHT OTnpasaseT 3To coobuieHmne, 4yTobbl yBEAOMUTL CEPBEP
06 ocB0bOOXKAEHMM 3aHMMaemoro |IP. 3To 4ocpoYHOEe OKOHYaHUe apeHdbl

- 3TUM COObLLEHMEM KZIMEHT 3anpallMBaET y cepBepa JIOKa/ibHble HACTPOUKM.
OTnpaBnaeTcs, Koraa KAUeHT yxKe nonyuun IP, Ho ana npasuabHoU paboThbl
emy TpebyeTtca KoHPUrypauma cetn. Cepsep MHPOPMUPYET KAUEHTA
OTBETHbIM COODLWEHMEM C YKa3aHUEM BCEX 3aNpPOLLEHHbIX OMNMLUM
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gl DHCP CLIENT IDENTIFICATION

DHCP-cepBep moXXeT OTCNneXmnBaTb accoLmaymio apeHabl C KOHKPEeTHbIM
KIMEHTOM Ha OCHOBE naeHTUdUKauuun

UpeHTndukauma moxxert 6biTb AOCTUTHYTaA ABYMA cnocobamu:
® OcHoBaHa Ha “caller-id” option (dhcp-client-identifier from RFC2132)

® Ha ocHoBe MAC-agpeca, ecnmn napametp «caller-id» He yka3aH



- DHCP CLIENT IDENTIFICATION

MHPopmaLuma 06 apeHA0BaHHbIX agpecax XpaHUTCA B

root@nsk-rt0l:~# cat /var/lib/dhcp/dhcpd.leases
# The format of this file is documented in the dhcpd.leases(5) manual page.
# This lease file was written by isc-dhcp-4.4.1

# authoring-byte-order entry 1s generated, DO NOT DELETE
authoring-byte-order little-endian;

lease 172.31.8.201 {
starts 0 2022/08/21 11:59:03;
ends 0 2022/08/21 12:09:03;
tstp 0 2022/08/21 12:09:03;
cltt 0 2022/08/21 11:59:03;
binding state free;
hardware ethernet 50:00:00:04:00:01;
}
lease 172.31.8.203 {
starts 5 2022/09/09 15:30:15;
ends 5 2022/09/09 15:40:15;
cltt 5 2022/09/09 15:30:15;
binding state active;
next binding state free;
rewind binding state free;
hardware ethernet 00:50:79:66:68:06;
uid "\001\000Py£fh\006";
client-hostname "VPCS";
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gl DHCP LEASE TIME

DHCP-cepBep MOXeT OoTC1eXXnBaTb accoumalumio apeHabl C KOHKPETHbIM K/IMEeHTOM
Ha OCHOBe uaeHTuduKauum

UpeHTUDUKaLUA MmoXKeT bbITb AOCTUTHYTA ABYMA cnocobamu:
® OcHoBaHa Ha “caller-id” option (dhcp-client-identifier from RFC2132)

® Ha ocHoBe MAC-agpeca, echmn napametp «caller-id» He yKa3aH
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- DHCP options

[nAa paboTbl B CETU KNNEHTY TpebyeTtca He TonbKo IP, HO u apyrne napametpbl DHCP
— Hanpumep, MacKa noaceTu, W3 N0 YMOAYAHUIO N agpec cepBepa

Onunn npeacTaBnAOT COOOM NPOHYMEPOBAHHbIE MYHKTbI, CTPOKU AaHHbIX, KOTOPbIe
cogeprkaT Heobxoaumble KNMEHTY cepBepa NapameTpbl KOHPUTrypaLmm




- DHCP options

Adaanm onnUcaHUA HEKOTOPbIM ONLUMUAM:

* Option 1 — macka noacetu IP

* Option 3 — oCHOBHOM W03

*  Option 6 — agpec cepsepa DNS (ocHOBHOM 1 pe3epBHbIN)

* Option 51 — onpepaensiet, Ha KaKOW CPOK IP-aapec npeaocTaBAAETCA B apeHay KANEHTY

*  Option 55 — cnncok 3anpawmnBaemsbix onumnn. KaneHT Bcerga 3anpalimBaeT onumm ana npaBuibHOM
KoOHurypaummn. Otnpasnas coobueHune ¢ Option 55, KAneHT BbICTaBNAAET CMUCOK 3anpallnBaEMbIX
YMCNOBbIX KOAOB onunn B nopagke npeanoyteHnsa. DHCP-cepBep cTapaeTca oTNPaBUTb OTBET C
ONUMAMKM B TOM XKe nopagke



