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01

Address Resolution Protocol

03

PaboTaeT AHaMMNYECKU

02

ARP obbveauHset IP-agpec
KnueHTa (Layer3) c MAC-
agpecom (Layer2)ARP

04

MOXXHO TaKXe HaCTpouTb
BPYYHYIO



MHe HYXXHO OTNPaBUTb MHPOPMaLUIO

Ha agpec 192.168..7 Ho y mensa ectb Tonbko IP-

agpec. A He 3Hato MAC-aapec ycTponcTBa,
koTopomy npucsoeH 7ot IP-agpec.

.

00000

.

=
192.168.15

132.168.1.6

=
192688

132.168.1.7

Ecnu agpec cetn (network address)
agpeca HasHa4yeHusA (dst address)
paBHa agpecy cetn (network address)
NCTOYHMKa (src address), nocbinan
WupoKosew,amesbHbIl 3anpoc



ARP B TOKAJZIbHOU CETMU

Ecnn appec cetn (network address) agpeca Ha3HaueHua (dst address) paBHa agpecy cetu
(network address) nctounmnka (src address), nocbinan wupokosew,amesnsHsil 3ar1poc
ANA NoNyYyeHna mac-agpeca HasHadyeHua (dst mac-address)

192.0.2.254/24 = 192.0.2.1/24 => wunpoKoBeLlaTeNbHbl 3anpoc “KTo ectb 192.0.2.1”

ARP 3anpoc
50:00:01:02:00:01 (SRC MAQC) > ff-ff:ff.ff.ff.ff (DST MAC), ethertype ARP (0x0806): Ethernet (len 6), IPv4 (len 4),
Request who-has 192.0.2.254 tell 192.0.2.1

ARP otBert
50:00:00:01:00:00 (SRC MAC) > 50:00:01:02:00:01 (DST MAC), ethertype ARP (0x0806):
Ethernet (len 6), IPv4 (len 4), Reply 192.0.2.254 is-at 50:00:00:01:00:00



- ARP C YOANEHHOM CETbIO

Ecnun appec cetn (network address) agpeca Ha3HauyeHUn (dst address) He paBeH Ha agpecy ceTu
(network address) agpeca nctounumka (src address), To mbl omrnpasagaem nakemeol Hawemy w3y —
TO eCTb NOACTaB/IAEM B 3aronioBku Kagpos MAC-agpec Hawero wnk3a

192.0.2.254/24 1= 192.0.0.254/24 => otnpasnsem nakeTbl wato3y 192.0.2.1

Echu He 3Haem MAC-agpec wnto3a
192.0.2.254/24 = 192.0.2.1/24 => wmnpoKoselaTenbHblin ARP 3anpoc “"kto ectb 192.0.2.1”



IP-appec HazHaueHus

UCcTOUYHUK

— 00-0A

132.168.1.110

MAC-agpec
Ha3Ha4YeHwuA

00-08

A

dannosbin
cepBep

y

—
HasHaueHue

- e —E =)

192.168.1.a0
MAC-agpec IP-appec IP-appec
MCTOYHMKA MCTOYHMKA Ha3HaYeHus
00-0A (92.168.1.110 [92.168.1.50

YposeHb J: [P-naker



- ARP

IP-appec HasHayeHuA

dannosbin
cepsep

i

UcTOYHMK

C ynaneHHoi cetbto paktnyeckmn Het ARP 3anpocos u
OTBETOB.

Kapgpsbl otnpasnatotca Ha MAC-agpeca Hawero waro3a.
Ecaun mbl He 3Haem MAC-appec wntosa -

1o Toraa nocbinaerca ARP-3anpoc Ha IP-appec wntosa.

NIC —

MAC-agpec
Ha3Ha4yeHunA

00-0C

NIC

O00000

MAC-agpec
MCTOYHMKA

00-0A

NIC — NC
Ha3HayeHue

IP-appec IP-appec
MCTOYHMKA Ha3HaYeHus

192.168.1.110 [72.16.1.99

YposeHsb J: IP-naker



ARParp —n n ip -4 neighbor

MpocmoTtp ARP Tabauny n uenouek
arp -n

[root@ubuntu22-server:~# arp -n

Address HWtype HWaddress Flags Mask
8.8.4.4 (incomplete)

192.0.2.2 (incomplete)

192.0.2.1 ether 50:00:01:02:00:01 C

8.8.8.8 (incomplete)

MpocmoTtp ARP Tabnuny n uenouek
ip -4 neighbor

[root@ubuntu22-server:~# ip -4 neighbor
8.8.4.4 dev ens5 FAILED
192.0.2.2 dev ens3 FAILED

Iface
enss
ens3
ens3
ens5

192.0.2.1 dev ens3 lladdr 50:00:01:02:00:01 REACHABLE

8.8.8.8 dev ens5 FAILED



- ip -4 neighbor npo6asneHune

ip -4 neighbour add 192.0.2.1 lladdr 50:00:01:02:00:01 dev ens3

ip -4 neighbour change 192.0.2.1 lladdr 50:00:01:02:00:01 dev ens3

root@ubuntu22-server:~# ip -4 n
.0.2.4 dev ens3 lladdr 50:00:01:02:00:32 PERMANENT
.4.4 dev ens5
.0.2.2 dev ens3 FAILED
.0.2.1 dev ens3 lladdr 50:00:01:02:00:01 PERMANENT
.8.8 dev ens5

192
8.8
192
192
8.8

arping

[root@ubuntu22-server:~# arping 192.0.2.1
ARPING 192.0.2.1

60
60
60
60
60

60
e

bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from

50:
50:
50:
50:
50:
50:

INCOMPLETE

FAILED

00:01:02:00:01
00:01:02:00:01
00:01:02:00:01
00:01:02:00:01
00:01:02:00:01
00:01:02:00:01

(192.0.
(192.
(192.
(192.
(192.
(192.

(=B = B« i < I
ol & & 8l »

24
sk}
- 1)
23 5 1
o1 )8
ol )2

NNNNN

Ly3

index=0
index=1
index=2
index=3
index=4
index=5

time=3.
time=1.
time=4.
time=2.
time=1.
time=2.

765
904
274
187
501
161

msec
msec
msec
msec
msec
msec



arping

— YyTUAUTa Ana obHapyXeHnAa XOCTOB B KOMMNbIOTEPHOM CeTH

OYHKLMOHUPYET aHANIOTNYHO YTUAUTE Ping, HO, B OT/INYME OT Heé, nocbinaet/nonyyaet He ICMP-3anpocbi/oTBETbI,
a ARP-3anpocbi/oTBeTbl

— HauMMeHOoBaHMe CeTeBOro MHTepdelica, Yepes KoTopbin byayT oTnpaBaeHbl ARP-nakeTbl

[root@ubuntu22-server:~# arping 192.0.2.1 -i ens3

ARPING 192.0.2.1

60 bytes from 50:00:01:02:00:01 (192.0.2.1): index=0 time=1.599 msec
60 bytes from 50:00:01:02:00:01 (192.0.2.1): index=1 time=1.613 msec
60 bytes from 50:00:01:02:00:01 (192.0.2.1): index=2 time=1.810 msec
60 bytes from 50:00:01:02:00:01 (192.0.2.1): index=3 time=1.944 msec
60 bytes from 50:00:01:02:00:01 (192.0.2.1): index=4 time=2.000 msec
NE

--- 192.0.2.1 statistics ---



arpscan

Arp-scan yTMamTa KOMaHAHOM CTPOKM KOTOPAA MOCbI/IaeT arp 3anpochkl NOAy4YaeT arp OTBETbl OT YCTPOMCTB
MoaxoauT ANA NOMCKa YCTPOMCTB B IOKA/IbHOM CETU

apt install arp-scan

arp-scan --interface=ethO0 localnet

arp-scan --interface=eth0 192.168.0.0/24

[root@ubuntu22-server:~# arp-scan --interface=ens3 192.0.2.0/24

Interface: ens3, type: EN10MB, MAC: 50:00:00:01:00:00, IPv4: 192.0.2.254
Starting arp-scan 1.9.7 with 256 hosts (https://github.com/royhills/arp-scan)
192.0.2.1 50:00:01:02:00:01 (Unknown)

3 packets received by filter, 0 packets dropped by kernel
Ending arp-scan 1.9.7: 256 hosts scanned in 2.026 seconds (126.36 hosts/sec). 1 responded
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- NDP - Neighbor Discovery Protocol

01

3ameHa ana ARP B IPv4

03

ObHapyXunBaeT gpyrme
YCTPOWCTBA HAa INHKEe

02

Ncnonbsyet ICMPV6
N MYNIbTUKACT

04

OTcnexkusaet AOCTYNHOCTb



NDP - Neighbor Discovery Protocol

NDP ucnonbsyet 5 pasnauuyHbix Tunos ICMPv6 nakeTos:

Tun 133 — Router solicitation — 3anpoc mapwpyTtrsatopa
Tun 134 — Router advertisement — aHOHC mapLpyTM3aTopa
Tun 135 — Neighbor solicitation —3anpoc coceaen

Tun 136 — Neighbor advertisement — aHOHC OT cocegen

Tun 137 — Redirect — nepeagpecauus




- NDP - Neighbor Discovery Protocol

Neighbor Discovery ucnonb3yet HeCKONIbKO pa3/InuHbIX cneuymanbHbix mulicast
aApecoB, BKAKOYanA:

Link-local scope address ana sBcex y3nos — FF02::1 (multicast)

Link-local scope address to ana Bcex mapwpytusatopos — FF02::2 (multicast)

N ppyrue, 6onblue nudopmaumm B https://www.iana.org/assignments/ipv6-

multicast-addresses/ipv6-multicast-addresses.xhtml

[root@ubuntu22-server:~# ping £f02::1%ens3
PING ff02::1%ens3(£f£f02::1%ens3) 56 data bytes

64
64
64
64
64
64

bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from

fe80::
fe80::
feB80::
feB80::
feB0::
fe80::

5200:
5200:
5200:
5200:
5200:
5200:

ff:fe0l:0%ens3: icmp_seqg=1 ttl=64 time=0.091
1ff:fe02:1%ens3: icmp _seq=1 ttl=64 time=3.22
ff:fe0l:0%ens3: icmp seqg=2 ttl=64 time=0.083
1ff:fe02:1%ens3: icmp_seqg=2 ttl=64 time=2.49
ff:fe0l:0%ens3: icmp_seqg=3 ttl=64 time=0.072
1ff:fe02:1%ens3: icmp seqg=3 ttl=64 time=2.59

ms
ms
ms
ms
ms
ms


http://www.iana.org/assignments/ipv6-multicast-addresses/ipv6-multicast-addresses.xhtml

- ICMPV6

ICMPV6 aBnaeTca HeoTbemaemou Yactbiro IPv6:

Ncnonb3yeTtca ansa coobueHuna o6 owmnbKax, BO3HMKaoWwmx npu obpaboTke nakeTos,
N ANA BbINOAHEHUA APYIUX PYHKLUMM, TAKUX KaK ANATHOCTUKA

CywecTByeT 2 TMna coobuweHunin ICMPv6 — owmnbku (error - Tunbl 0-127) n nHpopmauums
(information Tunbl 128-255)



- Neighbor Solicitation

Y3/1bl BbINO/IHAIOT pa3peLleHne aapecos nyTemM MHOroazpecHom paccbinkum (multicast)
Neighbor Solicitation, kotopbit npocuT LeneBolt y3en BepHyTb CBOM aapec KaHaIbHOro
yposHsa (MAC)

Y106bI YOEAUTLCA, UTO COCen, BCe elle A0CTYneH

Llenesoii y3en Bo3spallaeT cBo aapec kaHanbHoro yposHa (MAC)
B ogHoaapecHom coobuieHmn (unicast) Neighbor Advertisement



- Neighbor Solicitation

OAHOM Napbl NaKeTOB 3aNpoc-0TBET AOCTAaTOYHO A8 060MX, YTO6bI paspeLnTb agpeca
kaHanbHoro yposHa (MAC) apyr apyra

Neighbor Solicitation Takxke ncnonbsyetca ana Duplicate Address Detection
(DAD - oBbHapyskeHMe aybanpytowmxca aapecos)



- Neighbor Solicitation

/ Neighbor Solicitation \
- DEST MAC: 3333.FFCC.CCCE

DEST IP: FFOZ::FFCC:CCCE

TARGET: FEBD::20C:CCFFFECC:COCE

LINK LAYER ADDRESS:000A.AAAA.AAA MAC: 000D.DDDD.DDDD
VAL DOOA AAAAAAAA \ / Link-local: FERD::200:DDFF:FEDD:DDDD
Link-local: FEB0::20A:AFF-FEAA:AAA ‘ l_EIEIEIEIEIE_Il
_l 2001:1234:AB:./64

»
>

h=‘d

MAC: 000B.5BB.BBEB MAC: 000C.CCCC.CCCE
Link-local: FE80::208:BBFF-FEBE:BBEB Link-local: FERD::20C.COFFFECC:COCE




Neighbor Solicitation

Source:

aZpec, Ha3HAa4YeHHbIN Ha UHTepPdENCe, C KOTOPOro OTNPABAAETCA coobLleHne, nnum

(8 npouecca DAD) unspecified address

Destination:

[rootfubontu2-sarver:~# topdonp -1 ans3 -p ipf -i -@
topdump: verbose outpot scppressed,
listening on ens3, link-type EN1OMB

10:45126,883308
10345126, 086245
L0:45127,42606%
10:45:32,482068
10:45133.5060%3
10:45134.53004¢

solicited-node multicast address nau

LeneBon agpec

50:00:00:01400:00
50:00:01402100101
50:00:00:01:00:00
50:00:00:01:00:00
50:00:00:01:00100
50:00:00:01:00:00

& backets cantured

ethertype
ethertype
ethortype
wthertype
wthnctype
sthertypn

+ for full protocol decode

(Ethernet), snzpshot length 2462144 bytes
331331 ££1 00400100,
$0:00:00:01:00:00,
50:00:00:01:00:00,
50:00:00:03:00:00,
50:00:00:01:00:00,
50:00:00:01:00:00,

IPVE
1Pve
IPvé
Py
e
iPvé

langth
length
length
Llangth
Llength
langth

861
LS
LLE
LT
LY
N6:

foB0r15200:2f1te01 el > 22021114 £L£00:01 ICMPE, neighbor soligitation, who has 220%:14000¢4:1£20011, len;
2a091 4800143220015 >
{e90::5200:££:f00110
fe80::5200:4%:elis0

tebBi15200:fL1£001:01 ICMPG, neigbbor advertisesent, tgt is 2a05:4800:41820022,
> fel01:5200:28:£001:0¢ ICHPH, neighbor advertisement, tgt in 2a05:4000:¢4:2200;
> f080::5200:£€: 80110 ICHPG, neighbor selicitation, vho han fel0::5300:£€:¢8e0
> foR0::5200:£€: 000110z ICHPE, nelghbor solicitation, who haw feB0::S5700:££:0e0
> fe80::5200:£0:0f001:0: ICHPE, neighbor sclicitation, who han feBl::5300:ff:feD



- Solicited-node multicast

Solicited-node multicast agpec sbluncnsetca ns unicast v anycast agpecos xocTa.
Y scex agpecos ognHakosbit npedukc FFIZ:FFD0:0/104. K ykasaHHomy npedukcy pobasnatotca 24 low-order
6uta agpeca (unicast unm anycast), 8 pesynsraTe solicited-node multicast agpec moxkeT 6bITb B AMana3oHe oT

FFO2:0:0:0:0:1:FF00:0000 po FFOZ.0:0:0:0:1:FFFF-FRFF

XOCT ALONXEH BbIYMCANTL U NPUCOeanHUTLCA (Ha cooTBeTCTBYIOWEM NHTepdeiice) Ko Bcem salicited-node
multicast agpecam, nosy4eHHbIX U3 BCex unicast v anycast aApecos, KOTOpble HAaCTPOEHbl Ha HTepdeicax
xocTa (Bpy4Hyo nnm aBTomaTMyecKm)

Solicited-node multicast agpeca ncnonb3sytotea npotokonom obHapyxeHua cocegen — Neighbor Discovery (ND nam

NOF)

root@ubuntu22-server:~# ndiscé -1 2a05:4800:4:£200:: ens3
Soliciting 2a05:4800:4:£200:: (2a05:4800:4:£200::) on ens3...
Target link-layer address: 50:00:01:02:00:01

from 2a05:4800:4:£200::



- Neighbor Advertisement

OTtBeT Ha coobeHume Neighbor Solicitation

node Take moxkeT otnpasuTb unsolicited (6e3 3anpoca) Neighbor Advertisements ana 6bicTporo pacnpoctpaHeHmsa HOBOWM

nHdopmaumm (unreliably)
Hanpumep, ana aHoHcnposaHua nameHeHus link-layer appeca (MAC)

(root@ubuntu22-server:~# ndiscé -1 2a05:4800:4:£200:: ens3
Soliciting 2a05:4800:4:£200:: (2a05:4800:4:£200::) on ens3...
Target link-layer address: 50:00:01:02:00:01

from 2a05:4800:4:£200::



- Neighbor Advertisement

/ Neighbor Advertisement \
- DEST MAC: OODA.DAAA.DAAA

DEST IP: FEBD::20A:AFF-FEAA:AAA

TARGET: FEBD::20C:CCFFFECC:COCE

LINK LAYER ADDRESS:000C.CCCC.CCCE MAC: 000D.DDDD.DDDD
MAC: D0OC.CCCL.CCEE \ / Link-local: FERD::200:DOFF:FEDD:DDDD
Link-local: FE80::20C:COFF:FECC:COLE ‘ (oooooo)
_l 2001:1234:A:8-/64

_ — f e |

MAC: 000B.BB8.658B MAC: ODOA.AAAA.AAAA
Link-local: FERD::208:BBFF-FEBR:BBEB Link-local: FEBD::Z0A:AFF-FEAA:AAA



- Neighbor Advertisement

Source:

aZpec, Ha3HayYeHHbIN Ha UHTepdelice, C KOTOPOro oTnpaBaseTca coobueHme

Destination:
Source Address otnpasutens Neighbor Solicitation
Nnu

all-nodes multicast address

(root@ubuntu22-server:~# ndiscé -1 2a05:4800:4:£f200:: ens3
Soliciting 2a05:4800:4:£200:: (2a05:4800:4:£200::) on ens3...
Target link-layer address: 50:00:01:02:00:01

from 2a05:4800:4:£200::
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- ICMPv4

01

Internet Control Message Protocol RFC
792 950

03

Mcnonb3yeTca ana nepenaydmn
coobuweHnin ob ownbkrax
N APYIrUX UCKAHOUYNTENbHbBIX CUTYaLMAX

02

Asnaerca HeoTbemaemom yactboio IP

n obs3aTeneH Npm peanunsalmmn cTeka
TCP/IP

04

[MpoToKon IP HKancynupyet
cooTtBeTtcTBytouee ICMP-cooblieHune
C HOBbIM 3aronoBKom IP 1



- ICMPv6

01

Heotbemnemas yactb IPv6 RFC 4443

03

CoobuweHunsa o6 ownbrax 0-127
N NHPOPMALIMOHHbIE COOBLLLEHUA
128-255

02

NUcnonblyet ICMPV6 1 mynbTuKacT

04

ICMPVv6-coobLeHnA MHKaNCyAUPOBaHbI
B nakeTbl IPv6 c nonem Next Header,
YCTAaHOB/IEHHbIM B 58



- ICMPv4 ICMPvV6

lpy4 Protocol field =1

| IPvé

Ipy4 Header ICMF ICMP Data
Header

(20-30 Bytes) (4 Bytes)

lpyG Aext /‘/Eﬁde/"\ﬁild = a8 IPVvE

|pvb

Ipy Header Extension ICMF ICMP Data
Headers Header
(If Present)

(40 Bytes) (varies) (4 Bytes)



- ICMPvV6

I 4 B (2 [§ 200 24 28 aZ
| |
|dentifier Sequence Number

= Option Data




