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Ié} Uto Bygem genatb:

Y3Haem best practice no pabote ¢ Docker

Y3HaeM Kak genartb He HYXXHO

[TopaboTaem caMmoCTOATENBHO

cni@pm



O> Uero mMbl XoTUM?

CkopocTu (cbopku 1, Kak creacremne, penmsa)

be3onacHOCTU N KOHTPONS

YpnobcTtBa paboTbl 1 NPO3payvyHOCTH
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:C}} Yckopsaemcs...

TwoHUHr Dockerfile

.dockerignore
Pa3mep obpasa

KelunpoBaHue

Multi-stage cbopka
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image: docker:19.03.1

services:
- docker:19.03.1-dind

variables:
# UseTLShttps://docs.gitlab.com/ee/ci/docker/using_docker_build.html#tls-enabled

DOCKER HOST:tcp://docker:2376
DOCKER TLS CERTDR: "/certs"

before_script:
- dockerlogin -u $Cl_REGISTRY_USER-p $Cl REGISTRY_PASSWORD$

build:
stage: build

script:

docker pull $CI_REGISTRY_IMAGE:latest | | true

docker build --cache-from $CI_REGISTRY_IMAGE:latest --tag $CI_REGISTRY_IMAGE:$C| COMMIT_SHA --tag $CI_REGISTRY_IMAGE:latest .
docker push $Cl_REGISTRY_IMAGE:$CI_COMMIT_SHA

docker push $CI_REGISTRY_IMAGE:latest
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FROM golang:1.11-alpine ASbuild

#lInstall tools required for project
# Run ‘docker build —no-cache .’ to update dependencies

RUN apk add --no-cache git

RUN goget github.com/golang/dep/cmd/dep

#List project dependencies with Gopkg.toml and Gopkg.lock
# These layers are only re-built whenGopkgfiles are updated

QOPY Gopkg.lock Gopkg.toml/go/src/project/
WORKDR /go/src/project/
#lInstall library dependencies

RUN dep ensure —vendor-only

# Copythe entire project andbuild it
# This layer is rebuilt whenafile changesin the project directory

QOPY . /gol/src/project/
RUN gobuild —o /bin/project

# This results in asingle layer image
FROM scratch
QOPY --from=build /bin/project /bin project

P

ENTRYPOINT[“/bin/project”] <

QVD[“--help”] < C"EPM




O¢ YcunmBaem KOHTPOSb U
be3onacHOCTb

He ncnonb3syem latest!
YkasbiBaeM siBHble Bepcum 10

1 npouecc — 1 KOHTEeNHep
The Twelve-factor App

MeTpuKkun 1 Norv NpunoXxeHus

HacTponka npunoxeHusa yepes env

Resource management
MwuHUMYM NpuBunernin npouecca B KOHTenHepe (mount, host network, root..)

CBou 6a30BbIV 06pas || TecTM 0bpasbl Ha ysa3smMocTy (https://snyk.io ) anpM
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CKONbKO BCEro yA3BMMOCTEN HALLAU B
nonynsapHbiX obpasax ¢ Docker Hub?

(D Start presenting to display the poll results on this slide.
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Audience Q&A Session

(D Start presenting to display the audience questions on this slide.
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