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O> N3onauma He ngeanbsHa

KoHTenHepbl BCEé paBHO UCMOMbL3YIOT
oowume pecypcbl, TOPON KOCBEHHO:

dentry

inodes

npyrvie

KpyTas aeTeKTMBHas UCTOPUS:
https://sysdig.com/blog/container-isolation-
gone-wrong/
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KpuTnyeckne ysa3BMMOCTU HAXOASaT Yallle, YEM Bbl
oymaeTte
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O? Ya3BMMoCTU

Vulnerability Details : CVE-2019-5736

runc through 1.0-rcé, as used in Docker before 18.09.2 and other products, allows attackers to overwrite the host runc binary (and consequently obtain host root access) by
leveraging the ability to execute a command as root within one of these types of containers: (1) a new container with an attacker-controlled image, or {(2) an existing
container, to which the attacker previously had write access, that can be attached with docker exec. This occurs because of file-descriptor mishandling, related to
[proc/selffexe.

Publish Date : 2019-02-11 Last Update Date : 2013-05-03

Collapse All Expand All  Select Select&Copy Scroll To Comments External Links
Search Twitter Search YouTube Search Google

- CVSS Scores & Vulnerability Types

CVSS Score -

Confidentiality Impact Complete (There is total information disclosure, resulting in all system files being revealed.)

Integrity Impact Complete (There is a total compromise of system integrity. There is a complete loss of system protection, resulting in the entire system being
compromised.)

Availability Impact Complete (There is a total shutdown of the affected resource. The attacker can render the resource completely unavailable.)

Access Complexity Medium (The access conditions are somewhat specialized. Some preconditions must be satistified to exploit)

Authentication Mot required {Authentication is not required to exploit the vulnerability.)

Gained Access None

Vulnerability Type(s) Execute Code

CWE ID 216

https://www.stackrox.com/post/2019/02/the-runc-vulnerability-a-deep-dive-on-protecting-yourself/ C HEPM
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O> YassumocTu. YTo xe genatb?

O6HoBnATbLCA!
He ncnonb3oBaTb UID 0 (root) B kOHTENHEpPaAX
He nonb3oBaTbcs obpasamm, KOTOPbIM Bbl HE JOBEpSETE

Ncnonb3oBaTb cTaTUYECKME U AUHAMUYECKMNE aHannM3aTopbl

ff‘ m

cni@pm



O;' YassumocTtn. ObHoBNATLCS!

Updating Software

[
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Kak yacto obHoBAngeTe [107?

(D Start presenting to display the poll results on this slide.
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:C}} YaspumocTtu. Root.

Ctapaemcs He ucnonb3oBaTb ROOt B KOHTEMHEpPAX
OH no4Tn HMKoraa He HyXXeH

JTO He CITOXHO

Bawun KoHTenHepbl 6yayT pabotatb B openshift!
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O> YazpmumocTtun. Root. MeHaem nonb3oBartensd

FROM ubuntu

RUN mkdir /app

RUN groupadd -r user && useradd -r -s /bin/false -g user
user

WORKDIR /app

COPY. /app

RUN chown -R user:user /app

USER user

CMD node index.js
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| They're the same picture.
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Cwmotpum Dockerfile
Cobunpaem camu 13 penosntopus
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Lo Vulnerabilities in official container images

@ 2018 ® 2019
580
= 85 83
72
55 47 50 47 50
30
l 0

node postgres nginx httpd mongo mysql couchbase memcached redis ubuntu
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CTtaTtnyeckue

clair
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CtaTtunyeckne [nHamun4yeckune
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Bcé BmecTe
(HO nnaTHoO)

CtaTtunyeckne [nHamun4yeckune

@ clair
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:O} YA3BUMOCTU. JINHTEpPLI

Using latest is prone to errors if the image will ever update. Pin the wversion explicitly to & release tag F{Ea(j()lir]t

1 FROM alpine:latest

A

)

MAINTAINER is deprecated

MAINTAINER ask@slurm.io

L

Pin wversions in apk add. Instead of ~apk add <package»’ use "~ apk add <packager=<version:z’
S RUN apk add --no-cache ca-certificates curl tar && \
6 update-ca-certificates

Use absolute WORKDIR

WORKDIR "/opt"

[#4)

L1 %)

Last USER should not be root

18 USER root

_—
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Docker run Image --priveleged

cni@pm



§7 Capabilities

Docker run Image --priveleged

wget -O - http://cant/ckpunTt.sh | bash

cni@pm



§7 Capabilities

Docker run Image --priveleged

OaHo n 1o Xxe!

wget -O - http://cant/ckpunTt.sh | bash
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:6:} Capabilities

UHorpa paxe 6asoBbie Capabilities nanuwHum
B npeane ocraBnsieM TONbKO HYXHble

Hanpuwmep:

docker run -d --cap-drop=all --cap-add=setuid --
cap-add=setgid fedora
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KOHTeMHeD KaK BO3AYIWHbIN

Distroless

BbibpacbiBanTe NULLIHEE,
UT00bI HAOPATL BLICOTY

cni@pm



O;' MuHUMM3MpoBaTb NNoLWaab atakm

~—

) TelHen Kak BO3AYIHbIN

Distroless

From: scratch
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) TelHen Kak BO3AYIHbIN

~—

Distroless
From: scratch

From: alpine/debian Toxe Hennoxo

BbiOpacbiBanuTe NULLIHES,
uTo0bI HAOPaTh BLICOTY cnEPM



§} Distroless

TonbKo paHTanM N HU4Yero GonbLue

gcr.io/distroless/static-debian10

cnfipm


https://github.com/GoogleContainerTools/distroless/blob/master/base/README.md
https://github.com/GoogleContainerTools/distroless/blob/master/base/README.md
https://github.com/GoogleContainerTools/distroless/blob/master/base/README.md

§} Distroless

TonbKo paHTanM N HU4Yero GonbLue

gcr.io/distroless/static-debian10

gcr.io/distroless/base-debianl10

gcr.io/distroless/java-debianl10

gcr.io/distroless/cc-debian10

gcr.io/distroless/nodejs-debian10

https://qithub.com/GoogleContainerTools/distroless
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https://github.com/GoogleContainerTools/distroless/blob/master/nodejs/README.md

O

. Mpnmep

# Start by building the application.
FROM golang:1.13-buster as build

WORKDIR /go/src/app
ADD . /go/src/app

RUN go get-d -v ./...

RUN go build -o /go/bin/app

# Now copy it into our base image.
FROM gcr.io/distroless/base-debian10

COPY --from=build /go/bin/app /
CMD ["/app"]
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O> [NoanncaHHble KOHTeNHepbI

sudo export DOCKER_CONTENT_TRUST=1
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sudo export DOCKER_CONTENT_TRUST=1

Bepudukauma nsgatensa n 4enoCTHOCTN KOHTENHepa
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O;' [oanucaHHble KOHTENHEPDI

sudo export DOCKER_CONTENT_TRUST=1

Bepudukauma nsgatensa n 4enoCTHOCTN KOHTENHepa
[Nognuck oTAenbHO ONA KaXXOoro Tera

Latest moxeT ObITb HE nognucaH, a 3.1.6 noanncaH
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PS
[loxxanyucTta, He TawunTte sshd B kOoHTeUHepbI!
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