Ho6aBneHue npaBun ysegoMeHNn

MpakTuka BbINOSHSAETCA Ha monitoring cepBepe, AOCTYN K HeMy ocyLuecTensieTcs no IP agpecy
1 BbIMOSHSAETCS C root NpuBMNernsimu.

1. CoxpaHsiem npasuna B ¢amnn: rules_alert.yml :

cat <<EOF > /etc/prometheus/rules_alert.yml
groups:
- name: PrometheusGroup
rules:
- alert: PrometheusConfigurationReload
expr: prometheus_config_last_reload_successful |= 1
for: 1m
labels:
severity: critical
service: prom
annotations:
summary: "Prometheus configuration reload (instance {{ \$labels.instance }})"
description: "Prometheus configuration reload error\n VALUE = {{ \$value }}\n LABELS: {{
\$labels }}"

- name: NodeExporterGroup
rules:
- alert: ExporterDown
expr: up ==
for: 1m
labels:
severity: error
service: prom
annotations:
summary: "Exporter down (instance {{ \$labels.instance }})"
description: "Prometheus exporter down\n VALUE = {{ \$value }}\n LABELS: {{ \$labels }}"

- alert: HighCpuLoad
expr: 100 - (avg by(instance) (irate(node_cpu_seconds_total{mode="idle"}[5m])) * 100) > 80
for: 5m
labels:
severity: warning
annotations:
summary: "High CPU load (instance {{ \$labels.instance }})"
description: "CPU load is > 80%\n VALUE = {{\$value }}\n LABELS: {{ \$labels }}"



- alert: SystemdServiceCrashed
expr: node_systemd_unit_state{state="failed"} == 1
for: 5m
labels:
severity: warning
annotations:
summary: "SystemD service crashed (instance {{ \$labels.instance }})"
description: "SystemD service crashed\n VALUE = {{\$value }}\n LABELS: {{ \$labels }}"
EOF

2. NpoBepsem npasuna.

[lns npoBepky NpaBun Takke UCMonb3yeTcs yTunuta promtool, oTnmume TonbKo B Krtoyax
3anycka.

promtool check rules /etc/prometheus/rules_alert.yml
3. Nob6aBnsem gaHHble 0 Rules B oCHOBHOM KOHburypauunoHsin ann Prometheus.

OTkpbiBaem Ha pegaktupoBaHue dann: /etc/prometheus/prometheus.yml n nocne rule_files
pobasnsem "- rules_*.yml". B pe3ynbTarte y Bac JOIMKHO NOMYy4YUTLCA:

rule_files:
- rules.yml
- rules_*.yml

4. MpoBepsieM KOPPEKTHOCTb BHECEHHbLIX U3BMEHEHWIA:

promtool check config /etc/prometheus/prometheus.yml

5. BeinonHuTe reload gns Prometheus, 4ToGbl NPUMEHUTL HOBLIE HACTPOMKU:
systemctl reload prometheus.service

NB! [Inga npumeHeHns nameHeHuin B prometheus.yml goctatoyHo BeInonHUTL reload ons
cnyx06bl. ATOT cnocob NpeanoYTUTENBHEN, TaK Kak B Cryvae OWnoku B KOHOUIypaLunoHHOM
dharine NpocTo He NPUMEHAITCA n3MeHeHus. Ecnu e BbINONHUTL restart, To 13-3a oLWNOKK
Becb Prometheus cTaHeT HeQOCTYNEH OO YCTPaAHEHNS OLLIMOKM.

6. HDOBepﬂeM, YTO npaBuna noAaBUIINCb.



OtkpbiBaem Ul Prometheus, pasgen rules. [1ns aToro otkpbiBaem B 6paysepe: http://<agpec
cepaepa monitoring>:9090/rules. [JomkHbl oTOBpaXkaTbCA NpasBuna:

NodeExporterGroup 718ms ago 996.3us

Rule State Error Last Evaluation Evaluation Time

oK 718ms ago 721.5us

Tenepb nepexoamm: http://agpec cepsepa monitoring:9090/alerts. Ha aton ctpaHuue
oTObpaxaeTcs COCTOSHUE BCEX NPaBuI.
Alerts

O show annotations
ometheus/rules_alertyml > NodeExporterGroup

ExporterDown (0 active)

HighCpuLoad (0 active)

SystemdSer

etc/prometheus/rules alertyml > P

PrometheusConfigurationReload (0 active)

7. TectupoBaHue paboTbl NpaBus.
OTtkniovaeMm node_exporter, BbINOMHMB KOMaHAy:
systemctl stop node_exporter.service

BosBpalaemcs Ha cTpaHuuy: http://<agpec cepsepa monitoring>:9090/alerts. OgHo n3 alert
rule gomxHo nepentn B coctodHne PENDING



Alerts

& Show anretations

Jete/prometheus/rules alertyml > NodeExporterGroup

ExporterDown (1 active

Labels State Active Since Value

- crtnsme-portepouer L nctance—toctho=co 00 o=t conty] st=stac] sty =-sarmny PENDING 2019-11-15 12:21:30 427863294 +0000 UTC

Annotations

me_iup instance:localhost9100 job:static_config sd:static]

Mo ncreveHno Bpemenun, ykasaHHoro B for(5m), alert rule nepenget B coctosiHme: FIRING
Alerts
fetc/prometheus/rules_alertyml > NodeExporterGroup

ExporterDown (1 active)

Labels State Active Since Value
[ atertname—"ExporterDown® | instance—"localhost:9100* | job-"static config" | sd-"static* | severity-*warming" | FIRING 2019-11-15 12:21:30.427863294 +0000 UTC 0
Annotations

des

Prometheus exporter down VALUE = 0 LABELS: map{_name_:up instance:localhost9100 job:static_config sd:static
summary
Exporter down (instance localhost:9100)

NB! Obpatute BHUMaHue: Prom cam He o6HoBRseT cTpaHuubl. YTobbl yBuaeTb 4o0aBneHHbIe
AaHHble, HeobxoaMmo 0b6HOBUTL CTpaHuuy (HaxaTtb F5).

NB! YcTtaHoBneHHas ranodka: "Show annotations" nossonset npocmoTpeTb Annotations labels
C YK€ NoACcTaBMeHHbIMU B LWAGIOH 3HAaYEHNAMU.



