HacTtpowuka alertmanager

MpakTuka BbINOSHSAETCA Ha monitoring cepBepe, AOCTYN K HeMy ocyLuecTensieTcs no IP agpecy
1 BbIMOSHSAETCS C root NpuBMNernsimu.

1. CoxpaHnM KOH¢UrypaumoHHbIN chann

Mepea Havyanom HacTpoOWkK, HeobXoaNMMO NOATBEPANTL MONb30BATENBCKOE COrnalleHne ans
email, ¢c koToporo 6yayT oTnpaBnsaTbCA email yBegomnenuns. [Ins aToro nepenanTe no Cehiike,
aBTOPU3NPYNTECH N NOATBEPAUTE cornaiweHune. [ins asTopmsaunm - UMsi Nonb3oBaTtens <user
name>@edu-prom.slurm.io, a naponb cosnagaeT ¢ naporiem ssh. [laHHble MOXXHO NOCMOTPETh
B INYHOM KabuHeTe.

BbinonHuUM koMaHay Ang co3gaHus npasun anepTuHra. lNeped BbinofiHEHMEM HEOHXOAMMO
nomeHATb: <email_1> n <email_2> Ha peanbHble email (ecnn HeT ABYX pa3sHbix email, MOXHO
yKasaTb OfMH), a TaK Xe 3aMeHUTb <user name>, <Password>. 3HayeHUs MoXXeTe NOCMOTpPeTb
B INYHOM KabuHeTe.

cat <<EOF > /etc/alertmanager/alertmanager.ymi

global:
smtp_smarthost: smtp.yandex.ru:465
smtp_from: '<user name>@edu-prom.slurm.io'
smtp_auth_username: '<user name>@edu-prom.slurm.io
smtp_auth_password: '<Password>'

route:
group_by: ['alerthame’, 'service']
group_wait: 30s
group_interval: 5m
repeat_interval: 1h
receiver: team-monitoring

routes:
- match:
service: prom
receiver: team-ops
- match:
severity: (warnings|error|critical)
receiver: team-monitoring

inhibit_rules:
- source_match:
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severity: 'critical'

alertname: PrometheusConfigurationReload
target_match:

severity: 'error'

receivers:
- name: 'team-ops'
email_configs:

- to: '<email_1>'
send_resolved: true
require_tls: false

- name: 'team-monitoring'
email_configs:

- to: '<email_2>'
send_resolved: true

EOF

[aHHasa koHUrypaumsa ncnonb3yeT rpynnupoBky no alertname u service. Bce coobuieHust ¢
label service: prom 6yayT oTnpaeneHsbl Ha email_1, Bce anepTbl ¢ label severity: critical, error n
warning OyayT oTnpaeneHbl Ha email_2. Ecnn ecTtb anept c label service: prom u alertname:
PrometheusConfigurationReload, octanbHble anepTbl oTNpaBnATLCA He ByayT.

NB! B peanbHowm xu3Hu routing 6yaeT HamMHOro CrioXXHee, 1 Ans ero Bu3yanusaumm MOXHo
BOCMOMNb30BaTLCA CANTOM.

2. BbinonHute reload anga Alertmanager, 4To6bl NPUMEHUTL HOBbLIE HACTPOMKU:

systemctl reload alertmanager.service

3. TectTupoBaHue.

3.1 Ucnpasnsiem koHdur Prometheus.

[obGaensiem B Ha4ano KoHdurypaunoHHoro danna Prometheus: 1. U BeinonHsem:
systemctl reload prometheus.service

OT0 NpmBeaEeT Kk oTnpaeke aneprta 06 owmnbke B KOHUrypaunoHHom darine Prometheus.
3.2 OcTtaHaBnuBaem node exporter.

OctanaBnuBaem node exporter Ha monitoring n server1, BbINOITHMB KOMaHAY.

systemctl stop node_exporter.service
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Tenepb HeOOXoOMMO AoXaaTbCs, Noka oTpaboTtaeT alert rule. [Ina npoBepku nepengure:
http://<monitoring_IP>:9090/alerts. [lomkHO ObITb aKkTMBHO ABa anepTa.

Alerts

O Show annotations
/etc/prometheus/rules_alert.yml > NodeExporterGroup

ExporterDown (2 active)
HighCpuload (0 active)

SystemdServiceCrashed (0 active)
/etc/prometheus/rules_alert.yml > PrometheusGroup

PrometheusConfigurationReload (1 active)

I'Ipm 3TOM HOBbIX anepToB NpnUxoanTb HE OOJTXHO, TaK KakK pa60TaeT nogasrieHne.

3.3 Ncnpaensiem koHdUrypaumoHHein dann: /etc/prometheus/prometheus.yml, yoansem 1. U
BbINOSTHAEM:

systemctl reload prometheus.service

Tenepb AOMKHO NPUNTK eLle 2 yBeaOMIEHNS: nepBoe — 06 ncnpaeneHnn ¢ KoHUrypaumen
Prometheus, BTopoe — 0 HEAOCTYNHOCTN OBYX exporters.



