YcTtaHoBKa Victoria Metrics
Llenn npaktukm

Llenbto gaHHOM NpakTnyeckom paboThl ABNSETCA AEMOHCTpaLMs nNpoLecca HaCTPOVKK U
paboTthbl Victoria Metrics. B pamkax gaHHoro ypoka B Kubernetes knactepe 6byaet
ycTaHoBneH n HacTpoeH Victoria Metrics B pexxume Cluster, a Takke OygeT nposeaeHa

HaCTpoWKa y>xe yCTaHOBreHHbIX B knactepe Grafana n Prometheus.
YcrtaHoBka Victoria Metrics 6yget npoussoantbcs ¢ nomollbio Helm Chart.

C yem Oypem paboTtatb

e Helm chart victoria metrics - Heobxoanm ansa ycraHoBkn Prometheus server B
Knacrep

Foe 6yaeM BbINOMHATL NPAKTUKY

BHUMAHMWE: lNepea Tem, kak paboTatb CO CTEHAOM, ero Heob6xoaAnmMo 3anycTuTb U3

JIn4yHoro kabuHeTta

e [logkntoyaemecs no SSH k sbox.slurm.io:

ssh s<HomMep Bamero JjormHa>@sbox.slurm.io

e [loagkntovaemcs K cBoemy kractepy Kubernetes:

ssh master-1.s<Bam HOMEpP JIOTMHAa>

e CTaHoBuMcS root:

sudo -s

MpakTuka

MoproTroBuTenbHaA paboTa

1. KnoHupyem maHudecTbl



[ns BbINOMTHEHMSI MPAKTMYECKOM YacTn, NoTpebytoTcsa MaHudecTbl. Mx Heobxoanmo

cknagmpoBaTb c gitlab, caenatb 3TO MOXHO BbIMOSIHMB KOMaHAbI:

cd ~
git clone git@gitlab.slurm.io:edu/lmk8s.git
2. Nopkntoyaem peno Victoria Metrics

helm repo add vm https://victoriametrics.github.io/helm-charts/

helm repo update

3. CospaeM namespace

Victoria Metrics BygeT ycTaHaBnmBaTbCA B OTAENbHbIM namespace: victoria. [Insa ero

co34aHusl, HeobXo4MMO BbINONIHUTL KOMaHAY:
kubectl create ns victoria

YctaHoBka Victoria Metrics B knactep

Tenepb BCE rotToBO AJ14 YCTAaHOBKU U OOCTATO4YHO BbIMOJIHUTL KOMaHAOY:

helm upgrade -i vm-cluster -n victoria -f
~/1mk8s/4.prometheus advanced/4.2.victoria metrics/values.yml

vm/victoria-metrics—-cluster
B pesynbTate ByayT yCTaHOBMEHbI CReayroLme KOMNOHEHTbI:

e vmSelect - 6ygeT ycraHoBneH kak Deployment ¢ 3HavyeHuem replicas: 2
e vminsert - 6yaget ycraHoBneH kak Deployment ¢ 3HayeHuem replicas: 2
e vmStorage - 6yaeTt yctaHoBneH kak StatefulSet ¢ 3HaueHunem replicas: 2

KniouyeBble nameHeHus B values.yml



O6paTtuTte BHUMaHue, 4to B values.yml ona yaprta 6binu caenaHbl UBMEHEHUS!, BOT

Hanbornee Kro4yeBble N3 HUX:

e 3aaaHbl pecypchl ANA Bce 006bEeKTOB - 3T0 06Lee xopoLlee npaBusio ans
BCero, YTo 3anyckaeTcs B Kubernetes knactepe. Bo nepBbix, 3agaHHble requests
n limits no3eonstT scheduler koppekTHO pacnpeaenaTs Pod no node. Bo
BTOPbIX, 3TO BaXHO ANdA nsberaHus cutyaunm yTedkm pecypcos, a B cnyyae c
Prometheus 310 0CO6EHHO akTyanbHO, Tak Kak OH ABNSETCA AOCTaTOYHO
"npoxxopnunebim”.

e 3apaH podDisruptionBudget - faHHas HacTporka BRMseT Ha TO, ckonbko Pod
MOXET OblTb OAHOBPEMEHHO BbIKMOYEHO (pacnpoCTpaHsaeTCs TOMbKO Ha eviction
API). OHa no3BongaeT rapaHTUpoBaTb, YTO Npu 06CNyXnBaHUM Knactepa
Kubernetes He B6yayT BbikntoyeHbl Bce Pod'bl C NpUnoXeHnem.

e podAntiAffinity - naHHas HacTponka no3BonsaeT rapaHTUpoBaTh, YTO Pod 13
StatefulSet n Pod n3 Deployment He 6yayT 3anyLieHbl Ha ogHoun node. bes
AaHHOW HaCTPOWMKM BO3MOXHA cuTyauus, korga Bce Pod ByayT 3anyueHbl Ha
ofHom node, n B criyyae Bbixoda U3 CTpos aTon node, knactep octaHeTcs 6e3
MoHuTopuHra (Pod gnsa statefulset He nepe3anyckatoTca aBToMaTUYECKM)

e vmselect.extraArgs - fo6aBneHbl cneayowme napameTpbl:

search.maxQueueDuration: "10s" - OrpaHN4YMBaET BpeMA BbIMOJTHEHNA
3anpocos. Korga VictoriaMetrics nonb3yeTcs 60nbLIOe YMCno KOMaHa, 3TO NO3BONSET
OoTCeKaTb CNULLKOM AnuTerbHble 3anpockl. Begb oHKW, B CBOO ovepeab, MOryT

cKkasaTbCs Ha npomnsBoauTernbHocT Bcen B.

search.maxQueryLen: "16384"- OrpaHU4MBaeT MakCUMalibHYyO OJTIMHY 3anpoca.
OnaTb Xe, korga VictoriaMetrics nonb3yeTca cpasy HECKOSbKO KOMaHA, 3TO NO3BONseT
oTcekaTb CNULIKOM BonbLUne 3anpochl, KOTOPblE MOMYT CKa3aTbCs Ha

npousBoguTensHocTn Bl.

replicationFactor: "2" - 3aflaeT CKOJIbKO Konuu time series nmeroT JOCTyn B

vmStorage. [JomkeH coBnagaTb CO 3Ha4yeHmem gnga vminsert.

dedup.minScrapeInterval: "1lms" - data samples, KOTopoe oTnn4arTCA Ha

3HayeHune, ykasaHHoe B 9TOM nosie u meHee, dyayT "geaynnmumpoBaHbl”. 3TOT



napameTp 06s13aTenbHO NCNONb30BaTb Npwv 3HAYEHUN replicationFactor 2 U

oornbLue.

e vminsert.extraArgs - no6aBneHbl cnegyowmne napameTpsbl:

replicationFactor: "2" - 3aQaeT CKONbKO KonNun time series AOMKHbI ObITb

coxpaHeHbl B vmStorage.

e vmsStorage.StorageClass - 3agaet nmsa StorageClass. Npu aTom B default
values aTtoro nons Boobule HeT, a BOT B Helm template oH ncnonb3yetcs.

B none extraArgs ons Kaxaoro KOMNOHeHTa 3a4atTcs KMYK 3anycka ans 3Toro
KOMMoHeHTa. [Mpn 3ToM, 6OMbLUMHCTBO 3HAYEHMUI MO YMONYaHUIO SBMAOTCS
onTMManbHbIMW. MNONHbBIA CIMCOK KMYeE 3anycka ykasaH B NocrneaHeM ypoke AaHHOro

pasaena.

Hactpownka Prometheus

Prometheus yxxe ycTaHOBMEH B knacTepe, ycTaHOBKa Npov3sBoamnack ¢ nomoubio Helm
Chart. [Ina BHeceHMs nameHeHun, Heobxoammo nonyunTb Tekylue values. Caenatb

9TO MOXXHO BbIMNOJIHMB KOMaHAY:
helm get values -n monitoring prometheus > prometheus values.yml

B pesynbTarte values 6ygyT coxpaHeHbl B haln: prometheus values.yml. OTOT pamn
HeobX0oAMMO OTKPbITb Ha peakTMpOBaHUe, HaUTN B HEM CTPOKY: remotelrite: [] U

3aMEHUNTb ee Ha.
remoteWrite:

- url:

http://vm-cluster-victoria-metrics—-cluster-vminsert.victoria.svc:8480/inse

rt/0/prometheus/api/vl/write



[Mocne aTOro n3ameHeHust Heob6xoaMmMo NMPUMEHUTb B KIaCTepP, BbINMOJTHUB KOMaHAY:

helm upgrade prometheus prometheus-community/prometheus -n monitoring -f

prometheus values.yml

URL, kyna otnpasnset gaHHble Prometheus cepBep, meeT crnefyoLLyio CTPYKTYpY:

/<component>/<clientID>/prometheus/<Prometheus API query>

® <component> - MPedUKC ANA KOMNOHeHTa. vminsert - /insert, vmSelect -
/select

® <clientID> - ID knueHTa, MOXET ObiTb NPOM3BOSBbHLIM iNt U AOMKEH COBNagaThb
ans insert n select 3anpocos. 3a cyeT aTOro peanusyeTcs MmexaHmsm tenant,
korga B ogHy Victoria Metrics moryT nucaTb pasnuyHele Prometheus cepsepa u
NX AaHHble ByayT XpaHUTCS B OTAENbHbIX tenants (aHanor namespace)

® <Prometheus API query> - UCXOAHbIN 3anpoc Prometheus.

[aHHas cTpykTypa ncnonbadyetcsa Tonbko ans Victoria Metrics B pexxume Cluster. Ecnn
Bbl ncnonbayete Victoria Metrics B pexxume Single Node, To 3anpockl 6yayT umetb

CTPYKTYPY: /<Prometheus API query>

Hactpowka Grafana

Grafana yxe yctaHoOBneHa B Knacrtep, Ansi €e HacTpPOorKn Heobxoammo co3naTb
datasource n umnopTuposaTb dashboard ana node_exporter. [Ins aToro 4OCTaTtovyHO
npuMeHnTb ABa MaHudgecTa B knactep. [NogpobHee kak ato paboTtaet, byaeT

PacCMOTPEHO B CNeAyHoLMNX YpoKax.

kubectl create -f

~/1mk8s/4.prometheus advanced/4.2.victoria metrics/grafana/ -n monitoring

Ons Toro, yto6bl Grafana yBuaena HoBbI datasource, Hy>XHO Nepe3anycTuTb

eé Pod. Coenatb 3TO MOXXHO KOMaHAOMW:

kubectl delete po -n monitoring grafana-<Ilab>



Ha atom Bcé! MOXXHO NpoBepATb pe3ynbTaT, AN 3TOro oTkponTe B 6paysepe B
aHOHWUMHOM pexnme agpec http://grafana.<uomep crymenTa>.edu.slurm.io. IMA

nonb3oBaTens 1 Napornb COBMNaaaoT ¢ A0CTynamMu B JINYHbIA kKabuHeT.

Knrouu 3anycka komnoHeHToB Victoria Metrics

Kntoum 3anycka OTCyTCTBYIOT B LOKYMEHTAUUN N €ANHCTBEHHbIN CNOCO6 NX NONYyYnNTb -
3TO 3anyck COOTBETCTBYIOLLLErO KOMMOHEHTA C KIT0YOM --help. A Npu yCnoBuu, 4TO
ocHoBHoW cnocob pacnpocTpaHeHus Victoria Metrics aTo docker-o6pasbl, 3T0 He camblii

yAo6HbIN cnocob. Huxke npegocTaBneHb! KNoYM A1t OCHOBHbIX KOMMOHEHTOB:

vmlinsert

-csvTrimTimestamp duration

Trim timestamps when importing csv data to this duration. Minimum practical duration
is 1'ms. Higher duration (i.e. 1s) may be used for reducing disk space usage for

timestamp data (default 1ms)
-enableTCP6

Whether to enable IPv6 for listening and dialing. By default only IPv4 TCP is used
-envflag.enable

Whether to enable reading flags from environment variables additionally to command
line. Command line flag values have priority over values from environment vars. Flags

are read only from command line if this flag isn't set
-envflag.prefix string

Prefix for environment variables if -envflag.enable is set
-fs.disableMmap

Whether to use pread() instead of mmap() for reading data files. By default mmap() is

used for 64-bit arches and pread() is used for 32-bit arches, since they cannot read data



files bigger than 2432 bytes in memory. mmap() is usually faster for reading small data
chunks than pread()

-graphiteListenAddr string

TCP and UDP address to listen for Graphite plaintext data. Usually :2003 must be

set. Doesn't work if empty
-graphiteTrimTimestamp duration

Trim timestamps for Graphite data to this duration. Minimum practical duration is 1s.
Higher duration (i.e. Tm) may be used for reducing disk space usage for timestamp data
(default 1s)

-http.connTimeout duration

Incoming http connections are closed after the configured timeout. This may help
spreading incoming load among a cluster of services behind load balancer. Note that
the real timeout may be bigger by up to 10% as a protection from Thundering herd
problem (default 2m0s)

-http.disableResponseCompression

Disable compression of HTTP responses for saving CPU resources. By default

compression is enabled to save network bandwidth
-http.idleConnTimeout duration

Timeout for incoming idle http connections (default TmO0Os)
-http.maxGracefulShutdownDuration duration

The maximum duration for graceful shutdown of HTTP server. Highly loaded server

may require increased value for graceful shutdown (default 7s)

-http.pathPrefix string



An optional prefix to add to all the paths handled by http server. For example, if
"-http.pathPrefix=/foo/bar" is set, then all the http requests will be handled on '/foo/bar/*'
paths. This may be useful for proxied requests. See

https://www.robustperception.io/using-external-urls-and-proxies-with-prometheus
-http.shutdownDelay duration

Optional delay before http server shutdown. During this dealy the servier returns
non-OK responses from /health page, so load balancers can route new requests to

other servers
-httpListenAddr string

Address to listen for http connections (default ":8480")
-import.maxLineLen max_rows_per_line

The maximum length in bytes of a single line accepted by /api/v1/import; the line

length can be limited with max_rows_per_line query arg passed to /api/v1/export

Supports the following optional suffixes for values: KB, MB, GB, KiB, MiB, GiB
(default 104857600)

-influx.maxLineSize value
The maximum size in bytes for a single Influx line during parsing

Supports the following optional suffixes for values: KB, MB, GB, KiB, MiB, GiB
(default 262144)

-influxListenAddr http://<vminsert>:8480/insert/<accountID>/influx/write

TCP and UDP address to listen for Influx line protocol data. Usually :8189 must be
set. Doesn't work if empty. This flag isn't needed when ingesting data over HTTP - just

send it to http://<vminsert>:8480/insert/<accountI|D>/influx/write

-influxMeasurementFieldSeparator string



Separator for {measurement}{separator}{field_name}' metric name when inserted via

Influx line protocol (default " ")
-influxSkipMeasurement

Uses '{field_name}' as a metric name while ignoring '{measurement}' and

"-influxMeasurementFieldSeparator'
-influxSkipSingleField

Uses '{measurement}' instead of '{measurement}{separator}{field_name}' for metic

name if Influx line contains only a single field
-influxTrimTimestamp duration

Trim timestamps for Influx line protocol data to this duration. Minimum practical
duration is 1ms. Higher duration (i.e. 1s) may be used for reducing disk space usage for

timestamp data (default 1ms)
-insert.maxQueueDuration duration

The maximum duration for waiting in the queue for insert requests due to

-maxConcurrentinserts (default Tm0s)
-loggerDisableTimestamps

Whether to disable writing timestamps in logs
-loggerErrorsPerSecondLimit int

Per-second limit on the number of ERROR messages. If more than the given number
of errors are emitted per second, then the remaining errors are suppressed. Zero value

disables the rate limit
-loggerFormat string

Format for logs. Possible values: default, json (default "default")



-loggerLevel string

Minimum level of errors to log. Possible values: INFO, WARN, ERROR, FATAL,
PANIC (default "INFO")

-loggerOutput string
Output for the logs. Supported values: stderr, stdout (default "stderr")
-loggerWarnsPerSecondLimit int

Per-second limit on the number of WARN messages. If more than the given number
of warns are emitted per second, then the remaining warns are suppressed. Zero value

disables the rate limit
-maxConcurrentinserts int

The maximum number of concurrent inserts. Default value should work for most
cases, since it minimizes the overhead for concurrent inserts. This option is tigthly

coupled with -insert.maxQueueDuration (default 24)
-maxinsertRequestSize value
The maximum size in bytes of a single Prometheus remote_write API request

Supports the following optional suffixes for values: KB, MB, GB, KiB, MiB, GiB
(default 33554432)

-maxLabelsPerTimeseries int

The maximum number of labels accepted per time series. Superfluous labels are
dropped (default 30)

-memory.allowedBytes value

Allowed size of system memory VictoriaMetrics caches may occupy. This option

overrides -memory.allowedPercent if set to non-zero value. Too low value may increase



cache miss rate, which usually results in higher CPU and disk 10 usage. Too high value

may evict too much data from OS page cache, which will result in higher disk 10 usage

Supports the following optional suffixes for values: KB, MB, GB, KiB, MiB, GiB
(default 0)

-memory.allowedPercent float

Allowed percent of system memory VictoriaMetrics caches may occupy. See also
-memory.allowedBytes. Too low value may increase cache miss rate, which usually
results in higher CPU and disk 10 usage. Too high value may evict too much data from
OS page cache, which will result in higher disk 1O usage (default 60)

-opentsdbHTTPListenAddr string

TCP address to listen for OpentTSDB HTTP put requests. Usually :4242 must be set.

Doesn't work if empty
-opentsdbListenAddr string

TCP and UDP address to listen for OpentTSDB metrics. Telnet put messages and
HTTP /api/put messages are simultaneously served on TCP port. Usually :4242 must

be set. Doesn't work if empty
-opentsdbTrimTimestamp duration

Trim timestamps for OpenTSDB 'telnet put' data to this duration. Minimum practical
duration is 1s. Higher duration (i.e. 1m) may be used for reducing disk space usage for

timestamp data (default 1s)
-opentsdbhttp.maxinsertRequestSize value
The maximum size of OpenTSDB HTTP put request

Supports the following optional suffixes for values: KB, MB, GB, KiB, MiB, GiB
(default 33554432)



-opentsdbhttpTrimTimestamp duration

Trim timestamps for OpenTSDB HTTP data to this duration. Minimum practical
duration is 1ms. Higher duration (i.e. 1s) may be used for reducing disk space usage for

timestamp data (default 1ms)
-relabelConfig string

Optional path to a file with relabeling rules, which are applied to all the ingested

metrics. See https://victoriametrics.github.io/#relabeling for details
-replicationFactor int

Replication factor for the ingested data, i.e. how many copies to make among distinct
-storageNode instances. Note that vmselect must run with
-dedup.minScrapelnterval=1ms for data de-duplication when replicationFactor is greater

than 1. Higher values for -dedup.minScrapelnterval at vmselect is OK (default 1)
-rpc.disableCompression

Disable compression of RPC traffic. This reduces CPU usage at the cost of higher

network bandwidth usage
-storageNode array

Address of vmstorage nodes; usage: -storageNode=vmstorage-host1:8400

-storageNode=vmstorage-host2:8400
Supports array of values separated by comma or specified via multiple flags.
-tls

Whether to enable TLS (aka HTTPS) for incoming requests. -tlsCertFile and

-tiskeyFile must be set if -tls is set

-tlIsCertFile string



Path to file with TLS certificate. Used only if -tls is set. Prefer ECDSA certs instead of

RSA certs, since RSA certs are slow
-tisKeyFile string
Path to file with TLS key. Used only if -tls is set

vmSelect

-cacheDataPath string
Path to directory for cache files. Cache isn't saved if empty
-dedup.minScrapelnterval duration

Remove superflouos samples from time series if they are located closer to each other
than this duration. This may be useful for reducing overhead when multiple identically
configured Prometheus instances write data to the same VictoriaMetrics. Deduplication

is disabled if the -dedup.minScrapelnterval is 0
-enableTCP6

Whether to enable IPv6 for listening and dialing. By default only IPv4 TCP is used
-envflag.enable

Whether to enable reading flags from environment variables additionally to command
line. Command line flag values have priority over values from environment vars. Flags

are read only from command line if this flag isn't set
-envflag.prefix string

Prefix for environment variables if -envflag.enable is set
-fs.disableMmap

Whether to use pread() instead of mmap() for reading data files. By default mmap() is

used for 64-bit arches and pread() is used for 32-bit arches, since they cannot read data



files bigger than 2432 bytes in memory. mmap() is usually faster for reading small data
chunks than pread()

-graphiteTrimTimestamp duration

Trim timestamps for Graphite data to this duration. Minimum practical duration is 1s.
Higher duration (i.e. 1m) may be used for reducing disk space usage for timestamp data
(default 1s)

-http.connTimeout duration

Incoming http connections are closed after the configured timeout. This may help
spreading incoming load among a cluster of services behind load balancer. Note that
the real timeout may be bigger by up to 10% as a protection from Thundering herd

problem (default 2m0s)
-http.disableResponseCompression

Disable compression of HTTP responses for saving CPU resources. By default

compression is enabled to save network bandwidth
-http.idleConnTimeout duration

Timeout for incoming idle http connections (default 1m0s)
-http.maxGracefulShutdownDuration duration

The maximum duration for graceful shutdown of HTTP server. Highly loaded server

may require increased value for graceful shutdown (default 7s)
-http.pathPrefix string

An optional prefix to add to all the paths handled by http server. For example, if
"-http.pathPrefix=/foo/bar" is set, then all the http requests will be handled on '/foo/bar/*'
paths. This may be useful for proxied requests. See

https://www.robustperception.io/using-external-urls-and-proxies-with-prometheus



-http.shutdownDelay duration

Optional delay before http server shutdown. During this dealy the servier returns
non-OK responses from /health page, so load balancers can route new requests to

other servers
-httpListenAddr string

Address to listen for http connections (default ":8481")
-loggerDisableTimestamps

Whether to disable writing timestamps in logs
-loggerErrorsPerSecondLimit int

Per-second limit on the number of ERROR messages. If more than the given number
of errors are emitted per second, then the remaining errors are suppressed. Zero value

disables the rate limit
-loggerFormat string

Format for logs. Possible values: default, json (default "default")
-loggerLevel string

Minimum level of errors to log. Possible values: INFO, WARN, ERROR, FATAL,
PANIC (default "INFO")

-loggerOutput string
Output for the logs. Supported values: stderr, stdout (default "stderr")

-loggerWarnsPerSecondLimit int



Per-second limit on the number of WARN messages. If more than the given number
of warns are emitted per second, then the remaining warns are suppressed. Zero value

disables the rate limit
-memory.allowedBytes value

Allowed size of system memory VictoriaMetrics caches may occupy. This option
overrides -memory.allowedPercent if set to non-zero value. Too low value may increase
cache miss rate, which usually results in higher CPU and disk 10 usage. Too high value

may evict too much data from OS page cache, which will result in higher disk 10 usage

Supports the following optional suffixes for values: KB, MB, GB, KiB, MiB, GiB
(default 0)

-memory.allowedPercent float

Allowed percent of system memory VictoriaMetrics caches may occupy. See also
-memory.allowedBytes. Too low value may increase cache miss rate, which usually
results in higher CPU and disk IO usage. Too high value may evict too much data from

OS page cache, which will result in higher disk 1O usage (default 60)
-replicationFactor int

How many copies of every time series is available on vmstorage nodes. See

-replicationFactor command-line flag for vminsert nodes (default 1)
-search.cacheTimestampOffset duration

The maximum duration since the current time for response data, which is always
queried from the original raw data, without using the response cache. Increase this
value if you see gaps in responses due to time synchronization issues between

VictoriaMetrics and data sources (default 5m0s)

-search.denyPartialResponse



Whether to deny partial responses if a part of -storageNode instances fail to perform
queries; this trades availability over consistency; see also -search.maxQueryDuration

and -search.storageTimeout
-search.disableCache

Whether to disable response caching. This may be useful during data backfilling
-search.latencyOffset duration

The time when data points become visible in query results after the collection. Too

small value can result in incomplete last points for query results (default 30s)
-search.logSlowQueryDuration duration

Log queries with execution time exceeding this value. Zero disables slow query

logging (default 5s)
-search.maxConcurrentRequests int

The maximum number of concurrent search requests. It shouldn't be high, since a
single request can saturate all the CPU cores. See also -search.maxQueueDuration
(default 6)

-search.maxExportDuration duration
The maximum duration for /api/v1/export call (default 720h0mO0s)
-search.maxLookback duration

Synonim to -search.lookback-delta from Prometheus. The value is dynamically
detected from interval between time series datapoints if not set. It can be overridden on
per-query basis via max_lookback arg. See also '-search.maxStalenessinterval' flag,

which has the same meaining due to historical reasons

-search.maxPointsPerTimeseries int



The maximum points per a single timeseries returned from the search (default 30000)
-search.maxQueryDuration duration

The maximum duration for query execution; see also -search.storageTimeout (default
30s)

-search.maxQueryLen value
The maximum search query length in bytes

Supports the following optional suffixes for values: KB, MB, GB, KiB, MiB, GiB
(default 16384)

-search.maxQueueDuration duration

The maximum time the request waits for execution when
-search.maxConcurrentRequests limit is reached; see also -search.maxQueryDuration
(default 10s)

-search.maxStalenesslinterval duration

The maximum interval for staleness calculations. By default it is automatically
calculated from the median interval between samples. This flag could be useful for
tuning Prometheus data model closer to Influx-style data model. See
https://prometheus.io/docs/prometheus/latest/querying/basics/#staleness for details.
See also '-search.maxLookback' flag, which has the same meaning due to historical

reasons
-search.minStalenesslinterval duration

The minimum interval for staleness calculations. This flag could be useful for
removing gaps on graphs generated from time series with irregular intervals between

samples. See also '-search.maxStalenesslinterval'

-search.queryStats.lastQueriesCount /api/v1/status/top_queries



Query stats for /api/v1/status/top_queries is tracked on this number of last queries.
Zero value disables query stats tracking (default 20000)

-search.queryStats.minQueryDuration /api/v1/status/top_queries

The minimum duration for queries to track in query stats at /api/v1/status/top_queries.

Queries with lower duration are ignored in query stats
-search.resetCacheAuthKey string

Optional authKey for resetting rollup cache via /internal/resetRollupResultCache call
-search.storageTimeout duration

The timeout for per-storage query processing; this allows returning partial responses
if certain -storageNode instances slowly process the query; see also

-search.maxQueryDuration and -search.denyPartialResponse command-line flags
-search.treatDotsAslsInRegexps

Whether to treat dots as is in regexp label filters used in queries. For example,
foo{bar=~"a.b.c"} will be automatically converted to foo{bar=~"a\\.b\\.c"}, i.e. all the dots
in regexp filters will be automatically escaped in order to match only dot char instead of
matching any char. Dots in ".+", ".*" and ".{n}" regexps aren't escaped. Such escaping
can be useful when querying Graphite data

-selectNode array

Addresses of vmselect nodes; usage: -selectNode=vmselect-host1:8481

-selectNode=vmselect-host2:8481
Supports array of values separated by comma or specified via multiple flags.
-storageNode array

Addresses of vmstorage nodes; usage: -storageNode=vmstorage-host1:8401

-storageNode=vmstorage-host2:8401



Supports array of values separated by comma or specified via multiple flags.
-tls

Whether to enable TLS (aka HTTPS) for incoming requests. -tisCertFile and

-tlsKeyFile must be set if -tls is set
-tlIsCertFile string

Path to file with TLS certificate. Used only if -tIs is set. Prefer ECDSA certs instead of

RSA certs, since RSA certs are slow
-tiIsKeyFile string

Path to file with TLS key. Used only if -tls is set

vmsStorage

-bigMergeConcurrency int

The maximum number of CPU cores to use for big merges. Default value is used if

setto 0
-dedup.minScrapeinterval duration

Remove superflouos samples from time series if they are located closer to each other
than this duration. This may be useful for reducing overhead when multiple identically
configured Prometheus instances write data to the same VictoriaMetrics. Deduplication

is disabled if the -dedup.minScrapelnterval is 0
-denyQueriesOutsideRetention

Whether to deny queries outside of the configured -retentionPeriod. When set, then
/api/v1/query_range would return '503 Service Unavailable' error for queries with 'from'
value outside -retentionPeriod. This may be useful when multiple data sources with

distinct retentions are hidden behind query-tee



-enableTCP6
Whether to enable IPv6 for listening and dialing. By default only IPv4 TCP is used
-envflag.enable

Whether to enable reading flags from environment variables additionally to command
line. Command line flag values have priority over values from environment vars. Flags

are read only from command line if this flag isn't set
-envflag.prefix string

Prefix for environment variables if -envflag.enable is set
-finalMergeDelay duration

The delay before starting final merge for per-month partition after no new data is
ingested into it. Final merge may require additional disk 10 and CPU resources. Final
merge may increase query speed and reduce disk space usage in some cases. Zero

value disables final merge
-forceFlushAuthKey string

authKey, which must be passed in query string to /internal/force_flush pages
-forceMergeAuthKey string

authKey, which must be passed in query string to /internal/force_merge pages
-fs.disableMmap

Whether to use pread() instead of mmap() for reading data files. By default mmap() is
used for 64-bit arches and pread() is used for 32-bit arches, since they cannot read data
files bigger than 2432 bytes in memory. mmap() is usually faster for reading small data
chunks than pread()

-http.connTimeout duration



Incoming http connections are closed after the configured timeout. This may help
spreading incoming load among a cluster of services behind load balancer. Note that
the real timeout may be bigger by up to 10% as a protection from Thundering herd

problem (default 2m0s)
-http.disableResponseCompression

Disable compression of HTTP responses for saving CPU resources. By default

compression is enabled to save network bandwidth
-http.idleConnTimeout duration

Timeout for incoming idle http connections (default 1m0s)
-http.maxGracefulShutdownDuration duration

The maximum duration for graceful shutdown of HTTP server. Highly loaded server

may require increased value for graceful shutdown (default 7s)
-http.pathPrefix string

An optional prefix to add to all the paths handled by http server. For example, if
"-http.pathPrefix=/foo/bar" is set, then all the http requests will be handled on '/foo/bar/*'
paths. This may be useful for proxied requests. See

https://www.robustperception.io/using-external-urls-and-proxies-with-prometheus
-http.shutdownDelay duration

Optional delay before http server shutdown. During this dealy the servier returns
non-OK responses from /health page, so load balancers can route new requests to

other servers
-httpListenAddr string
Address to listen for http connections (default ":8482")

-loggerDisableTimestamps



Whether to disable writing timestamps in logs
-loggerErrorsPerSecondLimit int

Per-second limit on the number of ERROR messages. If more than the given number
of errors are emitted per second, then the remaining errors are suppressed. Zero value

disables the rate limit
-loggerFormat string

Format for logs. Possible values: default, json (default "default")
-loggerLevel string

Minimum level of errors to log. Possible values: INFO, WARN, ERROR, FATAL,
PANIC (default "INFO")

-loggerOutput string
Output for the logs. Supported values: stderr, stdout (default "stderr")
-loggerWarnsPerSecondLimit int

Per-second limit on the number of WARN messages. If more than the given number
of warns are emitted per second, then the remaining warns are suppressed. Zero value

disables the rate limit
-memory.allowedBytes value

Allowed size of system memory VictoriaMetrics caches may occupy. This option
overrides -memory.allowedPercent if set to non-zero value. Too low value may increase
cache miss rate, which usually results in higher CPU and disk 10 usage. Too high value

may evict too much data from OS page cache, which will result in higher disk 10 usage

Supports the following optional suffixes for values: KB, MB, GB, KiB, MiB, GiB
(default 0)



-memory.allowedPercent float

Allowed percent of system memory VictoriaMetrics caches may occupy. See also
-memory.allowedBytes. Too low value may increase cache miss rate, which usually
results in higher CPU and disk IO usage. Too high value may evict too much data from

OS page cache, which will result in higher disk 1O usage (default 60)
-precisionBits int

The number of precision bits to store per each value. Lower precision bits improves

data compression at the cost of precision loss (default 64)
-retentionPeriod value
Data with timestamps outside the retentionPeriod is automatically deleted

The following optional suffixes are supported: h (hour), d (day), w (week), y (year). If

suffix isn't set, then the duration is counted in months (default 1)
-rpc.disableCompression

Disable compression of RPC traffic. This reduces CPU usage at the cost of higher

network bandwidth usage
-search.maxTagKeys int

The maximum number of tag keys returned per search (default 100000)
-search.maxTagValueSuffixesPerSearch int

The maximum number of tag value suffixes returned from /metrics/find (default
100000)

-search.maxTagValues int

The maximum number of tag values returned per search (default 100000)



-search.maxUniqueTimeseries int
The maximum number of unique time series each search can scan (default 300000)
-smallMergeConcurrency int

The maximum number of CPU cores to use for small merges. Default value is used if

setto 0
-snapshotAuthKey string
authKey, which must be passed in query string to /snapshot* pages
-storageDataPath string
Path to storage data (default "vmstorage-data")
-tls

Whether to enable TLS (aka HTTPS) for incoming requests. -tisCertFile and

-tlsKeyFile must be set if -tls is set
-tiIsCertFile string

Path to file with TLS certificate. Used only if -tIs is set. Prefer ECDSA certs instead of

RSA certs, since RSA certs are slow
-tisKeyFile string
Path to file with TLS key. Used only if -tls is set
-vminsertAddr string
TCP address to accept connections from vminsert services (default ":8400")
-vmselectAddr string

TCP address to accept connections from vmselect services (default ":8401")



